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1. Introduction

Background

In 2010, the Philippines held its first Automatedtianal elections. Initially, there were
numerous concerns from different sectors of sogetyrding the effectiveness of an automated
election system. But upon completion of the elecpeoocess, it was observed that the May 2010
automated election system was a success, espeiciakyms of reducing the amount of time
spent on canvassing and counting of votes. Fronatbeage of two months, the amount of time
was brought down to just a little over two weeks.

Despite this noticeable improvement, and severalad&tions of the success of the country’s

first automated elections, a number of studies (DLSenPeg) and anecdotal pieces of evidence
from news reports were able to document some lagrsgsreas for improvement. This research
paper aims to consolidate and identify these aie&®lp assess the viability of using the same
system in the succeeding national elections, tlxearee being in 2013.

The Automated Election system (AES) adopted bydbmmission on Elections (COMELEC) is
composed of three interdependent subsystems, nathelglection management system (EMS),
Precinct Count Optical Scan (PCOS), and the cogftimsolidating system (CCS). To
implement the AES, the COMELEC received a fundih@X3 Billion Pesos. From this amount,
about 7.2 Billion were expenditures in favour of SRITMATIC-TIM, the automated election
service provider contracted by the COMELEC. Othddigonal obligations amounted to 0.11
Billion Pesos, thereby providing COMELEC with ab@&u®75 Billion pesos balance as of Dec.
31, 2009 (COA 2009). With the conclusion and coripteof the 2010 elections, it is time for
the government to review their expenditure relatovéhe experience of other countries.

According to Article 4, Section 4.3 of the contrédetween COMELEC and SMARTMATIC-
TIM, the COMELEC has the option to purchase the dfegoods (listed as Annex L in the
contract) provided by SMARTMATIC-TIM. The total dosf these goods is about 2.1 Billion
Pesos. This research paper aims to evaluate whi€thbetter for COMELEC to just lease the
equipment for future elections or purchase thestated in one of the contract options.

Rationale

As with any project undertaking, it is importantdonduct a review of the project in order to
evaluate whether the objectives were met on thenhand. On the other hand, the project review
should also evaluate the efficiency of the projegilementation for the achievement of the said
objectives.

Note that this report will serve as one of the ispu the evaluation of the election process. To
accomplish this, the paper will look at the autoedaglection experiences of different countries
and comparing the Philippine case to these othescdJsing the appropriate methodology, this



report will also attempt to provide an economici®der the choice between purchasing the
PCOS machines or just leasing them from SMARTMATIGA. It should be emphasized that
economic analysis will be limited to the choicevietn purchasing and leasing of the election
counting machines. It will not cover the entirefytloe election process.

Purchasing and leasing each have their own berafidscosts. For instance, leasing passes the
burden of obsolescence to the leasing company.h&ndienefit of leasing is that it is not a
burden to cash flows as no large capital outlageisessary. However, in the long run, leasing
equipment always tends to be more expensive thesh@asing equipment. Purchasing is always
cheaper but the COMELEC would have to contend watues of storage and maintenance.
Thus, there is a need to conduct this study togrtpgvaluate and quantify the stream of costs
of each option.

Objectives

The objectives of this study are as follows:
i.  To Review the international experience in the aaioon of elections and the costs
incurred and compare the Philippine experiencéésé other international cases.
ii. To analyze the feasibility of buying versus leasatertion counting machines based on
the 2010 elections and other recent automated@hsct
lii.  To review the procurement and management of tregnigaf election counting machine
is being practices by COMELEC and recommend impreargs needed;

To meet these objectives, review of availableditiere and data sources has been conducted.
The rest of the paper is outlined as follows. Tagtrsection provides a background on the
different forms of voting technology. This is foled by a discussion of the experience of a
number of countries and states in the US. A rewaéthe Philippine experience is presented next
followed by a section summarizing the findings lobse the literature review and analysis.

4. Literature review

4.1 Voting Machines

Generally, automated election systems can be fibgito 5: Lever, Punch cards, Optical
Scanners, Direct Recording Electronic, and EleatrDistance Voting Systems. Before the
discussion on the different experiences of othentrites/states in terms of the implementation

of an automated election system, a brief discussiotihhe general characteristics of each election
system will be provided in the succeeding paragsaph

Lever Voting Machines. The use of lever voting machines has been oneedblttest automated
election systems. The Myers Automatic Booth devetdbijp 1892 was the first version of the
lever voting machines officially used during anctilen.* Lever voting machines have been in
use in New York City since the 1960s and were chignged after the passage of the Help
America Vote Act of 2002.

! http:/iwww.glencoe.com/sec/socialstudies/btt/édectday/history.shtml



Figure 1 illustrates how the voting will be conceetin the system. As the name implies, the
lever system involves the pulling of a lever toiaade the start and end of the voting. Pulling the
lever at the start of the voting also closes tlregpy curtain to ensure the secrecy and security of
the vote. The procedure for voting is done by fiigpthe switch/pulling the lever next to a
candidates’ name. The casting of the vote is dgreulting the lever back to its original position
which opens the privacy curtain and resets thecked/levers to their original positions ready

for the next voter.
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Figure 1. Voting through Lever Voting Machines

The machine has a mechanism for counting the \tb&gss also initiated once the lever has been
brought back to its original position. A counteraehwithin the machine turns one-tenth of a

full rotation for each of the associated switchesthe counter wheel tallies and completes a full
rotation for an associated switch, it drives aedi#ht counter (tens) one-tenth of a rotation. The
"tens" counter similarly drives a "hundreds" countieall mechanical connections are fully
operational during the voting period, and the cetmare initially set to zero, the position of
each counter at the close of the polls indicatesittmber of votes cast on the lever that drives it.
Once the voting has closed, the machine produpeper record of the vote tallies. Sometimes,
bi-partisan teams of poll workers would also beoimed in the production of the permanent
paper record.

One of the benefits of the lever system is theait prevent the voter from making multiple votes
or more choices than permitted. This system haschanism of interlocking switches that
would prevent a switch from being flipped for agivposition once the number of votes for that
position has been cast. Unfortunately, the prodaadf these machines has been stopped in
1982, and this has prevented the replacement airrefpthe current machines that were used.

In the Presidential elections of 2000 in the Uni&¢dtes of America, there were several
experiences in a number of states that have resultine call for changing the system. Some of
the issues that were raised about the lever masimctide:
1. Lack of paper trail (individual record of each utdevote) to allow transparency
2. Because of the age of some of the machines, tleakown resulting to long lines
during elections
3. Inadequate maintenance has resulted in a signiflreamber of votes not being counted
because of the jamming of the counter wheels.

2 Bellis, M. The History of Voting Machines. Availibonline at: http://inventors.about.com/libraryaidy/aal11300b.htm



Punch cards. The Punch card system was not originally deviseelectionsThey were initially
utilized for the tabulation of vital statistics aceinsus taking. The first time this system was
adopted for electoral use was in 1960 by JoseptaRis and William Rouverol of the

University of California at Berkeley. Building updine current technology at that time (the Port-
A-Punch by IBM), the two professors formed theimogompany and marketed their products
which were initially used in Fulton and DeKalb Cties in Georgia. Several counties in Oregon
and California followed suit. Eventually, the comgavas bought by IBM in 1965 which further
developed and marketed punch cards as a votingdtagy.>

The technology employs a punch card (Figure 1)aasuhall clipboard-sized device for
recording votes (Figure 2). The procedure for \@tsxdone by the voter first inserting the card
into the vote recording machine. The machine cothe®ntire face of the card except for one
column of perforation of the punch card. The cawgis actually a book whose pages consist of
the ballot labels (i.e. the names of the candidatethe given positions). Voting would entail
removing the chad and punching a hole in the looatpposite the candidates’ name. A hole
beside the name of the candidate indicates a ottt candidate.

After voting, the voter may place punch cards sealed ballot box. “The ballot box is then
taken from the polling place to the elections @fat the close of voting where the cards are
inspected for damage and then stacked for inserritorthe card reader for countinglh other
areas (e.g. Los Angeles California), the balldegsinto a computer vote tabulating device at the
precinct.
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Figure 1. Punched cards for Votomatic Voting maekin

% Jones, D.W. lllustrated Voting Machine Historyaable online at http://www.cs.uiowa.edu/~jonesifvg/pictures/
4 League of Women Voters of Washington EducationdFanailable online at , accessed on .



Sources: Goggin (2008), Usability of Election Tealogies; Douglas W. Jones lllustrated Voting Maehtitistory
Figure 2. Voting Machines for Punch Cards

One of the major limitations of this system is thatoes not warn the voters of possible mistakes
such as over-voting (i.e. voting for more thanahewable number of candidates given a certain
position). Another limitation is that certain veteay not be accurately counted by the system
because of incomplete punches. Incomplete punckesaased by voter error (lack of awareness
of how to vote) or malfunctioning of equipment (kea punching stylus). An additional

limitation of the system is that the punch cardlftdoes not contain the candidates’ names. This
may result to some confusion and difficulty for pksowho are not used to this kind of voting
system.

Optical Scan. Optical scanners (also known as Mark-S8nsere first adopted for elections in
Kern City, California in 1962. The initial techngip was based on standardized testing machines
which sense electrical conductivity of the graplpigacil marks on test papers. The machines
used in Kern City were developed by Norden Divisiétnited Aircraft and the city of Los
Angeles® The more recent technology (SAES-1800) is now Ioipaf reading any type of
markings (full or partial shading).

The technology makes use of a paper ballot (this offten referred to as a paper-based system)
on which the voter would indicate their vote byiriid the indicated space beside the candidate or
connecting the ends of an arrow (Figure 3). Aftating, the ballot is inserted into an optical
scanner which tabulates the marks on the ball¢ts.récent technology programmed in optical
scanners allows for the insertion of the ballotany orientation and the scanning of both sides
of the ballot.

® History of Voting Machines, Election Day, BTT, SalcStudies, Glencoe available at:
http://www.glencoe.com/sec/socialstudies/btt/etectday/history.shtml

® Douglas W. Jones lllustrated Voting Machine Higtavailable at:http://www.cs.uiowa.edu/~jones/voting/pictures/
7 http://www.smartmatic.com/solutions/electoral-siwins/view/article/counting-devices/
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Figure 3. Different ways of voting using differentballots

There are two main types of scanners (Figure 4€ciRct scanners and central count scanners.

Table 1 presents the characteristics of the diffetygpes of scanners.

Table 1. Characteristics of PCOS and CCOS

Characteristics Precinct Scanner Central count scanner

Use On-site voting On-site voting; Absentee
voting

Location Situated at the precinct, the | Situated at a designated

voter feeds the completed
ballot themselves into the
machine.

central election office, the
completed ballots are
collected at the precinct and
election personnel feed the
ballots into the machine.

Ballot management

» Dropped into the ballot box
under the scanner

* Some systems allow for
ballots with errors to be
corrected by the voters

The scanner separates ballot
with errors or write-ins by
outputting them to a special

tray for personnel to examine.

[72]

Storage and Transmission of
results

The scanner stores the result
electronically on a memory

card to be read by the centra

sThe results are transmitted tqg
the central computer normally

via cable.




computer at the elections
office and/or the scanner
transmits the results to the
central office via modem.

Cost About $6,000 per machine About $70,000 pethinac

Capacity Up to 3000 voters Unlimited

Source: Theisen, E. (2007) Overview of Types otfb® Equipment. Available online at:
www.votersunite.org/info/TypesOfElecEquip.pdf
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Sources: Theisen, E. (2007) Overview of Types etfidbn Equipment. Available online at:
www.votersunite.org/info/TypesOfElecEquip.pBfguglas W. Jones lllustrated Voting Machine Histawgilable at:
http://www.cs.uiowa.edu/~jones/voting/pictures/

Figure 4. Images of PCOS and CCOS

The different types of optical scanners are noessarily independent (i.e. only one type is used
in a given election). A number of US states (ManglaNew Jersey, Illinois) and even the
Philippine elections in May 2010 used both typesmifcal scanners. Statistics for the United
States indicate that during the 2006 mid-term &last about 48.2 percent of the registered
voters used optical scan paper ballot sysfems

Direct Recording Electronic (DRE) Machines. Another voting machine popular in the US is the
Direct Recording Electronic (DRE) Voting Machinéhelfirst commercial DRE machine used in
actual elections was the Video Voter developed lo)K8, Ziebold, Kirby et al. It was during
the 1975 elections in Streamwood and WoodstockplB that the DRE voting machine was
used’

The voting procedure on DREs begins with the aedactvorkers providing the voter an access
pass (password or access card) which the voteentdlr into the machine in order to have
access to the “ballot” or the screen that conttiieschoices for the electidfi The voter casts
his/her vote on these computerized machines byipgishbutton or touching an area of a screen
where the options/candidates for the positiongpegsented much like making a choice on an

8 Goggin, S.N. (2008) “Usability of Election techagles: effects of political motivation and instiectuse” The Rice Cultivator. Vol. 1, 2008,
pp30-45.

° Douglas W. Jones lllustrated Voting Machine Higtavailable at:http://www.cs.uiowa.edu/~jones/voting/pictures/

0 Theisen, E. (2007) Overview of Types of Electiaulpment. Available online atvww.votersunite.org/info/TypesOfElecEquip.pdf ;




ATM machine. The voter’s choices are then recomledtronically (i.e. there is no paper ballot
that records the choices of the voter.)

For most DRE machines, the results are recordesdrplaces: an on-board data storage device
embedded in the machine and a removable data stdegce. These systems are equipped with
a printer feature for printing out the results.IBglundated) likens the technology to an
“electronic implementation of the old mechanicaklesystems™ This is because similar to the
lever machines, there is no ballot and the possiidéces are displayed by the machine. To
address the weakness of having no paper ballog negent types of DRE machines now have a
built-in Voter-Verified Paper Audit Trail printerlwch prints each voter’s choice before the vote
is recorded electronically.

DRE machines vary by the type of controls. Theeethree types of controls: touch screen
system, push button system and dial and buttorsysEable 2 presents characteristics of the
different types. Among the three types, the mopeesive is the push button type. However, it
may be the most voter-friendly because it wouldrequire any type of navigation as the ballot
is displayed in totality. The touch screen anddia¢ and button system almost have the same
cost and have the same screen size (about 15 )nches

Table 2. Types of Direct Recording Electronic Votig Machines by Type of Control

Type of Control: Touch-screen Push button Dial andbutton
System

Characteristic The interface on whiclBecause the entire | The voter navigates

the voter makes his/he
vote is the screen.

rballot is presented in
one screen, there is 1
navigation necessary
The voter indicates
his/her vote through
buttons beside the
name of the candidat

across the screen
dhrough a special dial
and pushes buttons t
make a selection.

Cost of one unit of | $4000 $11000 $3500
machine with

VVPAT printer

Voters served 200

Example

Sources: Theisen, E. (2007) Overview of Types etfidn Equipment. Available online at:
www.votersunite.org/info/TypesOfElecEquip.pdf

* Bellis (undated) The History of Voting Machinellistory of the Voting System Standards Program.ilatsée online at
http://inventors.about.com/library/weekly/aal11306in




Electronic Distance or Remote Voting System. The first 4 automated election systems discussed
requires the voter to be physically present ingbiéing station. Recently, a number of countries
in European Union (Estonia, Netherlands) have gitedhto conduct an election where voters
can cast their votes via the internet. This is>an®le of Electronic Distance or Remote Voting
System.

In this type of technology, the casting of the vistaot done in polling stations but in designated
public or private sites like homes, schools or esteopping malls. It may be considered the most
convenient type of voting technology since it allousers to cast their vote using a generic form
of technology.

Originally conceived in the United States, the testbgy was developed as a means for US
personnel outside of the country to cast their ¥@tem embassies, homes or even offices. There
are two types Remote voting systems may be atteodedattended. Attended voting systems
require the voter to go to a polling station totd¢he vote. Election officials in charge of the
polling stations would then validate the identifytiee voter and then assign him/her to a
computer wherein he/she can cast his/her vote.tehwgd voting systems allow the voter to

vote from virtually anywhere. Depending on the tgb¢éechnology used by the system, the voter
may be given the chance to use the telephonengtter even Short messaging system (SMS) to
cast his/her vote.

According to one of the research studies on thersipce of Estonia in using Electronic
Distance Voting, one benefit of using this techgglcs that it may limit the incentive for vote
buying. Because voters may vote anytime duringrargperiod, monitoring voters have become
more expensive and difficult, thereby increasirng¢bst of buying a vote.

Still, despite this benefit, security issues aeertiain criticism regarding electronic distance
voting. Because public internet lines are usedatosimit the votes, there is a chance that the
integrity of the vote may be compromised.

Other voting technology include the Open Electigst&m which has been proposed as an
alternative to the optical scanners and Automatedtien system that was used in the 2010 May
Elections (Box 1).

4.2Cases

In the past years, several states in the Unitet@ St America, as well as several member
countries in the European Union have used diffeaatdmated election systems during their
electoral process. The following section reviews¢lperiences of these countries, and it would
focus mainly on the type of technology that wabagd, and if available, certain aspects of the
cost of the utilized automated election system. fBolinical aspects of the different automation
equipment/system will not be discussed becausédiiioins in technical expertise would prohibit
the appropriate evaluation on these aspects.



Box 1. The Open Election System

An election system that was being proposed fouieein the 2010 May elections was
the Open Election System. According to the presiemaf Gus Lagman, one of the

major advantages of the Open Election system tdttaddresses the transparency issue
that is being raised against the other electiotesys. The other elections systems do not
make public ALL the steps available to the pubtidisat anyone can make their own
calculations/tabulations. In terms of cost, thaexysis said to be just about 40 percent
of the budget of implementing the AES system fer2010 elections.

Option 2: Open Election System Open Election System il

lvtescast&tall ed as LBH t boxes broug|

. ht
PC Encoding maniat voting - OMR 1 scho o R

2. ERs brought to school
encoding (PC) center 3. Ballots fed into OMR

then ERs printed;
3. ERs validated thel &
posl d n the web wf signed by BEL
s ﬂ El E‘l 4. ERs posted on the
web
i m

5. CMBOC will access
database, produce
SOV, coc

BosR00F u-wmu ‘BOARD OF CAVAISERS.
sov, cuc

L3 An interested parties
6. All

ay a and
Brocess the data by
the: es

can sen

VOTING CENTER I

b w.":ﬁ
ﬂ*mﬁ,

.
L)

PRECINCTS

8. PBOCs access DB;
produce Prov SOVs
and COCs

SRR
11
it

9. NBOC accesses DB for
final results

Figure 1. Diagram of Proposed Open Election Systenfisr implementation

The criticism that was being raised to the OES thasit entails individual encoding of
the ballots manually which may make the system mooee to cheating. Chairman
Melo in an interview also commented that the maeunabding of the ballots violates
the provision of the automation law (RA 9369) tbays all procedures must be

automated.

Sources:

Calalo, Arlie (2009), Manual Voting Against the LaManila Standard Today.
Lagman, Gus (undated), Automation of Elections.ikde online at:
http://www.scribd.com/doc/17736871/OES-PresentatigiGus-Lagman

Automated Electionsin different U.S. Sates

The following section looks at the automated etec8ystems used by different states, and how
they have transitioned from one automated systeamather. It identifies the system they
currently use and what are the factors that infteerthis choice. It also discusses the reasons
behind the shift, and the cost implications thaheawith the changing of automated systems.



Maryland. Maryland is one of the states that has consistgunityished online studies regarding
the cost of elections. There have been numerodgeston the cost of machineries and switching
from one technology to another. An evaluation @f ¢bst of elections in Maryland has shown
that adopting the DRE voting technology has reduibeabout 10 times higher spending on
elections from 1997 to 2008. The maintenance ardabipg cost of the 19,000 touch screen
voting machines has been estimated to be aboutnii0i@n dollars per year from 2006-2008.

From the years 2003 to 2009, the total cost ofXR& voting system is about 95 Million dollars,
1.8 percent of which goes to warehousing whilegzfeent goes to transportation costs. Support
services contribute about 10 percent to total ab#te system. Transportation cost, warehousing
and support services comprise total services (Eiglr

TotalServices
0%

Maintenance

5%

Figure 5. Cost Structure of Maryland’s DRE Votingstem

The recommendation of the study was to switch tacapscan technology because it would
entail savings of as much as 50 percent.

Virginia. For Virginia, two general types of election equgnt are being used: the Direct
Recording Electronic (DRE) and Optical Scanningipment. Two types of DREs are used in
Virginia, Full-ballot screen and small touch scre€hne full-ballot screen shows the complete
ballot without the need for scrolling. The votestmeeds to indicate his/her choice by touching
the screen near the candidate’s name. Small tawrelrss have smaller screens and the voter
needs to scroll through a number of screens inrdodgo through the entire ballot. The
procedure for voting requires that a button/sciggace be pushed to indicate that the preferred
candidate.

While information on the cost of conducting elensan Virginia is not available, procedures
regarding the purchasing of the election equipraedtsystems are made public. State Law in
Virginia allows for the acquisition of voting maakis by purchase, lease, lease purchase or
others for all the localities provided that the imaes or the voting systems have been approved
or certified by the State Board of Elections (SBEhe guidelines for certification of election
equipment/system identified three levels of testhag the systems have to undergo:



1. Qualification testing which aims to show that tleging system complies with the
requirements of its own design specification anthwhe requirements of the SBE.
The testing of hardware and software may be coeduzy an Independent Testing
Authority.

2. Certification testing: Certification testing focssmore on checking whether the
system meets all the requirements of the Code fiia which does not necessarily
require comprehensive testing of the system hamelaad software. The systems
testing of hardware and software should have beempleted in the qualification
testing.

3. Acceptance testing is conducted by the localitgiteck whether their needs are met.
This is done as part of the procurement procesthéovoting systen?

Los Angeles, California™. The Los Angeles County is the largest votingritisin the United
States. In the November 2000 General electionse tfi@am 2.7 million constituents (of the 4.0
million voters) have casted their votes in therentounty. It has been recognized that with this
large amount of voters, the county needs to retimacurrently available systems being used in
California and assess whether the currently impteetesystem in Los Angeles is the most
applicable** Since 1968, the county of Los Angeles has usetiematic punch card system
which has 312 numbered voting positions on theobalird. This is because they have purchased
the Votomatic devices in 1968 and have thoroughdyntained and upgraded the machines for
more than 30 years. In 1997, the 36 ballot cardeesain the inventory of the county were
replaced at the cost of 500,000 US dollars. Theipceworkers and voters have become very
familiar to the system owing to the fact that isHeeen implemented for more than 30 years. The
accuracy of the system has been evaluated to be ttmam satisfactory.

Although approved for other counties in Califorrias Angeles County has identified the
following limitations of the optical scan machinesulting to its non-adoption. The voting
technology was demonstrated in the Hall of Admmatsbn of the county last February 1997.
One of the considerations for the non-adoptiorhefdystem is the fact that it is primarily used
by small and mid-sized counties (under 500,000steged voters). Another consideration was
the high cost of the hardware and software purctwseh would be approximately 40 million
US dollars. Optical scan ballots are also more espe than punch card ballots (about 10 times
more expensive).

New York. New York was one of the last states to replace kxeer voting machines. Current
state law requires that all lever voting machinesdplaced with precinct-based optical scanners.
In one of the studies that have tried to estimagecbst of replacing the cost of lever voting
machines, it was seen that the total cost of pginolge2,227 units of the DS200 scanner would

be about 17.2 Million US dollars (Table 3). The pait cost of each scanner would be about
7744 US Dollars.

2 GREBook, “20 Voting Equipment”. Available onlinefetp:/iwww2.sbe.virginia.gov/GRDocs/VERIS/GR-EBakual/

2 The discussion draws heavily from McCormack, C(ZB01). Voting System comparisons/evaluation attoscreen pilot
project/recommendations for the future.

*1n the entire state of California, there are threting systems that are certified for use. Theedlee punch card, optical scan and direct
recording systems.



Table 3. Cost of Purchasing DS200 Scanners
# of Scanners Cost perScanner  Total Cost

Bronx 277 $7,74¢ $2,145,08
Kings 527 $7,744 $4,081,088
New York 451 $7,744 $3,492,544
Queens 424 $7,744 $3,283,456
Richmond 115 $7,744 $890,560
Spare units 358 $7,744 $2,772,352
Training units 75 $7,744 $580,800
NYC Total 2,227 $17,245,888

Florida®™. The impetus for Florida to improve its electionteys came during the 2000
Presidential elections between George W. Bush driglofe. Difficulties in the system of voting
have been brought to light like the “hanging chaalsd “butterfly ballots”. Because of this, the
state of Florida has invested about 24 million W8adls to purchase voting machines that would
replace the old ones.

Florida’s experience somehow brings to light tHéalilty of purchasing election equipment.
Sometime between 2004 to 2006, about 15 countiesnbe the first to spend 90 million US
dollars to purchase Direct Recording Electroniciv@mmachines (touch screen machines) but
later these same countries decided to throw owybEm because of the lack of paper trails. In
2007, more resources were spent in equipment aslk3n dollars were spent on acquiring
optical scanners that are capable of producingrpagiés.

Ohio. Before the implementation of the Help America &éict, most of the counties in Ohio

used punch card voting systems. The HAVA allowerube of voting machines in the state as
long as these machines have met the applicablealestandards and have been approved for use
in Ohio by the Board of Voting Machine Examiners.

The secretary of state, in turn, worked with eaminty’s board of elections (BOE) to purchase
an approved system — either a direct recordingreleic (DRE) or an optical scan system
manufactured by Diebold (now Premier Elections Bohs), Hart InterCivic, or Election
Systems and Software (ES&S) — that best-suited paxtitular county.

For about half of the counties in Ohio, the newingsystems were used in the 2005 November
general elections. The rest of the states weretahlse them in the 2006 primary electiofis.

Lankaster County, Nebraska. During the 2004 elections in Nebraska, the LatgkaSounty used
Optical Scanners. The county experienced the Qmtozaners double counting the ballots. The
provider of the machines expressed that the daflieading of the ballots came as a surprise as
the machines were tested prior to the electionglamdesults showed that the machines were
functioning properly. Unfortunately, the incidenasvnot isolated because the double-counting

'® Election Reform in Florida, available at: httpsw.collinscenter.org/page/voting_cost
16 Brunner, J. (2007) Project EVEREST (Evaluation &ligation of Election-Related
Equipment, Standards, & Testing) Risk AssessmartySef Ohio Voting Systems. Executive Report. Cdboisy Ohio



happened not only to a handful of optical scanbatsalmost all the scanners encountered such
problems'’

Bernalillo County, New Mexico. Similar to the experience of Nebraska, the Beroallounty

New Mexico had some precincts reporting more vigepresident than the total number of
ballots in the precinct. For instance, Precinct B&rted 178 early voting ballots and a total of
319 votes for president; indicating a total of pdhntom votes. Precinct 512 reported 166
ballots cast in the precinct but 318 votes registdor president®

The ACE Project has also conducted a survey of a number of casnthiat have also
implemented some form of automated elections udiffigrent types of machines. For each of
these countries, the results of the automation baee different.

Looking at the experience of the different U.St&athe shift of automated election systems
mostly resulted in the use of the Optical Scansiygjem, as seen in the cases in Maryland,
Virginia, New York, Nebraska and New Mexico. It sitthbe noted that some states have
identified problems with using this system, suclinafie case of Nebraska and New Mexico,
while others have rejected the use of Optical Seenoutright, such as in the case of Los
Angeles.

Automated Electionsin the European Union, Brazl and Australia

In selected countries in the European Union, thesebeen a trend in the use of internet voting
and casting votes outside of the usual pollingipits. As stated in the following cases —
particularly Estonia and the Netherlands — inteua¢ing was successfully implemented.

Estonia®. Estonia is divided administratively into 15 coustand two cities, namely, Tallinn
and Tartu. During elections to the Riigikogu (Parient), a total of 12 electoral districts are
organized to cover the entire country. Three elatdistricts are within the city of Tallinn, one
incorporates the city of Tartu, while the otherreidistricts span one to three counties. Remote
internet voting in the 2007 Riigikogu election whs first countrywide use of the internet as a
voting method in a parliamentary election; althougkrnet voting should be seen as an
additional voting method and voters are not obligedse this system.

The use of internet voting was first introducedhia 2005 local elections. Despite some protests
focusing mainly on the fact that the secrecy oftithkot cannot be fully ensured and that the
system is not transparent since the voting procassot be observed, the system received
satisfactory reviews especially in the aspect oféasing voting coverage and turnout. It was
estimated that about 2 percent of those who vatede 2005 local elections were voters who
used internet voting. In a subjective survey oélinet voters and non-internet voters, it was seen

" Problem machines spur call for recount. Lincolardal Star. November 14, 2004. By Nate Jenkins.
http://www.journalstar.com/articles/2004/11/14/¢lexn/doc4189b9c7f14bf764391458.txt

18 Bernalillo County Canvass of Returns of Generatfidbn Held on November 2, 2004. State of New

Mexico. http://www.sos.state.nm.us/PDF/Bernaliltf.p

9 Ace project (undated) available at http://www.acfgct.org

20 The discussion draws heavily from Office of Deratitr Institutions and Human Rights (2007), Repubfi€stonia, Parliamentary Elections,
OSCE/ODIHR Election Assessment Mission Report.




that close to 5 percent of the surveyed voters vdted using the internet responded that they

would certainly not have voted if internet votingswot availablé*

The characteristics of Estonia that allowed foruke of internet voting in the country are

presented in Table 4.

Table 4. Preparations for of Estonia’s Internet Vaing

Aspect

Preparation

Technological materials

The cornerstone of therimgevoting system in Estonia is the|
use of a personal identification document (ID cavtjch is
legally accepted for identification via the interia@d to sign
documents digitally.

Technological equipment

The Estonian internet \gpigstem consists of following
components (see Figure__ ): Voter Application, rimée Web
Server, Certification Server, Vote Storage Seraed the
Counting Server.

Technical Infrastructure

Estonia has been the goimee-governance and e-democrac¢

The use of digital channels for different servisesteadily
widening. There are 55 public Internet access pget
100,000 inhabitants and all schools are conneot#aket
Internet?

Regulations/Laws

IThe legislations (ldentity Documents Act in 1999giEal
Signature Act in 2000 and 2002 Riigikogu Electiott)A
introduced for the 2007 Riigikogu elections proddieat
eligible voters with the digitally-enabled ID carthy cast
their ballot via internet during the advance votpagiod,
from six to four days before Election Day

2. The 2002 Riigikogu Election Act also permits vottrs
change their votes during the advance voting pegibder
by voting again through the internet or by castnrgpllot
paper at a polling station. The law establishegptimaacy of
paper balloting. The voter can change his/her aate
unlimited number of times electronically, with tlast ballot
cast being the only one counted, but a vote capgpgr is
final and annuls all internet votes cast by thekot

Social

1. Nearly half of households have a computer at homae
more than 4/5 of those are connected to the Interne
2. Estonia has been leading in the provision of e-

governance and e-services.

A number of requirements are necessary in ordeetable to conduct a successful internet-
based election. The experience of Estonia has shimatraside the necessary technological

2 Madise, U and T. Martens (2006) “E-voting in Es0P005. The first practice of country-wide bindimgernet voting in the world”
International Conference on Electronic Voting 20@&igust 2*-4" 2006, Castle Hofen, Bregenz, Austria.

2 bid.

y.



materials (digitally-enabled ID card), equipmend amfrastructure, certain policies and laws
have to be enacted as a foundation for internengot

Cost information regarding the use of the intefoethe Riigikogu elections is not available
although it can be surmised that the necessargiment on technological infrastructure for
such an undertaking has been substantive.

Netherlands™. Netherlands also attempted to implement electrdisiance voting beginning

with a project in 1999 that explored the possiletitfor remote e-voting. Similar to the objective
of the US in developing electronic distance votiihg, goal of project was to cater to voters
living outside the country. Despite this, theresveamove to also explore the possibility of using
remote e-voting within the country.

Before 2004 voters living outside the country cochdose to vote by mail, by proxy, or in
person in a polling station within the Netherlandgnong the three, it is the option of voting by
mail that is seen as problematic and time-consunfiigp, not all the votes were received in
time to be counted in the elections. To addressdifiicult procedure, the use of e-voting
technology was tested during the European parliagientions. Voters outside of the country
can opt to vote via internet or telephone. Betwibertwo options, it was internet voting that was
a success while the telephone experiment was @dg by a very small number of voters.

Because of these results, the government decidalaiadon the telephone experiment, but to
carry on with the internet voting. During the nat elections in 2006 a new experiment was
held with the internet voting. Again, this was aarsuccess; out of the 34,305 registered voters
from abroad 21,593 voters (63%) chose to votentiarhet in the registration period. During the
elections, 19,815 voters (92%) did eventually tasir vote through the Internet. These voters
were asked to fill in an online questionnaire arelinet voting. 11,003 voters (65%) responded to
the questionnaire. Out of these voters, 99% predenternet voting over voting via mail. 94%
wanted the government to implement internet vopegnanently.

Norway. In Norway, the implementation of an electronic aite voting system has been halted
after the evaluation of the 2003 pilot projectautes] to questions on the security of the system.
Despite this, for the 2011 municipal and countggbas, 10 municipalities have been given the
option to use electronic voting. This is part of t8-vote 2011 project which aims to implement

trials with electronic voting in 2011 elections.

The 10 municipalities selected are Bodg, Bremarg@mmerfest, Mandal, Radgy, Re, Sandnes,
Tynset, Vefsn and Alesund. The voters in these oipalities have the option to cast their vote
on the Internet from their homes or to vote witipgraballot in the polling stations.

The project believes that providing the electrorating option would help in increasing the
efficiency of the election work in the municipadi$i. If successful, The E-vote 2011-project plans
to introduce the system in all municipalities inriWay in upcoming elections. As part of the
project support system, the E-vote 2011-projeckeavith the selected municipalities in the

%The discussion in this section draws heavily frometer, Leontine (2008). E-voting in NetherlandsirfiGeneral Acceptance to General
Doubt in Two years'8International Conference on Electronic Voting 2088gust -9, 2008. Castle Hofen, Bregenz, Austria.



development of the elections administrative suppgstem, which includes the development of
operating procedures in the municipalities andings for election officials in the
municipalities.

Brazil. While the experience of Norway using distancengpsystem has been unsuccessful, the
experience of Brazil using DRE has been differdfar Brazil, the direct recording 1996, 30%
of the population of Brazil voted using the Dir&cording Electronic Voting system.

Expanding the use of the DRE nationwide for the®@@d 2002 elections required the use of
more than 400,000 electronic voting machines. eeaf the machines allowed the tallying of
the votes electronically immediately after the pallosed. The transmission of the results to the
central tallying stations was through secure diskedr via satellite telephone to central tallying
stations. Within a few hours, the results were labée.

Australia. In 2000, Australia used e-voting for 8.3% of théing population or 16559 voters in
four polling places. After the 2000 elections, festralian Capital Territory Electoral
Commission recommended that remote e-voting be dohef the polling places have secure
local area networks. In 2004, e-voting was to edusice more but only in four polling places
indicating some form of doubt on the e-voting teabgy.

Using the automated election experience of the afpewntioned countries in the European

Union, Brazil and Australia, it can be seen thatBbectronic Distance or Remote Voting system
can also be an effective means of conducting jpolla national level. The only setback to this
system is the high cost of investment in ensurirag the proper systems are in place before the
electoral exercise can be done. As in the casetoiia and the Netherlands, the key factor in
making this successful is having a secure loca aetwork to ensure the security of the votes as
they’re transmitted electronically.

Summary of the different automated el ection systems

Because most of the documents on election equiparerftom the United States, comparability

with the Philippine experience would be limitedllSthe experience of the surveyed areas have
brought to light some of the benefits and criticssimthe use of the election equipment. Table 5
presents a summary.

Table 5 presents a summary of the benefits andisnits of the type of voting technology

Benefits Criticisms
Levers * Cheaper than Optical scanners or * Production has stopped and
DRE spare parts may not be

available.

Punch » Cost is relatively cheaper than » The experience of Florida has

card Optical scan and DRE. brought to light the problem
of partially “punched” cards

Optical « Everyone is familiar with the use of ¢ The use of specialized papel

Scan paper ballots. on ballots is more expensive




The paper ballots may limit flying
voters as 1 ballot per person is
provided.

For some states, there is the optig
to correct for mistakes
(undervoting, overvoting)

The paper ballot marked by each
voter is the official record of the
vote and is used in recounts.
Manual recount is possible

Less complex and cheaper to
maintain that DRE.

relative to punch cards.
Issues on the type of shading
may affect the voting

Some states in United States
have experienced Optical
Scan machines double
counting some ballots.

O

A\ X4
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DRE The voting, counting and Full face DRE are large and
canvassing is automated bulky s huge transportation
No need to print ballots (which is and storage costs.
the largest material expense durin Recounts can be problemati
elections) for the DRE when the
electronic and the print-out
“pballots” do not match in
totals.
A number of states have
experienced machines
showing incorrect/incompletq
ballots on screen.
Electronic Increased access of voters to the Impossibility to observe the
Distance voting process voting process fully to ensure
Voting The experience of Estonia has the fundamental rights of a

shown that internet voting is an
effective way to reduce the
incentive to vote buying.

free and secret vote

Internet voting does not
provide for a fully transparen
counting procedure. r




Reviewing The Philippine experience on automation

This section presents the Philippine experienctherconduct of the automation of elections by
first describing the flow of events that led to #uoption of the Automated Election System.

Sometime in March 2009, the COMELEC releasedrérens of reference for the nationwide
automation of the May 2010 national and local é&st. The terms of reference actually
requests for proposals on three components of aitomof elections. These components are:

Component 1 Paper-Based AES.
1-A. Election Management System (EMS);
1-B. Precinct-Count Optic Scan (PCOS) System; and
1-C. Consolidation/Canvassing System (CCS);
Component 2: Provision for Electronic Transmission of ElectiBesults using Public
Telecommunications Network; and
Component 3:Overall Project Management.



Box 2. Breakdown of budget

In February 2009, the Commission on Elections preskto the Members of the House of Representatiees
budget estimate for the automation of the elections

Cost (PhP) Remarks
Purchase cost per unit for PCOS 145,867.50 PhR24@6US$
No. of Units required 80,000
Total Purchase cost for PCOS 11,669,400,000.00
Cost of lease 8,168,580,000.00 70% of purchase cost
Cost of services 1,555,038,400.00 19.3% of the cost of lease
Canvassing units 200,000,000.00 Purchase of PCs and
printers at PhP100,000 for
each of the 2,0000
canvassing areas
Cost of ballot paper 1,000,000,000.p0 PhP 20 plétba
Transmission cost 200,000,000.00 Services only. Public
telecommunications
nestwork to be used
Project management cost 100,000,000.00
Ballot box 78,170,000.00 PhP 977.13 per ballot bgx
Total 11,301,788,400.00

The 145,867.50 cost per machine of PCOS is baséwaative prices submitted by prospective bidders
response to the request for information issuechbyGQOMELEC Advisory council. Based on these docusjen
the average cost of one counting machine is US$3,00

The 70% estimate is based on the percentage used doe proceurement on lease basis of the vativt
counting machines deployed in the 2008 ARMM elexgtiorhe 2008 ARMM elections spent 11,197,200 PhP
for 1.5 million sheets of ballots or approximatBlyP 7.46 per sheet. The 2008 elections used &85
ballot with 24 |bs thickness to accommodate 150ewof candidates. For the 2010 elections, the paper
needed to be longer and thicker to accommodatend0ies.

Source DBM
The COMELEC also requested those interested to guboontinuity plan and a back-up plan
just in case there is a major systems failure. piteeedure for the submission of bids is done
using the two-envelope system where each biddenigsiltwo envelopes: the eligibility to bid
envelope and the bid envelope. The bid envelopaldhmntain the technical proposal and the
financial proposal. The COMELEC Special bids andafds committee (SBAC) was in charge
of the procurement of the goods and services ftmnaation project. The budget allocated to
them by Congress through RA9525 is about PhP 1illi@nb (See box on how the budget was
estimated)

The invitation to apply for eligibility and bid wae open to all manufacturers, suppliers and
distributors including those who form joint ventsreThe COMELEC received 7 sealed



applications for eligibility and bids. Among thewas the bid by the joint venture of TIM and
Smartmatic. TIM is a local company while Smartmasica foreign company incorporated in
Barbados.

Table 6. Financial Proposal of SMARTMATIC-TIM

Item Budget estimate (Php) Bid (PhP)
Component 1 10,923,618,400.00 6,891, 484,742.96
 1-A (EMS) and 1-B 8,220,000,000.00 4,187,876,280.00
(PCOS)
« 1-C(CCS) 140,000,000.00 139,999,999.86
» Services and others (1- 1,563,618,400.00 1,563,618,399.00
A, 1-B and 1-C)

» Ballots* 1,000,000,000.00 199,999,997.51
Component 2 200,000,000.00 199,999,997.51
Component 3 100,000,000.00 99,999,999.0(
Total Amount of Bid 11,223,618,400.00 7,191,484,739.48
*Inclusive of ballot paper, printing consumablesd gorinting services (including a maximum PhP250 libti
service cost for NPO/BSP).

Source: COMELEC documents submitted to DBM

The Smartmatic-TIM bid for the undertaking of th@ole automation project amounted to just
about PhP 7.2 billion. This includes the delivefy88,200 PCOS machines which is priced at
about PhP 3.3 billion.

The SBAC evaluated all 7 bids and concluded that tmee were eligible. Thus, only the Bid

envelopes of the eligible bidders were opened andtisized by the SBAC. Through SBAC

Resoluton No. 09-001, s-2009, the committee dedldrat only the bid of the Smartmatic-TIM

passed the standards of the SBAC and thus wasaprea as the single complying calculated
bid (Table 7). Despite being the only complying,fnartmatic-TIM still had to undergo post-

gualification screening and end-to-end testing i PCOS machines. The SBAC Technical
Working Group undertook the end-to-end testinghef PCOS machines from May 27-30, 20089.
The team declared that the PCOS project machinesegdaall the criteria specified in the RFP
(Table 8).

Table 7. Bidders and reasons for disqualification

Bidder Reason for disqualification

Avante International/Canon Marketing Philippines + Failed to submit first and last page |of
NETNODE Technologies/DB Wizards/ Creative their relevant contracts

Point « Failed to submit certificate qf

acceptance of the customer

Confidentiality does not excuse the non-
submission of key documents that establighes




the members’ track records.

Sequoia Voting Systems/Universal Storefront
Services/USSC-Sequoia Voting Solutions.

One of the members of the consortium faileq
submit documents that would establish its tr
record

] to
ack

Syrex/Amalgamated Motohilippines/Avision

SEC registration was not submitted

Gilrt Satellite Network/F.F. Cruz & Co. /Filiping
(Prefab Building) Systems

sNumerous technical

documents were
submitted; The consortium failed to establ
the existence of a working system that |
been used in a prior electoral exercise

not
ish
nad

Election Systems and Software Internatig
/AMA Group Holdings

nadhe ES&S Consortium failed to subn

documents that would show that they hav
system that was indeed a working system
was used in previous electoral exercise.

nit
e a
that

Indra Sistemas/Hart
Alliance Holdings

Intercivic/Strateg

jiche consortium passed all the eligibil

requirements but failed to submit a bid t
would satisfy the requirement of 82,200 PC(
Their bid was only for 57,231.

ty
nat
DS.

Source: Comelec Advisory Council Observations @an@onduct of Procurement by the Spe

Bids and Awards Committee

cial

Table 8. End-to-end testing Criteria
ITEM | REQUIREMENT REMARK/DESCRIPTION

1 Does the system allow manual Yes. The proposed PCOS machine
feeding of a ballot into the PCOS | accepted the test ballots which were
machine? manually fed one at a time.

2 Does the system scan a ballot shegtes. A 30-inch ballot was used in this
the speed of at least 2.75 inches pefrtest. Scanning the 30-inch ballot took
second? 2.7 seconds, which translated to

11.11inches per second.

3 Is the system able to capture and sjores the system captured the images
in an encrypted format the digital | the 1,000 ballots in encrypted format.
images of the ballot for at least 2,0qCEach of the 1,000 images files
ballot sides (1,000 ballots, with back contained the images of the front and
to back printing)? back sides of the ballot, totaling to

2,000 ballot side.

To verify the captured ballot images,
decrypted copies of the encrypted filg
were also provided. The same were
found to be digitized representations
the ballots cast.

4 Is the system a fully integrated single Yes. praposed PCOS is a fully




REMARK/DESCRIPTION
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ITEM | REQUIREMENT
device as described in item no. 4 of| integrated single device, with built-in
Component 1-B? printer and built-in data
communications ports (Ethernet and
USB).

5 Does the system have a scanning | Yes. A portion of a filled up marked

resolution of at least 200 dpi? oval was blown up using image editof
software to reveal the number of dots
per inch. The sample image showed
200 dpi.
File properties of the decrypted image
file also revealed 200 dpi.

6 Does the system scan in grayscale? Yes. 30 sbadesy were scanned i
the test PCOS machine, 20 of which
were required, exceeding the require(
4-bit/16 levels of gray as specified in
the Bid Bulletin No. 19.

" | and authontication of all operator, | 125 The syster required the use o

o ' | security key with different sets
such as, but not limited to, usernamies
\ : of passwords/PINs for
and passwords, with multiple user -
Administrator and Operator users.
access levels?

8 Does the system have an electroni¢ Yes. The PCOS machine makes use

display? an LCD display to show information:
1if a ballot may be inserted into the
machine;
1if a ballot is being processed; if a
ballot is being rejected;
7 on other instructions and
information to the voter/operator.

9 Does the system employ error Yes. The PCOS showed error messa
handling procedures, including, but| on its screen whenever a ballot is
not limited to, the use of error rejected by the machine and gives
prompts and other related instructions to the voter on what to dg
instructions? next, or when there was a ballot jam

error.

10 | Does the system count the voter’'s | Yes. The two rounds of tests were

vote as marked on the ballot with a

accuracy rating of at least 99.995%pPmarks/shades on the ballots. 20,000

conducted for this test using only vali

j -




ITEM

REQUIREMENT

REMARK/DESCRIPTION

marks were required to complete this
test, with only one (1) allowable
reading error.

625 ballots with 32 marks each were
used for this test. During the
comparison of the PCOS-generated
results with the manually
prepared/predetermined results, it wa
found out that there were seven (7)

out during ballot preparation by the

TWG. Although the PCOS-generated
results turned out to be 100% accurat
the 20,000-mark was not met thereby
requiring the test to be repeated.

To prepare for other possible missed
out marks,650 ballots with (20,800

marks) were used for the next round
test, which also yielded 100% accura

marks which were inadvertently miss¢

€,

Y.

11

Does the system detect and reject
fake or spurious, and previously
scanned ballots?

Yes. This test made use of one (1)
photocopied ballot and one (1) “re-
created” ballot. Both were rejected by
the PCOS.

12

Does the system scan both sides o
ballot and in any orientation in one
pass?

f &es. Four (4) ballots with valid marks
were fed into the PCOS machine in th
four (4) portrait orientations specified
in Bid Bulletin No. 4 (either back or
front, upside down or right side up),
and all were accurately captured.

e

13

Does the system have necessary
safeguards to determine the
authenticity of a ballot, such as, but
not limited to, the use of bar codes,
holograms, color shifting ink, micro
printing, to be provided on the ballo
which can be recognized by the
system?

if the security features on the ballot a
“missing”.

Aside from the test on the fake or
,spurious ballots (Item No. 11), three
test ballots with tampered bar codes
and timing marks were used and wer
all rejected by the PCOS machine.

The photocopied ballot in the test for
Item No. 11 was not able to replicate

Yes. The system was able to recogniz

e

B)

VU

the UV ink pattern on top portion of th

e




ITEM

REQUIREMENT

REMARK/DESCRIPTION

ballot causing the rejection of the
ballot.

14

Are the names of the candidates pr
printed on the ballot?

pYes. The Two sample test ballots of
different lengths were provided: one

was 14 inches long while the other was

30 inches long. Both were 8.5 inches
wide.

The first showed 108 pre-printed
candidate names for the fourteen (14
contests/positions, including two (2)
survey questions on gender and age
group, and a plebiscite question.

The other showed 609 pre-printed

candidate names, also for fourteen (14)

positions including three (3) survey
questions.

1)

15

Does each side of the ballot sheet
accommodate at least 300 names @
candidates with a minimum font size
of 10, in addition to other mandatory
information required by law?

Yes. The 30-inch ballot, which was
fused to test Item No. 2, contained 30
p names for the national positions and

300 names for local positions. The total
pre-printed names on the ballot totaled

609.

This type of test ballot was also used
for test voting by the public, including
members of the media.

Arial Narrow, font size 10, was used in

the printing of the candidate names.

16

Does the system recognize full sha
marks on the appropriate space on
ballot opposite the name of the
candidate to be voted for?

¥ es. The ballots used for the accuracy

thest (Item No. 10), which made use of
full shade marks, were also used in tf
test and were accurately recognized |
the PCOS machine.

S
y

L=

17

Does the system recognize partial
shade marks on the appropriate sp4
on the ballot opposite the name of t
candidate to be voted for?

Yes. Four (4) test ballots were used
aeith one (1) mark each per ballot
nehowing the following pencil marks:

1 top half shade;
[J bottom half shade;
[J left half shade; and

] right half shade




ITEM

REQUIREMENT

REMARK/DESCRIPTION

These partial shade marks were all
recognized by the PCOS machine

18

Does the system recognize check

(7)marks on the appropriate space
the ballot opposite the name of the
candidate to be voted for?

Yes. One (1) test ballot with one cheg
this test.

The mark was recognized successful

ofi 1) mark, using a pencil, was used for

k

V.

19

Does the system recognize x marks Yes. One (1) test ballot with one x
on the appropriate space on the baljohark, using a pencil, was used for thi

opposite the name of the candidate
be voted for?

toest.

The mark was recognized successful

192}

VY.

20

Does the system recognize both
pencil and ink marks on the ballot?

Yes. The 1000 ballots used in the
accuracy test (Item No. 10) were
marked using the proposed marking
pen by the bidder.

A separate ballot with one (1) pencil
mark was also tested. This mark was
also recognized by the PCOS
machine. Moreover, the tests for Item
No. 17, 18 and 19 were made using
pencil marks on the ballots.

21

In a simulation of a system shut
down, does the system have error
recovery features?

Yes. Five (5) ballots were used in this
test. The power cord was pulled from
the PCOS while the'Bballot was in the
middle of the scanning procedure, su
that it was left “hanging” in the ballot
reader.

After resumption of regular power
supply, the PCOS machine was able
restart successfully with notification t
the operator that there were two (2)
ballots already cast in the machine. T
“hanging” 3° ballot was returned to th

the PCOS machine. The marks on all
five (5) were all accurately recognizec

operator and was able to be re-fed info

o
D

he

1%

22

Does the system have transmissior Yes. The R@B%ble to transmit tg




ITEM

REQUIREMENT

REMARK/DESCRIPTION

and consolidation/canvassing
capabilities?

the CCS during the end-to-end
demonstration using GLOBE prepaid
Internet kit.

23

Does the system generate a backu
copy of the generated reports, in a
removable data storage device?

bYes. The PCOS saves a backup copy
the ERs, ballot images, statistical rep
and audit log into a Compact Flash
(CF) Card.

of

24

Does the system have alternative
power sources, which will enable it
fully operate for at least 12 hours?

Yes. A 12 bolt 18AH battery lead acig
avas used in this test. The initial test h
to be repeated due to a short circuit,
after seven (7) hours from start-up
without ballot scanning. This was
explained by TIM-Smartmatic to be

battery to the PCOS. A smaller wire

used, likening the situation to incorreg
wiring of a car battery. Two (2)
COMELEC electricians were called tqg
confirm TIM-Smartmatic’s
explanation. The PCOS machine was
connected to regular power and starts
successfully. The following day, the

40 minutes xxx 984 ballots were fed
by the PCOS was compared with

predetermined result, showed 100%
accuracy.

caused by non-compatible wiring of the

than what is required was inadvertenfly

ad

t

bd

“re-test” was completed in 12 hours and

into the machine. The ER, as generated
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Is the system capable of generating
and printing reports?

Yes. The PCOS prints reports via its
built-in printer which includes:

1. Initialization Report; 2. Election
Returns (ER); 3. PCOS Statistical
Report; 4. Audit Log.
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Did the bidder successfully
demonstrate EMS, voting counting,
consolidation/canvassing and
transmission?

Yes. An end-to-end demonstration
all proposed systems was preser
covering: importing of election da
into the EMS; creation of electig
configuration data for the PCOS a

faces using EMS; configuring th

the CCS using EMS; creation of ballot

of
ted
a

n
hd

e

PCOS and the CCS using the EM

S-



ITEM | REQUIREMENT REMARK/DESCRIPTION

generated election configuration file;
initialization, operation, generation pf
reports and backup using the PCQS;
electronic transmission of results to the:
[1] from the PCOS to city/municipal
CCS and the central server. [2] from }he

city/municipal CCS to the provincial
CCS. [3] from the provincial CCS fo
the national CCS; receipt and canvass
of transmitted results: [1] by the
city/municipal CCS from the PCOS. [2]
by the provincial CCS from the
city/municipal CCS. [3] by the national
CCS from the provincial CCS; receipt
of the transmittal results by the centyal
server from the PCOS.

Source: Supreme Court. Roque et al. vs. COMELEAL e September 10, 2009

Thus, in Jun 9, 2009, the COMELEC authorized SBAGssue the notice of award and to
proceed to Smartmatic-TIM. On July 10, 2009, theMEDEC and Smartmatic-TIM executed a
contract for the lease of goods and services uhgecontract amount of PhP 7,191,484,739.48.

The COMELEC Advisory Council (CAC) has indicateatihe COMELEC SBAC has
satisfactorily conducted the bidding process. TAECited the following characteristics of the
SBAC bidding process as indicators of transparency:

1. The entire bidding procedure was open to obsemmsigmedia prompting a comment
from a disqualified bidder that the procedure was of the most transparent government
procedures in history.

2. Special procedures allowing observers to voice thieservations and bidders to submit
manifestations reflected the SBAC’s commitmentraperly conducted bidding
exercise.

3. All SBAC decisions including the reasons for theaialifications were made pubsfc

The CAC also commended the SBAC for being condistéh all its decisions. Initially, the

CAC found the SBAC too stringent in applying thgiglility requirements. Certain ambiguities
in the bids of the documents were taken againgbithgers resulting to none of the bidders being
considered. Reconsiderations were applied to dtldsis and no bidder received preferential
treatment. The CAC believes that the SBAC can @¥fely defend awarding the contract to the
lone bidder. The official observer’s report of Brwin Serrano of the PPCRYV concurs with the
findings of the SBAC.

24 Comelec Advisory Council Observations on the CahdfiProcurement by the Special Bids and Awardsi@itee, June 2009.



While the entire SBAC procedure seems to be sat®f there have been a number of
criticisms regarding the conduct of the certifioatiesting by SysTest Labs and the Technical
Working Group.

Findings
Based on the foregoing review of pieces of literatthe following findings have been observed:

There is an indication that the COMELEC has usedbttst available technology (in terms of
usability and cost) for the 2010 elections relatv®RE, Levers or Punch Cards. However, the
findings of a number of studies (CenPeg, Monsod$SD)on the weakness of the security issues
of the entire OMR should not be taken for granted.

The cost per machine in PPP (Purchasing poweryp&t8$ of selected states and areas is
presented in Figure 6. It has to be noted thatrthehines being compared may not be of the
same manufacturer or model type. The bars in bdwtainm to optical scanners while the bars in
orange pertain to direct recording electronic wptimachines (DRESs). Based on Figure 7, the
cost per unit of the election equipment used in20E0 May elections is lower than the cost of
the optical scanners used in Maryland or New York.

Figure 6. Per Unit Cost of Election Machines

LSS PPP

(2002=100)
14,000

11,700
10,000

12,000
10,000

S
8,000 | 6,932 7,571

5,000
4’000 5,405 ! 3r551

4,574

2,000

Figure 7. Automation Attempts in the Philippines
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Relative to other attempts in the country to condwtomated elections, data shows that while
the cost per voter during the 2010 National eledtiis higher than the 2004 National Elections
or the 1996-1998 ARMM pilot test, it is still belawe 2008 ARMM elections that has an
estimated cost of 86.69 pesos per voter (Figure 7).

However, in terms of cost per machine, the 2010d4at elections registered the lowest per unit
cost for the PCOS at about 60,000 pesos per machhieis significantly higher than the
540,000 PhP in 2000 prices per unit cost of thed2fiGhe 830,000 PhP in 2000 prices of the
1996-1998 ARMM pilot testing.

One possible reason for the low per unit cost efdlection machines used in the 2010 elections
is that the figure reflects only 70 percent of puechase price of the machines.

Usability. The fact that the technology that was used is phpsed increases the usability of the
technology. As mentioned in the earlier chapterhisf paper, the use of paper ballots is one of
the advantages of the optical scanning technoleggise the voters are used to having paper

ballots.

Analysis of different types of technology has akown that paper ballots have good usability.
In an experiment looking at the usability of thetient types of election equipment, it was
found that the overall error rate for paper-badedt®n systems was just over 1.5%, which is
not only lower than the error rate for lever maeisimnd punch cards, but lower than the rates
found for commercial DREs. This comes at not dosterms of efficiency or subjective
usability, at least relative to punch cards an@iewachines. Furthermore, with respect to
effectiveness, paper ballots seem less seasitivthe effects of age, which were substhntia
for punch cards and lever machines. The age tsffsgggest differential enfranchisement of
different subpopulations, which is generallgnsidered counter to the aims of election
systems. The relationship between age and effigitardDRESs is still unknow’®

% Byrne, Greene and Everett (2007)



Other issues on the AESand PCOS. Still, there are some issues that need to bévextsavith the
use of the PCOS machines. One of these issuesdigenfranchisement of voters attributable to
the refusal of a second ballot to voters who conamidrs (especially for overvoting). The

review of international experience revealed thateéthare optical scan machines that can identify
under or over voting and can alert the votersi®ehror. This would then allow voters to correct
their errors. However, the experience for the ppihes would not allow this because while the
machines would be able to detect errors, the vagamaot correct their mistake for over-voting.

Assessments of the election automation in the cpufliserved that there were lapses in a
number of areas. Studies by Cenpeg and the analfyslensod observed that the pilot-testing
was not satisfactorily conducted. The studies fdaad some lapses on the supplier “who had no
extensive experience in the technology and seembd &lso learning while it was being
implemented

Purchasing vs. Leasing

Purchasing or leasing the voting equipment is gromant concern especially since the
government has spent more than 7 billion pesothiolease of the equipment. Fail (2006) in his
analysis of the Help America Vote Act and its capsences discussed the benefits of a short
term lease (say 10 years) rather than outrighthfase of the equipment. Fail provided the
following reasons for leasing the voting equipment.

One of the major benefits of leasing is that it \dcallow for machinery upgrades while
purchasing fixes the “version” of the equipmentite time when it was purchased. A lease
contract may contain opportunities to renegotiagerhachines to be used in order to update the
technology. Innovations in voting technology halleveed for touch-screen voting, the use of
audio devices and even internet voting. Fixingubng technology for our country by outright
purchasing automatically forgoes all these possitsievations.

Another benefit of leasing would be shifting thekrof obsolescence to the private sector who is
in the best position to bear and minimize the obstbsolescence. Because the
manufacturers/vendors are the ones producing, emaing and using the machines, letting them
bear the cost of obsolescence actually gives thermtentive to produce longer-lasting and
more adaptable machines. If the country purchdsesdting equipment, further costs in terms
of maintenance, repairs and fixing the glitches Mlanake the ownership of the said equipment
more expensive.

Leasing would also encourage competition in thégatachinery/election automation market.
It may also allow Filipino companies to produce own technology that may be suitable for the
Philippine political set-up that would better adstr¢he needs of election in our country.

In terms of the actual experience in using theteleenachines, the CAC has expressed its
apprehension in purchasing the voting equipmerg. CGbmelec Advisory Council also said: “It
was not a perfectly executed exercise by any $tr@ftthe imagination. The preparation time
was too short. Smartmatic-TIM committed numeroustakies, some of which nearly derailed

26 Monsod (2010) The 2010 Automated Elections — Asessment, The Jaime V. Ongpin Foundation LectuiesSéov. 9, Ateneo de Manila,
Rockwell, Makati City.



the entire exercise. The Comelec also made segeestionable decisions that placed the
integrity of the AES in jeopardy....However, afteethew President was proclaimed and many
of fears surrounding the election automation werg@rest.....despite all the mistakes, the AES
ultimately did work....The Comelec is better off motercising the option to purchase the PCOS
machines, so it can look for an even better saiuioo the 2013 elections.”

So under the assumption that leasing the electechimery would be the best option, the next
guestion would be how long the lease has to bedd&becomes more expensive to lease the
asset. Using data from supporting documents sudriict DBM and certain assumptiéhen

the other costs of purchasing the equipment, ittees calculated that going beyond 4 lease
payments would make leasing more expensive thachpsing (Figure 8).

The assumed costs of purchasing the equipmentaserged in table 9.

Table 9. Assumed cost of purchasing the equipment

Description Cost (PhP Notes
Capital Cost 23,016,000,000.00
Warehousing cost 1,060,315,383/MRresent value of 139,000,00(

for 15 years, the assumed life
of the asset.

Maintenance cost 122,516,273.0Assumed value based on an
initial maintenance cost
growing at 10% per annum.

24,198,831,657.00

7 |bid.
% Other assumptions: 12 periodic discount rate,riit@l deposit, payment made after the end of ¢t purchase option price at 2 billion Php;
Lease payments to be made during the life of thetastal to 9 billion PhP.
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Conclusion

The objective of this research paper is to as$eseetent automated election process in the
Philippines and to compare the country’s experi¢nagther international cases in terms of
automation. Another is to analyze the feasibilitypoying election counting machines versus
leasing them from the supplier.

During the recently concluded 2010 national elextj SGMARTMATIC-TIM utilized the

Precinct Count Optical System in conducting théspdlhe voting machines belongs to the
optical scanner type of voting machines similaih& ones used in several states in the U.S. —
including Maryland, Virginia and New York. In thage of the Philippines, the PCOS system is
effective as an entry point to automated electlmrsause it still uses the paper ballots that the
Filipino voter has grown accustomed to. Thus, #humated system uses elements that the
voters are familiar with and aware of, making tfamsition from manual to automatic easier.

In terms of cost, while the machines and the systeay not necessarily be comparable, there
seems to be an indication that the cost of leasiad®COS machines (including all the other
supplementary costs like software and servicegpssthan the cost that have been incurred by a
number of US states and other countries.

The experiences of other countries and US stallasstéhat no automated system is perfect.
Each system has its set of criticisms and a numibeS states have documented faults in the
systems and voting machines that they have usedh&dhilippines, this lesson tells us that
while the Philippine experience has been positivganeral, we should listen to the documents
presented by experts in the IT field suggestingsfer improvement. Also, issues on
transparency of the voting technology have to lwkes$ed. The proponents of the OES election
system have pointed out that the automated vogicignplogy is not transparent.

In terms of buying or leasing equipment, the ladea more viable option given several factors.
First, the shifting of technology is faster and plessibility of these machines to be outdated or
obsolete is greater. Leasing the machines will fas$urden of obsolescence to the leasing
company. Second, it reduces the risk of the coumxng to own electoral machines that do not
work as anticipated or expected. An example ofthis be seen in the case of Florida, where the
state purchased the DREV system, only to be unaisedhrown away after.

Finally, calculations using data from the 2010 &tets show that leasing voting technology for
4 lease payments or less makes leasing more ecoaldiman outright purchase of the
equipment.
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