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PREFACE

Internal audit, a component of the internal control system, is a strategic function
in ensuring good governance throughout the bureaucracy.

Internal auditors in the Philippine Government are mandated to carry out
fundamental role of assisting their respective department secretaries/heads of
agencies or the governing bodies/audit committees in promoting effective, efficient,
ethical and economical operations by appraising the adequacy of internal controls,
consistent with the National Guidelines on Internal Control Systems (NGICS) that
was issued through DBM Circular Letter (CL) No. 20088 dated 23 October 2008.
The findings on the appraisal of the effectiveness and adequacy of internal controls
are provided to said officials/bodies to i nstitute corrective and preventive measures
and achieve the agency objectives.

The role of the internal auditor is not about fault -finding, neither investigative, nor
punitive. As one of the accountability mechanisms in public service organizations,
the internal auditor reviews the degree of compliance of internal controls with laws
and policies under the authority of the Department Secretary/Head of Agency or
the Governing Board/Audit Committee.

As a component of the performance management framework of departments,
agencies, government-owned or -controlled corporations (GOCCs), government
financial institutions (GFIs), state universities and colleges (SUCs) and local
government units (LGUSs), internal auditors assess the levels of performance against
agreed measures, targets and objectives. The internal audit function is separate

from, but complementary to, the day -to-day monitoring of internal controls and the

conduct of continual management improvement, which are within the responsibility

of operating units.

The 2020 Philippine Government Internal Audit Manual (PGIAM) is an updated
version of the PGIAM developed in 2011 and issued under DBM Circular Letter
No. 2011-05 dated 19 May 2011.

This revised Manual has been issued to claify and address various emerging issues
and concerns that are relevant in the effective and efficient conduct of internal audit
in the government.

Such issues and concerns were gathered from internal auditors during the series of
internal audit fora for departments and GOCCs that were conducted by the DBM in
2019, as well as the focus group discussions with departments concerned during
the implementation in 2018 and 2019 of the DBM project under the Budget Reform
Program entitled, Assessment of Internal Control and Inte rnal Audit in National
Government Agencies.
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Moreover, the Manual has been revisedto clarify and/or harmonize with pertinent
laws, rules, regulations, guidelines and standards on the matter, including the
Commi ssion on Au d Btandasds fornthe éhilipmne Pullic &ector
(IASPPS)

Similar to the first version of the PGIAM, it aims to assist departments, agencies,
GOCCs, GFls, SUCs, LGUmd other agencies of government in establishing, and
thereafter strengthening, the intern al audit function in their institutions.

It is divided into two parts:

U Partl: Guidelines 1 outlines the basic concepts and principles of internal audit
and the internal control system, as well as the policies and standards that will
guide government agencies in organizing, managing, and conducting an
effective internal audit; and

U Partll: Pr actices i contains the approaches, tools and techniques that could
be used to facilitate the conduct of internal audit activities by the IAS/IAU, to
assist the agency head in undertaking a separate evaluation of the internal
control system to determine if controls are well designed and properly
implemented.

In addition, more comprehensive and detailed workflow charts/diagrams of key
internal audit processes and generic templates on internal audit reports, plans,
and communications to serve as guide to internal auditors are included in the
Manual.

The Department of Budget and Management, in conjunction with the Office of the
Presidenti Office of the Deputy Executive Secretary for Internal Audit, will regularly
review this Manual to ensure that it remains updated, relevant and attuned to the
developments in the bureaucracy.
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INTRODUCTION

To complement the implementation of the National
Guidelines on Internal Control Systems (NGICS), the
Philippi ne Government Internal Audit Manual

(PGIAM) was issued in 2011 to explain and clarify the
legal bases, nature and scope of internal audit in the
Philippine public sector, including its institutional
arrangements, as well as its protocols and processes.

The NGICSwas issued by the Department of Budget and
Management (DBM) in October 2008 pursuant to its
mandate to promulgate the necessary rules, regulations
and circulars for the strengthening of the internal control

systems of government agencies per Administrative Order
No. 119 dated 29 March 1989, as amended, and
Memorandum Order No. 277 dated 17 January 1990 that were both issued by the
Office of the President.

Following the pertinent provisions of the 1987 Philippine Constitution, existing
national laws, rules and regulations (e.g., Government Auditing Code of the
Philippines, as amended, and Administrative Code of 1987, as amended) and the
United Nations Convention AgainstCorruption, the NGICS serves as a guide to the
heads of departments and agencies in designing, installing, implementing and
monitoring a strong and responsive internal control system.

In fulfilling their mandates and missions, departments and agencies must consider
and observe the general objectives of internal control, namely to:

Safeguard assets;

Check the accuracy and reliability of accounting data;

Ensure efficient, effective, ethical and economical operations;
Comply with laws and regulations; and

Adhere to managerial policies.

ARE i

To achieve these objectives, five (5) interrelated internal control components as
enumerated below need to be set in place:

Control environment;

Risk assessment;

Control activities;

Information and communication; and
Monitoring and evaluation.

Ok

While it is the direct responsibility of the agency head to install, implement and
monitor a sound system of internal control, the Internal Audit Service/Unit

(IAS/IAU)  assists him/her by conducting a separate evaluation of the internal
control system to determine if controls are well designed and properly implemented.
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This function of the IAS/IAU is separate or distinct from the function of the
operating and support units in regular agencies, and their equivalent in
government-owned or -controlled corporations, government financial institutions,
and state universities and colleges, which monitor and institute continual
improvement of internal controls within their respective agencies to support the
achievement of performance targets and organizational objectives.

From a baseline assessment of theinternal control system that aims to identify gaps
or control deficiencies, the IAS/IAU recommends an audit agenda for approval by
the Department Secretary/Head of Agency (DS/HoA) or the Goveming Body/Audit
Committee (GB/AuditCom). Once approved, internal audit is conducted based on
set procedures and criteria. The results of internal audit are submitted to the
DS/HOA or the GB/AuditCom with appropriate recommendations. The PGIAM
provides guidelines and protocols in the performance of these internal audit
functions.

After nine (9) years since its issuance, this Manual is revised to clarify and address
various emerging issues and concerns that are relevant to the effective and efficient
conduct of internal audit in the government, as well as to harmonize with pertinent
laws, rules, regulations, guidelines and standards on the matter.

Revised Philippine Government Internal Audit Man(24120) Page 3 of 349



CHAPTER 1

CONCEPTS AND PRINCIPLES OF
INTERNAL AUDIT
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1. Definition of Internal Audit

Internal audit is the evaluation of management controls and operations
performance, and the determination of the degree of compliance of internal

controls with laws, regulations, managerial policies, accountability measures,
ethical standards and contractual obligations. It involves the appraisal of the

plan of organization and all the coordinated methods and measures, in order to
recommend courses of action on matters relating to operations audit and
management control.

The foregoing definition of internal audit is adopted from the existing provision
under the Administrative Code of 19871, as amended. Internal audit, being a
separate component of internal control, is instituted to determine whether
internal controls are well designed and properly implemented.?

The power to conduct internal audit is drawn from the power of control and
supervision of the Secretary.® Specifically, the Administrative Code of 1987,
as amended, provides that supervision includes the conduct of management
audit.

The results of internal audit undertaken by the Internal Audit Service/Unit

(IAS/IAU) are provided to the Department Secretary/Head of Agency (DS/HoA)
or the Governing Body/Audit Committee (GB/AuditCom) to assist the same in
achieving organizational objectives in an effective, efficient, economical and
ethical manner.

2. Legal Bases for Intern  al Audit

The establishment of the internal audit function is based on the Philippine
Constitution, laws and related issuances.

The creation of the IAS was first mandated under Republic Act (RA) No. 3456
(Internal Auditing Act of 1962) , as amended by RA No. 4177,s. 1965. With the
reorganization of the Executive Branch of government under Presidential Decree
(PD) No. 1, s. 1972, the IAS was effectively abolished or dissolved with its

! Section 8Chapter 3 Department Services, Title VPublic Works and Highways, Book [VThe Executive Branch, Executive Order

No. 292 (Administrative Code of 19825 July 1987, as amended

2 Section 55 (b), Title Hinternal Control System, Volume Ill, Commission on Audit Circular Ne38& (Government Accounting and
Auditing Manual) 19 Decenber 1991; Section 8(3), Chap&ft Department Services, Title VPublic Works and Highways, Book IV

i The Executive Branchgxecutive Order Nad292 (Administrative Code of 19875 July 1987, as amendezhdNational Guidelines

on Internal Control Syems issued under DBM Circular Letter No. 28083 October 2008, p. 39

SAPetiti oner corperBtion. As swch, ip aarbde plaagbler the control and supervision of the Secretary of National
Defense, who consequently has the power to condaat extensive managementaudda f pet i ti oner corporation. o
[The Veterans Federatiaf the Philippines v. Reyes, G.R. No. 155028 February 2006, SC-Eibrary]

‘A SECT I (finiBoA of Administrative Relationship x x x

(1) x x x

(2) Administrative Supervisiori. (a) X x xto generally oversee the operations of such agencies and to insure that they are managed
effectively, efficiently and economically but without interference with-ttaglay activities; or require theubmission of reports and

cause the conduct of managemeiudit, performance evaluation and inspection to determine compliance with policies, standards and
guidelines of the department; to take such action as may be necessary for the proper perédrofficied functions, including
rectification of violatons, abuses and other forms of maladministration;

X X X . 0 ( emp h a siiAdminsstative Relagodship, Bookhlé phe Executive Branch, Executive Order No. 292,
(Administrative Coe of 1987), 25 July 1987, as amended]
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merger with the Ma nagement Division of the Financial and Management Service
of departments, said division being the surviving entity. > Consequently, there
was no longer an IAS under RA No. 3456, as amended, by virtue of PD No. 1.

Thereafter, the Administrative Code of 1987% as amended, mandated the
creation of the present IAS and provided the corresponding internal audit
functions, making the same as an integral part in the organizational structure
of the Department of Public Works and Highways (DPWHY)'. Essentially, the
present IAS created under the Administrative Code of 1987, as amended,
is different and distinct from the IAS under RA No. 3456, as amended, which
was further abolished by PD No. 1.

Accordingly, the IAS based on the Administrative Code of 1987, as amended,

and the functions defined therein were subsequently adopted and applied across

other departments, agencies, government-owned or -controlled corporations

(GOCCs) and local government units (LGUs) through various executive
issuances.? Subsequent administrative orders mandated government entities to

strengthen their internal control systems and organize systems and procedures
in coordination with the Department of Budget and Management (DBM).

The chronological summary of issuances on the organization, functions,
activities and staffing on internal audit is provided hereunder.

a. RA No. 3456 dated 16 June 1962 (Internal Auditing Act of 1962),
as amended by RA No. 4177dated 26 March 1965 (An Act to Amend Sections
Two, Three and Four of Republic Act Numbered Three Thousand Four
Hundred Fifty-Six, Knownas A/l nt er nal Aud,mandategthedct of
creation, organization and operation of the IAS in all government agencies
to help management achieve an efficient and effective fiscal administration
and assist in the performance of agency affairs and functions.

b. PD No. 1 (Reorganizing the Executive Branch of the National Government)
or the Integrated Reorganization Plan of 1972, which was adopted on
24 September 1972 to effect the desired changes and reforms in the social,
economic and political structure of the country, merged the IAS with the
Management Division under the Financial and Management Service in
departments pursuant to It em 3, Article IV, Chapter |, Part V of the PD.

5/ 3. T h e AutlitrSereice ara the Management Division in the agencies are merged into a Management Division to which
applicable appropriations, records, equipment, property and such personnel as may berngcesa r e transferired. o [t
Financial and Management Service, Chaptér General Policy, Part ¥ Budgeting and Financial Control, Volume lintegrated

Reorganization Plan, March 1972 as approved by Presidential Decree No. 1 (Remygdm@zExecutive Branch of the National

Government), 2&eptember 1972]

6 Section8, Chapter 3 Department Services, Title VPublic Works and Highways, Book WThe Executive Branch, Executive Order

No. 292 (Administrative Code of 1987), 25 July 1983 amended

"fi BCTION. 4.0Organizational Structure The Department shall be composed of:

(1) The Department Proper consisting of the Office of the Secretary, the Offices of the Undersecretaries and éasitsteaas She

Internal Audit ServiceMonitoring and Information Service, Planning Sere , X X X.0 (undé&Generalri ng supj
Provisions, Title Vi Public Works and Highways, Book IVThe Executive Branch, Executive Order No. 292 (Administrative Code of

1987), 25 Jly 1987, as amended]

8ltem 2.4 of DBM Circular LetteNo. 20085 (Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Unit in Department/ Agencies/GOCCs/GFIs Concerned), 14 April 2008, citing Sectiqut&, &hBepartment

Services, Title i Public Works ad Highways, Book IM The Executive Branch, Executive Order No. 292 (Administrative Code of

1987), 25 July 1987, as amended
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The surviving entity is the Management Division. There is no longer an IAS
under RA No. 3456, as amended, by virtue of PD No. 1 since it was effectively
abolished or dissolved through its merger with the Management Division.

c. Department of Justice (DOJ) Opinion No. 15 3 dated 27 September
1974 noted that the IAS was abolished by the Integrated Reo rganization
Plan under PD No. 1 and found no legal basis to allow the payment of salary
differentials to seven Auditing Examiners Il serving in the defunct IAS of the
then Bureau (now Department) of Public Highways.

d. Executive Order (EQO) No. 292 dated 25 July 1987 (Instituting the
Administrative Code of 1987), as amended, created an IAS in the DPWH
under Section 4, Chapter 1 7 Department Services Title V T Public Works
and Highways, Book IV T The Executive Branch and included the supervision
of internal audit activities as one of the functions of the Department of

Finance ( DOF) 6s Centr al Financi al Managemen
Chapter 31 Department Services, Title Il T Finance Book IV T The Executive
Branch.

e. Office of the President (OP) Administrative Order (AO) No. 119
dated 29 March 1989 (Directing the Strengthening of the Internal Control
Systems of Government Offices, Agencies, GovernmemOwned or Controlled
Corporations and Local Government Units in their Fiscal Operations)
as amended by OP AO No. 278 dated 28 April 1992 (Directing the
Strengthening of the Internal Control Systems of Government Offices,
Agencies, GovernmentOwned and/or Controlled Corporations, including
Government Finanaal Institutions and Local Government Units, in their
Operations), mandated government offices and agencies to strengthen their
internal control systems and organize systems and procedures,
in coordination with the DBM. Furthermore, these offices/agencies were
directed to organize their respective IAS/IAU, whose functions, duties and
activities are provided therein, to assist the management in the effective
discharge of its responsibilities insofar as the same would not encroach on
or be adversarial with those of the auditors of the Commission on Audit
(COA). On the other hand, the DBM was mandated to organize and
strengthen the internal control systems and procedures in coordination with
the COA, and promulgate the proper and appropriate rules, regulations or
circulars.

f. OP Memorandum Order No. 277 dated 17 January 1990 (Directing the
Department of Budget and Management to Promulgate the Necessary Rules,
Regulations or Circulars for the Strengthening of the Internal Control
Systems of Government Offices, Agencies, GovernmemOwned or Controlled
Corporations and Local Government Units)directed the DBM to promulgate
the necessary rules, regulations and circulars for the strengthening of the
internal control systems of government offices, agencies, GOCCs and LGUs.
It clarified the role o f the DBM in the strengthening of the internal control
systems which is through the promulgation of rules, regulations and
circulars.
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g. OP AO No. 70 dated 14 April 2003 (Strengthening of the Internal Control
Systems of Government Offices, Agencies, GovernmerfOwned and/or
Controlled Corporations, Including Government Financial Institutions, State
Universities and Colleges and Local Government Units)reiterated the
authority for the creation of the IAS/IAU and its functions.

h. DBM Budget Circular (BC) No. 2004 -4 dated 22 March 2004 (Guidelines
on the Organization and Staffing of Internal Au diting Units) provided the
policy guidelines in the organization, staffing and salary grades of the
IAS/IAU in departments, agencies, GOCCs/GFIs, state universities and
colleges (SUCs), LGUs, and other entities concerned.

i. OP_ Memorandum Circular (MC) No. 89 dated 18 August 2005
( Rei terating Compliance with A. O. 70 s.
Control Systems of the Government Offices, Agencies, Goverment-Owned
andyor Controlled Corporation, Including Government Financial Institutions,
State Universit es and Col |l eges and Local Gove
Implementing Guidelines under DBM Circular No. 20044) enjoined all heads
of agencies to: (a) create an IAS/IAU in compliance with OP AO No. 70,
s. 2003; (b) observe the guidelines set forth under DBM BC No. 20044; and
(¢) submit a report of compliance with AO No. 70, s. 2003 and
DBM BC No. 20044 to the Office of the Executive Secretary.

]. Executive Committee  on the Rationalization Program (DBM -Civil
Service Commission [CSC]) Resolution No. 1 dated 12 May 2006
( Rational i zati on Progr améds Organi zati o
Guidelines) provided under Annex D the guidelines on the creation of the
IAS/IAU in departments/agencies concerned, including GOCCs/GFIs, under
the agency6s Rati ondodEON@ 866,8.1200L1 an, pur st

k. DBM Circular Letter (CL) No. 2008 -5 dated 14 April 2008 (Guidelines in
the Organization and Staffing of an Internal Audit Service/Unit and
Management  Division/Unit  in Departments/Agencies/GOCCIEFIs
Concerned) provides the guidelines in the organization of the IAS/IAU,
clarifying its functions, and specifying the rank and salary grade of the head
of the IAS/IAU. The CL states, among others, that the head of the IAS/IAU
shall directly report to the DS/HOA in the case of dpartments and regular
attached agencies, and to the AuditCom of the GB in the case of
GOCCs/GFls.

. DBM CL No. 2008 -8 dated 23 October 2008 (National Guidelines on
Internal Control Systems) issued the NGICS wherein the IAS/IAU, as a key
part of the agencybés internal control S
structure to conduct a separate evaluation or appraisal of the internal control
system to determine whether internal controls are well designed and
properly implemented.
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3. Scope of Internal Audit

Internal audit is an integral part of th e internal control system of public service
organizations. The scope of internal audit is broad and involves all matters
relating to operations audit and management control.

Among others, internal audit encompasses the evaluation of the degree of
compliance of supervision or control with laws, rules and regulations governing
the operations of the agency, the appraisal of the adequacy of internal controls
and the evaluation of the results of operations, fo cusing on the effectiveness of
controls of operating and support services units/systems in the attainment of
agency objectives.

4. Types of Internal Audit

There are three (3) types of internal audit: compliance audit, management
audit, and operations audit.

4.1 Compliance Audit
Compliance audit is the evaluation of the degree of compliance of
supervision or control with laws, regulations, managerial policies, systems
and processes of government, including compliance with accountability

measures, ethical standards and contractual obligations.

It also covers the determination of whether or not all other internal control
components are well designed and properly implemented.

This type of audit is a necessary first step to, and part of, management
and operations audits.
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Figure 1 below shows the compliance audit flow diagram.
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Figure 17 Compliance Audit Flow Diagram

Compliance Review as Distinguished from Compliance

Compliance audit should be distinguished from compliance review
which is the periodic review conducted by the heads of operating
and support offices/units to ensure that operations and processes
are in compliance with laws, regulations, policies, procedures, or
other requirements. It is not enough that a unit regularly reviews

the level of its perform ance, they must also review its compliance
with laws and regulations, among others.

4.2

Management Audit

Management audit is a separate evaluation of the effectiveness of internal
controls adopted in the operating and support services units/systems to
determine whether or not they achieve the control objectives over a period

of time or as of a specific date. It includes the determination of the degree

of compliance of control or supervision with laws, regulations, managerial
policies, accountability measures, ethical standards and contractual
obligations covering specific timeframes.

It is a review and appraisal of the systems and processes, organizational
and staffing structures, operations and management practices, records,
reports and performance standards of the agencies/units covered.
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Management audit may encompass a comprehensive and thorough
examination of an organization or a specific operating or support system

or work process. Operating systems include aspects such as the rules of
engagement in the conduct of arrest, search and seizure in the case of
investigating agencies, and the rules on vaccination and immunization in

the case of health facilities. Examples of support services systems are
human resource management (HRM) system, financial managment
system (FMS), quality management system (QMS), risk management
system and their sub-systems. The audit is conducted to identify issues
and control weaknesses or management deficiencies in the organization,
thus providing DS/HoA or GB/AuditComwith courses of action to address
the problem area.

Figure 2 below shows the management audit flow diagram.

Components of
Internal

Control Supervision or
Objectives Control

\

Control System

. Safeguard
assets
1. Control 2. Check
environment accuracy and 1. Operations
2. Risk reliability of
assessment accounting 2. Support to
data operations
3. Control (STO)
activities 3. Adherengel to ﬁcCo.ntrol
manageria effectiveness
4. Information policies 3. General
and administration
communication 4. Cpmpliance and support
with laws, (GAS)
5. Monitoring and regulations
evaluation and policies
5, Ensur e 04

\ / \ ofoperations/ \ / \ /

Figure 2 i Management Audit Flow Diagram

4.2.1 Control Effectiveness

Management audit focuses on results, evaluating the effectiveness
and suitability of supervision or control by reviewing or appraising
existing measuresand methods. Itincludes compliance audit and
root cause analysis. When performed correctly, it is a potentially
useful evaluation method because it can be the basis of corrective
or preventive measures.
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Control effectiveness refers to the achievement of control
objectives. When these control objectives are achieved, it can be
concluded that management controls are effective.

Management control refers to internal control, which comprises
the plan of organization and all the coordinated methods and
measures adopted within an agency to ensure that resources are
used consistent with laws, regulations and policies; resources are
safeguarded against loss, wastage and misuse financial and
non-financial information are reliable, accurate and timely; and
operations are economical, efficient and effective. Management
controls are essential in managing any organization. It is not
enough to enact laws or issue regulations, to ap propriate budgets,
or to establish policies if there can be no effective controls to
ensure that they will be properly implemented.

4.2.2 Management Review as Distinguished from Management
Audit

Management audit should be distinguished from management
review.

Management review is usually conducted by the executive
committee (ExeCom)/management committee (ManCom) of a
department/agency or the top management of a GOCC, or delegated
to the Management Division or the equivalent unit that is usually

under the planning or finance service/division of the agency. On the

other hand, management audit is conducted by the Management

Audit Division of the IAS or the equivalent unit in the 1AU.

Other distinctions between management review and management
audit are summarized in Table 1 below.

Table 11 Distinction Between Management Review and
Management Audit

Particulars Management Review Management Audit

Focus Review of existing organizational | Evaluation of management control
structure, methods, measures, | effectiveness, and determination of
systems and processes to ensure| the probable/root cause of control
continuing suitability, adequacy and | deficiencies, if any

effectiveness, and identify and

assess opportunities for
improvement

Scope Existing management system and | Degree of compliance of supervision or
practices, procedures and processes, | control with laws, rules, policies and
organizational structure, staffing | contractual obligations, and
standards and manpower | supervision or control effectiveness on
requirements operations, STO and GAS for a specific

date or period
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Particulars Management Review Management Audit

Timing Conducted anytime prior to, during | Takes pl ace fasdfcdvers
or even after the implementation of | a complete cycle of operations

a system or process
Action to Improve the existing management | Report to the DS/HoAor GB/AuditCom
be taken system and practices or develop new | all matters relating to management
management system and practices, | control, and recommend realistic
procedures and processes, staffing | courses of action, i.e. management

standards and manpower | and/or administrative action/s, to
requirements address inadequacy in internal
controls

4.3 Operations Audit

Operations audit is a separate evaluation of the outcome, output, process
and input to determine whether government operations, programs and
projects are effective, efficient, ethical and economical (4Es). It likewise
includes the determination of the degree of compliance of supervision or
controls with laws, regulations, managerial policies, accountability
measures and contractual obligations.

Figure 3 below shows the operations audit flow diagram.

EFFICIENT 4 EFFECTIVE
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within a specified results and contribute to
timeframe \_ sectoral aoals
ECONOMICAL ETHICAL
Perform using the least Consistent with the
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=

.
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program,
organization, staff,
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(e.g., physical),
managerial policies,
and citiz

Implementation,
risk response, Products/goods Benefits and

performance and and services impact/change

compliance reviews

Figure 3 7 Operations Audit Flow Diagram
Operations audit of organizations, programs, and projects involves an

evaluation of whether or not performance targets and expected results
were achieved.

Revised Philippine Government Internal Audit Man(24120) Page 13 of 349



The importance of assessing the 4Es of government operations is to
contribute to better public services, accountability and governance. The
matter of outcomes, outputs, processes, and inputs, as well as their
correlation with the goals of effectiveness, efficiency, ethicality and
economy of operations are the focus in the evaluation.

4.3.1 Operations Review as Distinguished from  Operations Audit
Operations audit should be distinguished from operations review
being conducted by the heads of operating and support offices/
units which involves the determination on whether or not actual
accomplishments meet established objectives and standards, and
implementation of improvements when necessary.

In the conduct of an operations review, performance is reviewed
on a regular basis. If actual accomplishments do not meet t he
established objectives or standards, the processes established to
achieve the objectives should be reviewed to determine if
improvements are needed.
4.3.2 Work Back Approach
Essential to the conduct of operations audit is the assessment of
progress with respect to processes, projects and programs, and
their respective outputs and outcomes or impact/change towards
improving the condition of intended beneficiaries. This is the w ork
back approach of operations audit wherein the evaluation is done
on the outcome-output-processesinput as they relate to the 4Es.
This approach starts with a set of objectives (e.g., statutory policy
objectives) that the DS/HOA or GB/AuditCom wants to achieve
(expected outputs and outcomes) which have been formulated in
a SMART manne (i.e., specific, measurable, attainable, realistic
and time-bound).

Figure 4 below shows the work back approach (outcome-output-

Outcome Audit
Evaluation

Process Audit

process-input) flow diagram.
Output Audit
Evaluation Evaluation

Input Audit
Evaluation

Process

Input Outputs |:> Outcomes
= =

Law, mandate,
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(e.g., physical),
managerial policies,
and citiz
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performance and
compliance reviews

Products/goods
and services

Benefits and
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The work back approach of operations audit requires proper
identification of programs/projects/processes and their respective
outputs and outcomes. This is to establish causality between
programs and projects, projects and processes, as well as their
respective outputs and outcomes.

a. Programg/Projects/Processes

i. Activities are equivalent to a process.

Activity is defined as a recurring work process that
contributes to the implementation of a program or sub -
program.® A group of interrelated activities with inputs to
deliver outputs is considered a process.1? Activities in public
service sector organizations through which inputs are
transformed into outputs are equivalent to a process !
referred in the Government Quality Management Systems
Standards (GQMSS) and NGICS.

The concept of an activity referred to in the Organizational
Performance Indicator Framework (OPIF),'? which evolved
into the Program Expenditure Classification (PREXC)
approach, under a program, activity, project (PAP i
strategy and manner for effectively and efficiently
delivering outputs and goods) is the same concept in the
GQMSS and NGICS. These activities must add value to
inputs to generate intended outputs. The organization can
discontinue an activity that does not contribute to the
attainment of a particular output.

ii. A projectis a component of a program.

The Administrative Code of 1987, as amended, defines
programs and projects. A program refers to the functions
and activities necessary for the performance of a major
purpose for which a government agency is established,
while a project is a component of a program covering a
homogenous group of activities that result in the
accomplishment of an identifiable output. *3

9 ltem 4.1, DBM National Budget Circular No. 569 [Adoption of Program ExpereliClassificatiorBased Performane@formed

Budgetng (PREXGPIB) for the Preparation of the Proposed National Budget for Fiscal Year 2018], 8 February 2017

YItem 2.4.1.3, @ QuailFunyd amaennatgael nse natn ds yvsot ceanbsG® ublished®01P)NGEHISO 9000 : 2
" pProcess referstoties et of i nterrelated or interacting activities of the
(palicies resourcescitizen needs and expectatiortc.) into outputs/outcomethé poducts and servicgsr ovi ded t o t he citi
(undescoring supplied) [Clause 3.5, Government Quality Management System Standards (Quality Management Ssttanse

Document for the Application of ISO 9001:2000 in Public Sector Organizations), GosetrrQuality Management Committee

Resolution No. 1, 2Dune 2007]; Executive Order No. 605 s. 2007; and Republic Act No. 9013 (Philippine Quality Award Act),

28 February 2001

12 DBM Circular Letter No. 20005 [Conduct of FY @07 Organizational Performance Indicator FrameworkIfpReview and

Consultation Meetings with the Agencies], 8 February 2007

18 Section 2, ChapterilGeneral Provisions, Book VINational Government Budgeting, Executive Order No. 292 (Administrative Cod

of 1987), 25 July 1987, as amended
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Under the PREXGBased Performancelnformed Budgeting

(PI B), a program is a fAgrhatup of
contribute to a comm¥BmhepPREXCE i cul a
provides that a program should have the following:

A(1l) unique expected results or ¢
population or client group external to the agency,

(3) a defined method of interven tion to achieve the desired

result, and (4) a clear management structure that defines
accountabilities. o

Under the PREXC, aprogram canhaveasubpr ogr am Awi t |
either a more specific method of intervention or more

defined target clients that is contained within a bigger

program of an agency.0'® A sub-program has a distinct set

of interrelated activities directed to the achievement of a

common objective. All sub-programs under a particular

program contribute to achieving the program outcome. '/

Based onthe foregoing, the following can be construe d:

x A process is a set of interrelated or interacting activities
of the public sector organization which transforms input
el ement s (policies, resources,
expectations, etc.) into outputs (the products and
services provided to the citizens) and outcomes. A
process requires inputs to produce an identifiable
output. An output of one process may be an input to
another process.

x A project as a component of a program covers a
homogeneous group of activities or processes needed
in the accomplishment of an identifiable output or
outputs to be carried out within a definite time frame.

x A program is composed of several activities and projects
necessary for the accomplishment of a major output
and attainment of a program outcome of an agency . An
aggregation of these major outputs generates the
program outcome of an agency.

x Activities and projects are grouped under programs and
sub-programs.

14 Jtem 4.10, DBMNational Budget Circular No. 569 [Adoption of Program Expenditure ClassifieBtésed Performaneaformed
Budgeting (PREXEPIB) for the Preparation of the Proposed National Budget for Fiscal Yea}, 80B&8bruary 2017

5 1tem 4.10, Id.

% tem 4.16 Id.

" PREXC Primer, Program Expenditure Classification, The Next Phase of the Perfoinfanteed Budget, p. 4
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Figure 5 below shows how activities/projects are grouped
under programs and sub-programs following the PREXC

approach.

| |
( Sub-program ’ ( Sub-program

—

Activities/
Projects

Activities/

Projects

Activities/
Projects

Source: PREXC Primer, Program Expenditure Classification, the Next Phase of
the Performance-Informed Budget, p. 5

Figure 5 1T Group Activities and Projects under a
Program or Su b-Program

b. Program Outcomes/Outputs

A department/agency is expected to achieve their organizational

out come whi ch i s -tamréssltpmdutedllyan me di ur
agency that contributes to the achievement of its legislated
mandate and is achievedthrough t he del i ver y of it s

The achievement of said organizational outcome will be through
the delivery of the programs of the department/agenc vy.

Program outputs and outcomes under the PREXC (previously the
major final outputs and organizational out come under the OPIF)

are the same as the output and outcome referred to in the GQMSS

and NGICS. The achievement of a program (performance) could

be measured through its output and outcome indicators.

Specifically, an outcome is any change, effect, or result brought
about by an agencydés programs ofr
social structures, or the physical environment.'® On the other

hand, an output is any good or service that an agency delivers

to a target population or client group external to the age ncy.?°

Outputs generated from the projects and processes
subsequently contribute to the achievement of the program

outputs, which is why projects and activities are grouped under

the programs following the PREXC approach.

N

8ltem 4.4, Id.
9 Item 4.6,d.
2jtem 4.7,Id.
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c. ldentification of Delivery Units

Organi zations are composed of de
primary subdivision of the department/agency performing
substantive line functions, technical services or administrative

support, as reflected in the Department's/Agency's
organizational structure/ f unct i offal chart. o

The identification of a delivery unit, as indicated in Table 2, will
depend on the type of government entity, with due consideration
to its mandate, organizational level, and scope of operations.

Table 2 T Delivery Units per Type of Government Entit
TYPE OF GOVERNMENT

DELIVERY UNITS

ENTITY
Department or Department - i Offices
Level Entity 0 Bureaus
0 Services
0 Regional offices, if any
Agency Intermediate Level
i Offices
U Bureaus
i Services
U0 Regional/field units, if any
Bureau Level
i Divisions
U Field units, if any
SucC i Offices
i Services
i Campuses
0 Colleges
GOCC i Offices
U Departments

Source: Item 7.2 (a), Inter -Agency Task Force on the Harmonization of National
Government Performance Monitoring, Information and Reporting Systems
Memorandum Circular No. 2019-1 (Guidelines on the Grant of the Performance-
Based Bonus (PBB) of Fiscal Year (FY) 2019 under Executive Order No. 80, s. 2012
and Executive Order No. 201, s. 2016), 3 September 2019

In consonance with the PREXGPIB and with the OPIF??, and
subject to type of clients (internal or external), delivery units
may be categorized into cost structure/cost component. OPS
STO and GAS2 Figure 6 in the next page provides a general
depiction of the PREXCbudget structure.

2 ltem 7.2(a), IntetAgency Task Force on thidarmonization of National GovernmeRerformance Monitoring, Information and

Reporting Systems Memorandum Circular No. 201[&uidelines on the Grant of the Performafaesed Bonus (PBB) of Fiscal Year

(FY) 2019 under Executive Order No. 80, s. 2012 axethtive Order No. 201, s. 2016], 8ember 2019

2ZiPAPs [program, activities and projects] are classidoitted by c

Operations (STO), and Oper at i o rOsgan&zatidnal Perfarreance mdicatBramework {(GPIF)s u pp |l i e

Reference Guide, p. 57, DBM Circular Letter No. 2®123 June 2012]
= ltem 4, DBM National Budget Circular No. 569 [Adoption of program Expenditure Classifiedtiead Performane@formed
Budgeting(PREXGPIB) for the Preparation of ¢hProposed National Budget for Fiscal Year 2018], 8 February 2017

Revised Philippine Government Internal Audit Man(24120) Page 18 of 349

0st
d)



The outputs of the delivery units that relate to the main

purpose for which an agency has been created and directed
towards external clients belong to operations since they
produce the outputs?4. Accordingly, outputs of delivery units
that support the entire agency operations are categorized as
GAS while those that provide substantial support to operations
but are not directed to external clients are under STO. Delivery
units under the STO and GAS produce internal/intermediate
outputs?® delivered from one part of a department/age ncy to
other parts of the same department/agency that contributes to

the production of an MFO.

GAS STO [ OPERATIONS ]
L |
I—I—I
Program L
@ sub-Program [ ] [ ]
Activities/Projects L

Source: PREXC Primer, Program Expenditure Classification, the Next Phase of the
Performance-Informed Budget, p. 8

Figure 6 7 PREXC Budget Structure

“fa good[ s] or servi ce gddliwrtto eatermbleclertthraughehe tmplénmentatoa of ghragraensl, activities

and pr ondescdrirg suppli€du[ltem 4.1, IntAgency Task Force on the Harmonization of National Government Performance

Monitoring, Information and Reporting Systems Memorandum Circular-2q@uidelines on the Cascading of Department Performance

Targets in Linevith Executive Order [EO] No. 80)31August 2012]

BAThe output delivered fr aelivedhteothergarts of thef sanse department/agenmributes @ the n c y

production of an MFOhut does not form part of the performance meagor the MEQto which it contribié s . 6 (under scoring st
[Appendix 5. Glossary, Organizational Performance Indicator Framework (OPIF) Reference Guide, p. 94, DBM Circular Letter

No. 20129, 13 June 2012]
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d. Outcome, Output, Process and Input Evaluation

In the work back approach, auditors perform sequential
evaluations of the outcome, output, process and inputs. These
evaluations are conducted to determine the extent of the direct
contribution of inputs, processes and outputs to the
achievement of the outcome or impact/change.

i. Outcome Evaluation

In the work back approach of operations audit, an outcome
evaluation is conducted to assess the contribution and
proper attribution of an agency outcome to the
benefits/impact or change in the condition of the intended
beneficiaries by comparing the outcomes with the baseline
data. An estimate of what would have happened in the
absence of program/s of a department/bureau/regi onal
office is determined.

In the conduct of outcome evaluation, proper identification

and attribution of the outputs to the outcome or
impact/change to the intended beneficiaries should be

carried out. Likewise, an assessment should be made on

the extent to which a program outcome or impact/change
fulfills client/citizensd needs
the contribution of such program outcome to raising the

guality of life of intended beneficiaries.

x  Attribution of program outputs to the program outcome

There is a need to disaggregat
outcome into outputs to establish/document whether

such outputs are relevant components of a program and

the corresponding organizational outcome. This is to

determine the extent of contribution of the
actual/observed outputs to a program or organizational

outcome.
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x  Attribution of program outcome to impact/change in the
condition of intended beneficiaries

There are instances when benefits and impact/change

are contributed by several government agencies. For
example, an outcome of 80% passing rate of graduating

pupils is not only attributable to the Department of
Education (DepEd) (and to the private learning
institutions and internal stakeholders), as the external
stakeholders of the DepED also contribute to the
attainment of this outcome, which include other public

service sectors such as the public works sector

(i.,e., DPWH and its internal stakeholders) for roads

going to the school, the health sector (i.e., DOH and its

internal stakeholders) for the health and nutrition of the

students. This form of evaluation is employed when

external factors are known to influence the
organi zpartoigornabnsb/s obj ecti ves, i n
t he organi zationds/ progheamobs
achievement of its targeted outcome.

In the event when benefits and impact/change are
contributed by several government agencies, there is a
need to identify and accurately measure the particular
contribution or intervention of a program outcome to
the impact or change in the condition of intended
beneficiaries. In this way, causality between the
program outcome and the impact/change to the
condition of intended beneficiaries is established. This
is to determine the extent of the contribution of the
programs to the outcome and to the actual/observed
impact or change in the condition of intended
beneficiaries.

ii. Output Evaluation

An output evaluation is undertaken to assess the extent to
which a program achieves its output (products/goods and
services). It focuses on outputs to determine the
effectiveness of a program, but the project or
process/activity may also be assessed to understand how
the outputs are produced. Output evaluations establish
causality of project/process outputs to program outputs, as
well as the correlation of these processes/interrelated
activities to a particular program.
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In the conduct of output evaluation, proper identification
and attribution of project/process outputs to program
outputs should be carried out. Likewise, assesanent is
made on the relevance and contribution of the projects or
processes/interrelated activities to the achievement of the
respective project/process outputs which contributed to
program outputs. In this way, the auditor determines the
correlation of projects or processes interrelated activities to
a particular program, and their contribution to the
achievement of program outputs. Also, the assessment is
performed to determine the extent to which program
outputs contribute to program outcomes for the ful fillment
of client/citizensd6 needs and re

x Attribution of project/process outputs to program
outputs

There is a need to disaggregate program outputs into
project/process outputs to establish/document whether
the latter are relevant components of the former
delivered by the agency. This is to determine the extent
of contribution of the actual/observed project/process
outputs to the program outputs.

iii. Process Evaluation

Process evaluation involves the assessment of the
efficiency and ethicality of a process (transformation of an
input to an output). A review is conducted to assess the
process as to the efficiency in the use of available
resources/inputs, as well as its conformity to norms of
conduct and ethical standards.

A review is also conducted on interrelated activities to
determine whether or not processes have been properly
implemented and there is proper conduct of ri sk response,
performance and compliance reviews, as well as the
contribution of each activity within a process to the
achievement of a process output. Likewise, input elements
such as policies, organizational structure, resources,
client/ citi eaysirémentset® dchieveathe
process outputs are properly identified.
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Process evaluation entails the assessment of thefollowing:

x Implementation of processes/interrelated activities as
to conformity with established standards and policies.
This is to determine whether or not such
processes/interrelated activities add value to the inputs
for their transformation into outpu ts.

x Internal controls embedded within processes/
interrelated activities as to their design and
implementation.

U The risk response/treatment is designed to contain
uncertainty in achieving the process outputs.

U Conduct of performance review to determine
whether or not actual process outputs meet
established objectives and/or whether processes/
interrelated activities are efficient and effective. In
the event when processes/interrelated activities and
process outputs fall short of the established
standards, the same should be reviewed to
determine if process improvements are needed.

U Conduct of compliance review to determine the
extent of compliance of processes/interrelated
activities with established objectives, policies,
methods, procedures, laws and regulations.

Processes/interrelated activities are also evaluated as to

their ability to meet the requirements of quality outputs.

Process evaluation determines whether or not
processes/interrelated activities are quality processes that

contribute to the delivery of quality outputs to meet
client/citizensd needs and expec

Iv. Input Evaluation

Input evaluation is the assessment of the appropriate and

economical sourcing and leveraging of resources/inputs

(e.g., statutory policy, ma ndate, organization, laws,

regul ati ons, manageri al policies
needs). This is also a review on whether or not
resources/inputs are acquired at the right cost, at the right

time, at the right place, in the right quantity and of th e right

quality.
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As provided for in the Administrative Code of 1987,

as amended among the i nput s, t he b u
oriented towards the achievement of explicit objectives and

expected results, to ensure that funds are utilized and

operations are conducted effectively, economically and
efficiently.c?®

Inputs/resources should be evaluated if they have the

ability to meet the requirements of quality outputs. Input

evaluation determines whether or not inputs/resources are

quality inputs that contribute to the delivery of quality

outputs through which client / ci ti zens b need
requirements are met.

At each phase of the evaluation, emphasis is given to
quality results (output and outcome or impact/change),

quality processes and gquality inputs as these are defined
through the identification of the needs and requirements of

the clients/citizens.

The GQMSS supports client/citizen satisfaction through the

il dentification and documentation
and expectations as basis for the formulation of public

sector organization programs.

AThe top management of the publ
should identify current and (where possible) future needs

and expectations of its citizens to meet them and achieve

citizen satisfaction within the framework of its legal powers

and resources available. The requirements of the citizens

should be defined and documented as requirements in

public sector organization programs; specific objectives and
performance indicators should be identified to ensure that

these are being met. The needs and expectations of citizens

should be reviewed at planned intervals and updated as
necessary to ensur® citizen sat.i

%[ SECT I Oétlaraién.of Policy.i x x x. The budgetlsall be supportive of and consistent with goeioceconomic development

plan and shall be oriented towards the achievemerexgficit objectivesand expected result¢o ensure that funds are utilized and

operations g conducted effectively, economigall and efficiently.x xx. 6 (under scor i ngi Badggd Bolicy &d ) [ Chapt
Approach, Book VIi National Government Budgeting, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987,

as amenddd

27 Clause5.2, Government Quality Management Systems Standards (Quality Management Sy§eidance Document for the

Application of ISO 9001:2000 in the Public Sector Organizations), Government Quality Management CommittegoiReso

No. 1, 21 June 2007
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Citizenfocused public service sector organizations are
characterized by producing/providing quality results

(outputs and outcomes), having quality processes and

quality inputs. Quality is defined in terms of its ability to

me et citizenso needs and expect
results, quality processes and quality inputs of public

service sector organizations are geared towards the

fulfillment of these needs and expectations.

4.3.3 The 4Es (Effective, Efficient, Ethical and Economical) of
Operations Audit

Publ i c service requires t hat t he
outcomes are measured in terms of how these directly affect the

guantity, quality, timeliness and cost of public service delivery

through effective, efficient, ethical, and economical operations.

a. Effective means being abl e to .dAido t h
Effectiveness refers to the achievement of objectives. It
involves an assessment of the outcomes of the
department/bureau/regional office programs and outputs of
the program which accrue to the public, measured in terms of
performance measures or targets.

Every department/agency has a legislated mandate and
functions. Each operating unit has a responsibility in achieving
t he department/ agencyos Effectivedat e a
operations mean that operating units are able to deliver their
outputs and outcomes, able to achieve the expected results,
and contribute to the achievement of sectoral and societal goals.

Effectiveness is concerned with the relationship between goals
and objectives, outputs and outcomes. Are the stipulated aims
being met by the means employed, the outputs delivered and
when aggregated will achieve the outcome? Are the impacts
or change observed really the results of operations rather than
other circumstances?

In auditing effectiveness, operations audit may, for instance
undertake the following:

I. Assess whether or not government programs have been
formulated and approved with clear and specific objectives;

ii. Assess whether or not the means provided (budget, etc.)

for a new or ongoing government program are adequate,
consistent, suitable or relevant;
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lii. Assess whether or not the quantity, quality and timeliness
of the public services meet the
statutory objectives;

iv. Assess the effectiveness of government investments and
programs and/or their individual components, i.e., ascertain
whether or not the goals and objectives are met; and

v. ldentify the relative utility of alternative approaches to yield
better performance or eliminate factors that inhibit
program/project effectiveness.

b. Efficient means being abl e tgveniiilto t hi n

available resources/inputs and within a specified timeframe.

This is about delivering a given quantity and quality of outputs

with minimum inputs or maximizing outputs with a given

guantity and quality of inputs. It follows the principle of

prioritization and leveraging by determining the critical path

and assigning available resources. Efficiency means optimum

utilization of resources keeping in mind the objectives of the

organization.

In evaluating efficiency, the main question is whether or n ot
available inputs have been put to optimal or satisfactory use
or whether the same or similar results in terms of quantity,

guality and turn -around time could have been achieved when
compared with other public service sector organizations, both
public and private.

For instance, are the processes generating the most output i
in terms of quantity and quality T from the inputs? The
guestion refers to the relationship between the quality and
guantity of product s/goods and services generated and the
inputs utilized to produce them, in order to achieve the desired
results.

The efficiency of a process is audited by examining the inputs
based on available resources utilized, determining whether or
not policy and regulatory measures are properly in place, or
assessing the degree of leverage with other public service
sector organizations.

Any finding on efficiency is usually only relative, while
occasionally, inefficiency is immediately apparent. A finding on
efficiency can be formulated by means of a comparison with
similar activities, with other periods, or with a standard that

has been explicitly adopted.
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There is a need for a process evaluation to review the

efficiency and the ethicality of a process. As previously
mentioned, efficienaygiiwe mdtoh exgauah
resources/inputs and within a specified timeframe, while

ethicality is about conforming to the norms of conduct and

ethical standards in the course of the delivery of services to

the public. A three-pronged approach is done involving the

review of implementation, risk response, performance review

and compliance review. It is a typi cal work back approach to

evaluate the conformity of the organization/program/project to

statutory and regulatory requirements, design, standards, and

cient/ citi zensd® needs and expectati o

In essence, efficiency indicates how well an organization uses
its inputs to produce or deliver quality products/goods and
services. Thus, it focuses on the transformation of inputs to
outputs, and the rate (productivit y) at which inputs are used
to produce or deliver the outputs. Output dimensions include
guantity, quality and timeliness. The quantity of outputs
delivered to the public are in terms of amount, volume, or
number of products/goods produced and/or level of services
delivered. Outputs should meet the quality requirements;
statutory and regulatory requirem ents; agency requirements;
process design and standards; and the needs and expectations
of the citizens. In short, quality outputs are delivered to
improve the quality of life of the public being served.

c. Ethical means being able to conform to the norms of conduct
and ethical standards as contained in RA No. 6713 dated
20 Febrwuary 1989, otherwise known
and EthicalStandar ds f or Public Officials

The Code of Conduct and Ethical Standards for Public Gficials
and Employees declares that public officials and employees
shall at all times be accountable to the people and shall
discharge their duties with utm ost responsibility, integrity,
competence, and loyalty, act with patriotism and justice, lead
modest lives, and uphold public interest over personal interest.

Every public official and employee is expected to observe the
standards of personal conduct in the discharge and execution
of official duties which, among others, include the following:

I. Commitment to public interest. Public officials and
employees shall always uphold public interest over and
above their personal interest. All government resources and
powers of their respective offices must be employed and
used efficiently, effectively, honestly and economically,
particularly to avoid wastage in public funds and revenues.
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li. Professionalism. Public officials and employees shall
perform and discharge their duties with the highest degree
of excellence, professionalism, intelligence and skill. They
shall enter public service with utmost devotion and
dedication to duty. They shall endeavor to discourage
wrong perceptions of their roles as dispensers or peddlers
of undue patronage.

A compliance audit shall be made to determine conformity with

the norms of conduct and ethical standards. The procedures
for fact-finding review in administrative cases (e.g., 2017 Rules
on Administrative Cases in the Civil Servce or Rules of
Procedure of the Office of the Ombudsman) can be used in the
evaluation of ethicality.

d. Economical means being able to perform functions and tasks
using the least amount of resources/inputs within a specific
timeframe. It implies that the r esources/inputs should be
acquired at the right cost, at the right time, at the right place,
in the right quantity and of the right quality.

Organizations are enjoined to exercise prudence and restraint
in the use of their resources by focusing on their ¢ ore functions
and prioritizing their programs/projects to those which would
contribute best to the attainment of agency objectives.
A compliance audit is made in an input evaluation (economy).
Adherence to the Government Procurement Reform Act
(RA No. 9184 dated 10 January 2003) and its Revised
Implementing Rules and Regulations will also help in ensuring
economy.

Audits of economy may provide answers to questions such as
the following:

I. Do the means chosen, policy, organization (public or
private service entities) i the inputs i represent the most
economical in the achievement of the or gani zati on.
objectives and goals?
ii. Have the human, financial and non-financial resources
been used economically?

It is often a cha llenging task for an auditor to assess whether
or not the inputs chosen represent the most economical use of
public funds and property and whether or not the least amount
of resources available have been used economically. These are
considered as inputs: statutory policy, mandate, organization,
laws, regulations, managerial policies, and resources
(manpower, money, minutes, materials, machines, methods
and measures).
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5. Principles of Internal Auditing

Internal auditing is characterized by reliance on a number of principles that
auditors must adhere to. These principles should help make it an effective and
reliable tool in support of management policies and controls. 28

5.1 Objectivity and Impar  tiality ,and Avoidance of Conflict of Interest

Objectivity and impartiality are vital to the effectiveness of the internal

audit function. In order to maintain objectivity and impartiality and uphold

public interest, the internal audi tor should avoid conflict of interest at all
times. He/she should maintain an impartial, unbiased attitude,
characterized by integrity and an objective approach to work, and be
constantly conscious of and alert to factors which may give rise to conflict
of interest.

Objectivity means an unbiased mental attitude and professionalism that
allows an internal auditor to perform engagements with no quality
compromises. The principle of objectivity imposes on all internal auditors
the obligation to be fair and intellectually honest. Objectivity requires the
auditors not to subordinate their judgment on audit matters to that of
others. In the execution of an audit, the internal auditor must base his/her
findings on relevant, reliable, sufficient and time ly audit evidence and a set
of criteria. Such criteria include statutory policies, rules, regulations and
procedures.?®

Impartiality, on the other hand, means that the internal auditor is free from
bias and conflict of interest. He/she does not use his/ her position to acquire
benefits or advantage for himself/herself or his/her related interests.

To be objective and impartial, the internal auditor shall at all times uphold

public interest over and above personal interest. He/she should have no
direct authority or responsibility for th e activities he/she reviews and no
responsibility for developing or implementing processes or systems.
He/she should not engage in regular functions or activities which are the
primary duties of another unit of the agency, as noted in the NGICS.
He/she should not have a vested interest in the activity being audited.

Internal auditors are not allowed to make the rules 71 they shall audit
against performance standards that are already in place and accepted by
the agency. If t hey develop the rules, they cannot impartially evaluate the
effectiveness and application of these rules.

28PNS I1SO 19011:2018 (ISO published 2018), Guidelines for auditing management systems, p.5

2 This was aptly illustrated in Veneracion and Linatoc v. Office of the Court Administrator, A.M. NeQ®RI432, 21 June 2000 and

Muro v. Sate Prosecutors, A.M. No. RB2-8 7 6 , 11 December 1995. AWhat is required
independent judiciary does not mean that judges can resolve specific disputes entirely assbeyhegeaare bound by limitations on

their authority, by substantive and procedural rules of law, more importantly by Constitutional precepts and the rexfdbeitipfaces

in the hierarchy of courts.o
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5.2 Professional Competence

The internal auditor must maintain high standards of competence and
professional integrity commensurate with his/her responsibilities and
mandated functions. He/she should commit to the highest degree of
professional competence, both in the technical and ethical sense, through
empowerment and continuing self-development. He/she must possess and
continually develop the knowledge, skills and other competencies needed
to perform their responsibilities in order to continually enhance the quality
of audit.

5.3 Authority and Confident iality

Based on the audit objectives and subject to compliance with the internal
security policies of public service organizations3® the head of agency
should authorize internal auditors to have full, free and unrestricted access
to all functions, premises, assets, personnel, records, and other documents
and information that the IAS/IAU head considers necessary in undertaking
internal audit activities.

All records, documentation and information accessed in the course of
undertaking internal audit activities are to be used solely for the conduct
of these activities. The internal auditor should respect the confidentiality of
information acquired in the course of performing the audit activities and
should not use or disclose any such information without proper and specific
authority, unless there is a legal or professional right or duty to disclose.

Confidentiality is not only a matter of disclosure of information. It also
requires that the internal auditor acquiring information in the course of the
audit neither uses nor appears to use that information for personal
advantage or for the advantage of a third party.

The IAS/IAU head and the individual internal audit staff are responsible
and accountable for maintaining the confidentiality of the information they
receive during the course of their work.

In case the IAS/IAU receives a request for a copy of internal audit plans,
reports and other related or supporting documents, the requesting entity,
whether an internal or external party, should only be given the same after
proper authorization by the DS/HoA/GB/AuditCom. In addition, access to
such documents should be in accordance with agency-specific policies on
security of information and disclosure.

30 public service organizations are classifiedoitvo: (1) public entities and (2) igate enterprises providing public services.
[Item 3.1.1(a), Chapteri3Components of Internal Contrdlational Guidelines on Internal Control Systems issued under DBM Circular
Letter No.20088, 23 October 2008,
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5.4 Evidence -Based Approach

Internal auditors should be able to gather sufficient evidential matters in
support of their findings and recommendations. 3! Audit evidence covers all
information that permit the auditor to reach reliable conclusions through
valid reasoning. Pieces of evidence need to be relevant, sufficient and
appropriate.

(Refer to PGIAM Part Il T Practices, Chapter 2 for the discussion of the
tools and techniques in gathering and analysis of evidence.)

5.5 Code of Conduct and Ethics

As public servants, internal auditors are bound by the Code of Conduct and
Ethical Standards for Public Officials and Employees in the performance of
their functions. Rule X of the Rules Implementing said Code affirms as
grounds for administrative disciplinary action at least twenty-three (23)
acts or omissions declared unlawful or prohibited by the Code (see Box 1).

Box 1 T Rule X: Grounds for Administrative Disciplinary Action

Section 1 . In addition to the grounds for administrative disciplinary action prescribed
under existing laws, the acts and omissions of any official or employee, whether or not

he holds office or employment in a casual, temporary, hold -over, permanent or regular
capacity, declared unlawful or prohibited by the Code, shall constitute grounds for
administrative disciplinary action, and without prejudice to criminal and civil liabilities

provided herein, such as:

a. Directly or indirectly having financial and material interest in any transaction
requiring the approval of his office. Financial and material interest is defined as a
pecuniary or proprietary interest by which a person will gain or lose something;

b. Owning, controlling, managing or accepting employment as officer, employee,
consultant, counsel, broker, agent, trustee, or nominee in any private enter prise
regulated, supervised or licensed by his office, unless expressly allowed by law;

c. Engaging in the private practice of his profession unless authorized by the
Constitution, law or regulation, provided that such p ractice will not conflict or tend
to conflict with his official functions;

d. Recommending any person to any position in a private enterprise which has a
regular or pending official transaction with his office, unless such recommendation
or referral is mandated by (1) law, or (2) international agr eements, commitment
and obligation, or as part of the functions of his office;

These acts shall continue to be prohibited for a period of one (1) year after
resignation, retirement, or separation from public office, e xcept in the case of
paragraph (c) above, but the professional concerned cannot practice his profession
in connection with any matter before the office he used to be with, within one year
after such resignation, retirement, or separation provided that any violation hereof
shall be a ground for administrative disciplinary action upon re-entry to the
government service.

81 Section3.2, Administrative Order No. 278 (Directing the Strengthening of the Internal Control Systems of Government Offices,
Agencies, Governmetr®wned and/oi Controlled Corporations, Including Government Financial Instingiand Local Government
Units, in treir Operations), 28 April 1992
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e. Disclosing or misusing confidential or classified information officially known to him
by reason of his office and not made available to the p ublic, to further his private
interests or give undue advantage to anyone, or to prejudice the public interest;

f.  Soliciting or accepting, directly or indirectly, any gift, gratuity, favor, entertainment,
loan or anything of monetary value which in the course of his official duties or in
connection with any operation being regulated by, or any transaction which may
be affected by the functions of, his office. The propriety or impropriety of the
foregoing shall be determined by its value, kinship or relat ionship between giver
and receiver and the motivation. A thing of monetary value is one which is evidently
or manifestly excessive by its very nature.

Gift refers to a thing or a right disposed of gratuitously, or any act of liberality, in
favor of another who accepts it, and shall include a simulated sale or an ostensibly
onerous disposition thereof.

Loan covers both simple loan and commodatum as well as guarantees, financing
arrangement or accommodations intended to ensure its approval. Commodatum
refers to a contract whereby one of the parties d eliver to another something not
consumable so that the latter may use the same for a certain time and return it.

This prohibition shall not include:

(1) Unsolicited gift of nominal or insignificant value not given i n anticipation of, or
in exchange for, a favor from a public official or employee or given after the
transaction is completed, or service is rendered. As to what is a gift of nominal
value will depend on the circumstances of each case taking into account the
salary of the official or employee, the f requency or infrequency of the giving,
the expectation of benefits, and other similar factors.

(2) A qift from a member of his family or relative as defined in the Code on the
occasion of a family celebration, and without any expectation of pecuniary gain
or benefit.

(3) Nominal donations from persons with no regular, pending, or expected
transactions with the department, office or agency with which the official or
employee is connected, and without any expectation of pecuniary gain or
benefit.

(4) Donations coming from private organizations, whether local or foreign, which are
considered and accepted as humanitarian and altruistic in purpose and mission.

(5) Donations coming from government to government entities.
As to gift or grants from foreign governments, the Congr ess consents to:

(i) The acceptance and retention by a public official or employee of a gift of
nominal value tendered and received as a souvenir or mark of courtesy;

(i) The acceptance and retention by a public official or employee of a gift in
the nature of a s cholarship or fellowship grant or medical treatment; or

(iii) The acceptance by a public official or employee of travel grant or expenses
for travel taking place entirely outside the Philippines (such as allowances,
transportation, food and lodging) of more tha n nominal value, if such
acceptance is appropriate or consistent with the interests of the Philippines,
and permitted by the head of office, branch, or agency to which he
belongs. Nothing in the Code shall be construed to restrict or prohibit any
educational, scientific or cultural exchange programs subject to national
security requirements.

g. Obtaining or using any statement filed under the Code for any purpose contrary to
morals or public policy or any commercial purpose other than by news and
communications media for dissemination to the general public;

h. Unfair discrimination in rendering public service due to party affiliation or
preference;

i. Disloyalty to the Republic of the Philippines and to the Filipino people;
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j.  Failure to act promptly on letters and re quests within fifteen (15) days from receipt,
except as otherwise provided in these Rules;

k. Failure to process documents and complete action on documents and papers within
a reasonable time from preparation thereof, except as otherwise provided in these
Rules;

I.  Failure to attend to anyone who wants to avail himself of the services of the office,
or to act promptly and expeditiously on public personal transactions;

m. Failure to file sworn statements of assets, liabilities and net worth and disclosure
of business interests and financial connections; and

n. Failure to resign from his position in the priva te business enterprise within thirty
(30) days from assumption of public office when conflict of interest arises, and/or
failure to divest himself of his shareholdings or interests in private business
enterprise within sixty (60) days from such assumption of public office when conflict
of interest arises, provided however, that for those who are already in the service
and a conflict of interest arises, the official or employee must either resign or divest
himself of said interests within the periods here -in above provided, reckoned from
the date when the conflict of interest had arisen.

5.6 Hierarchy of Applicable Internal Auditing Standards and Practice

The hierarchy in determining government internal auditing standards in the
Philippine public sector, in the order of authority, is as follows:

a. The Philippine Constitution;

b. Laws, rules, and regulations on public governance and accountability,
and applicable jurisprudence;

c. Government policies, standards, guidelines, and regulatory issuances;

d. Standards and other issuances of intergovernmental organizations such
as those of the United Nations6 speci
and

e. Relevant or applicable standards and best practices in governance,
accountability, and operations, both local and international, such as
those of the International Organization for Standardization (ISO) and
other officially recognized organizations and associations.

5.7 IAS/IAU Functions as Dist ingui shed from the Operations and
Processes of Other Units

Pursuant to the Administrative Code of 198732, as amended, the IAS/IAU
is responsible for the conduct of a comprehensive audit of various activities
of the agency. It shall cover audit areas in all units of the agency, including
agencies under its supervision and control and administrative
supervision 33

32 Section 8, ChapteridDepartment ServiceJitle Vi Public Works and Highway®ook IVi The Executive Branch, Executive Order
N. 292 (Administrative Code of 1987), 25 July 1987, asrated

33 Section 2.1, DBM Circular Letter No. 20@8(Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Unit in Departments/Agencies/GOCCs/GFls Concerned), 14 April 2008
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Inasmuch as the scope of internal audit is broad such that the agency
operations, programs and projects, including their systems and processes,
are subject to it, the IAS/IAU should refrain from participating in the
operations and processes of another unit as this is in conflict with the post -
audit (ex post facto or after the fact/transaction) function of the internal
audit.

The IAS/IAU is not responsible for or required to participate in activities

which are essentially part of the regular operating functions or the primary

responsibility of another unit in the organization. 3 These include
management and process improvements of operating and support services
systems, such as quality management, HRM, and financial management,
which are the responsibilities of the operating and support services units
concerned.

The following examples of activities are considered as non-internal audit
functions that should not be undertaken by the IAS/IAU:

a. Conduct of internal quality audit as part of the ongoing implementation
of the QMS;

b. Participation in procurement procedures, including membership in the
Bids and Awards Committeg its secretariat or technical working group;

c. Preparation or review of draft policies, guidelines, standards or
operating procedures of other offices;

d. Review and certification of financial reports before approval by the
agency head;

e. Pre-audit of vouchers and counter-signature of checks;

f. Inspection of deliveries, although the internal auditor may, as part of
his examination, observe inspection;

g. Preparation of treasury and bank reconciliation statements;

h. Development and installation of systems and procedures, except in
exceptional cases wherein the internal auditor may assist by way of
giving suggestions;

i. Conduct of physical inventories; and

j-  Maintenance of property records.

Internal auditors are not precluded from joining investigation teams/

committees as long as the same is in line with their internal audit functions.
For instance, there are areas under investigation that should be backed by
internal audit reports.

In case the IAS/IAU is instructed to undertake non -internal audit tasks, it
should communicate in official writing (e.g., memora ndum) to the agency
head that it is prohibited from performing the same, citing the foregoing

provisions of this Manual. Notwithstanding its position on the matter , the

34 Section 1 (2.0)Administrative Oder Na 278 (Directing the Strengthening of the Internal Control Systems of Government Offices,
Agencies, Governmet®wned and/oi Controlled Corporations, Including Government Financial Institutions and Local Government
Units, in their Operations), 28 Aip1992
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IAS/IAU must comply with the decision of the agency head, who will
act/decide on the matter based on his/her sound discretion.

A sample template of such communication that could be used by the
IAS/IAU in informing its principal regarding the matter is in Appendix A
I__Suggested Templates .

5.7.1 Risk Mana gement

Under the Philippine National Standard (PNS) on risk
management, risk is the effect or consequence of uncertainty on

t he agency 0% Mooebvererisk maunagesnent refers to
the coordinated activities and methods used to direct an
organization and to control the many risks that can affect its ability

to achieve objectives.36

Risk management is an inherent function of the government
agencies as shown in the following agency policies and objectives
that are specifically mandated by law:

a. i T h atiormdl Security Council (NSC) shall serve as the lead
agency of the government for coordinating the formulation of
policies, relating to or with implications on the national
s e ¢ u F’iAmong ather powers and functions of the NSC is
t o Vvaluate] and analyze all information, events, and
incidents in terms of the risks they pose or implications upon
or threats to the overall security and stability of the nation, for
the purpose of recommending to the President appropriate
action thereono® As such, it is the NSC who shall assess the
risks that may have impact on achieving national security and
choose the appropriate risk treatment.

%Risk i feffect o f uncert ai n(ungerscoong suppbeJlagse 1,il.¥, ENSASO Guide 73:2010 (ISO published 2009),
Risk managemerit Vocabulary, 11 March 201®NS ISO 31000:2018 (Risk managemerbuidelines), second editipr201802,
ISO/IEC 310101, Edition 2.0, 20436, Risk ManagemerfitRisk assessment techniglies

3 PNS I1SO 31000:2018 (Risk managemief@uidelines), second edition, 2602

87 Section 3, Chapter 2 National Security Council, Subtitleil Preliminary Provisins, Title VIIIT National Defense, Book IV The
Executive Branch, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended

38 Section 5 (2), Id.
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b. The Department of Foreign Affairs (DFA)®*® advises and assists
the President in the field of foreign relations in pursuit of
national sovereignty, territorial integrity, national interest, and
the right to self -determination. Under the Administrative Code
of 1987, as amended, the Secretary, who shall have
supervision and control of the Department, has the authority
and responsibility for the exercise of the mandate of the
Department and for the discharge of its powers and
functions.%® The DS shall assess the risks that may affect the
formulation and implementation of foreign policy.

c. Similarly, the Department of National Defense (DND)*! shall
conduct risk management*? to assess risks that may affect its
mandate to maximize its effectiveness for guarding against
external and internal threats to natio nal peace and security,
and provide support for social and economic development.

d. The Department of Justice (DOJ*3 is mandated to administer the
criminal justice system in accordance with the accepted
processes thereof consisting of the investigation of the crimes,
prosecution of offenders and administration of the correctional
system under the supervision and control of the DS. The DS
shall assess the risks that may affect the effective and efficient
administration of the justice system.

e. The Department of the Interior and Local Government (DILG) #4
is mandated to promote peace and order, ensure public safety
and further strengthen local government capability aimed
towards the effective delivery of basic services to the general
public under the supervision and control of the DS. The DS
shall assess the risks that may affect the peace and order,
public safety and strengthening of local government capability.

39 Section 1, Chapteril General Provisions, Titleil Foreign Affairs, Book Vi The Executive Branch, Executive Order No. 292

(Administrative Code of 1987), 25 July 1987, as amended

‘[ S E Ci. AutBority and Responsibility of the Setary The authority and responsibility for the exercise of the mandate of the

Department and for the disalge of its powers and functions shall be vested in the Secretary, who shall have supervision and control of

t he Depart meirBecremriefubreepratagias an2l Assistant Secretaries, BaoK ¢ Executive Branch, Executive Order

No. 292 (Administrative Code of 1987), 26ly 1987, as amended]

41 Section 15, Chapteril General Provisions, Subtitle il Department of NationdDefense, Title VIIIi National Defense, Book IV

The Executive Branch, Executive Order No. 292 (Admiatste Code of 1987), 25 July 1987, as amended

42 fiThe effectiveness of risk management will depend on its integration into the governance of timtiwgaimcluding decision

making. This requires support fr dCGause 5B RNSHSOIIBIM@RE. (Ripkanartageimant ar | y t o
Guidelines), second edition, 26082 ] ; AfTop management and ov eldessurgthatrisibnoadagemsentis wher e a
integrated into all organizational activities and demonstrate leadestipommitment by x x x. Top management is accountable for

managi ng ri sk whil e oversight bodi es ar ause &.2,cRNS 10a3100@&2018 o r over
(Risk managemerit Guidelines), second editi, 201802]

43Section 1, ChapteiilGeneral Provisions, Title [Tl Justice, Book IV The Executive Branch, Executive Order No. 292 (Administeativ

Code of 1987), 25 July 1987, as amended

4 Section 2, Republic Act No. 6975 (Department of the Interidrlaotal Government Act of 1990), 13 December 1990
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f. The Department of Health (DOH)*® is mandated to promote,
protect, preserve or restore the health of the people through
the provision and delivery of health services and through the
regulation and encouragement of providers of health goods
and services under the supervision and control of the DS. The
DS shall assess the risks that may affect the promotion,
protection, preservation or restoration of the health of the
people through the provision and delivery of health services
and through the regulation and encouragement of providers of
health goods and services.

g. The Department of Finance (DOP“¢ is primarily responsible for
the formulation, institutionalization and administration of fiscal
policies to attain fiscal sustainability by managing assets and
debt effectively under the supervision and control of the DS.
The DS shall assess the risks that may affect the
(1) formulation, institutionalization and administra tion of fiscal
policies; (2) generation and management of the financial
resources of the government, to ensure that said resources are
generated and managed judiciously and in a manner
supportive of development objectives; (3) supervision of the
revenue operations of all local government units, with the
objectives of making these entities less dependent on funding
from the national government; and (4) review, approval and
management of all public sector debt, whether foreign or
domestic to ensure that all borrowed funds are effectively
utilized and all such obligations are promptly serviced by the
government.

h. The National Privacy Commission (NPCY’ is mandated to
administer and implement the Data Privacy Act of 2012, and to
monitor the implementation of t he Act and ensure compliance
of the country with international standards set for personal
data protection. Under the implementing rules and regulat ions
of RA No. 10173, the head of agencies shall ensure the
implementation of privacy policies and appropriate security
measures with regard to sensitive personal information
maintained by an agency.*®

4 Section 2, ChapteiilGeneral Provisions, Title IXHealth, Book IVi The Executive Branch, Egetive Order No. 292 (Administrative

Code of 1987), 25 July 1987, as amended

4 Section 2, Chapter i Geneal Provisions, Title Ili Finance, Book IVi The Executive Branch, Executive Order No. 292

(Administrative Code of 1987), 25 July 1987, as amended

47 Section 2Republic Act No. 10173 (Data Privacy Act of 2012), 15 August 2012

®ASensitive pienrmaiotained by annagemcy mayt not be transported or accessed from a location off or outside of
government property, whether by its agent or emm@pyaless théead of agency has ensured the implementation of privacy policies

and appropriate security msuresA request for such transportation or access shall be submitted to and approved by the head of agency.

The request must include proper accaubti | i ty mechanisms in the processing of dat a. ¢
Implementing Rule and Regulations of Republic Act No. 101D&{a Privacy Act of 2012), 15 August 2012]
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I. Under the implementing rules and regulations of RA No.
10173*, ftlhe head of each government agency or
instrumentality shall be responsible for complying with the
security requirements me nt i oned herein. o

i. Accordingl vy, A a gover nment agert
processing of personal data shall, through its head of
agency, designate a DPOYWwhbata Pr
i's Aaccountable for theeAdencyo6s
[ Data Pri vac}¥y (wWoosinwdcket udpkefl) o

lii. Therefore, it is not the function of the internal auditor to
facilitate the development and implementation of the
privacy progr am, eval uate t he
privacy risk assessment to determine the needs and risk
exposures of the agency, or provide assurance on the
effectiveness of the privacy policies, practices, and controls
across the agency. It is the Data Protection Officer 53,
designated by the HoA%*, who has the function to secure all
sensitive personal information®®> maintained by the
government agency®®, subject to the rules and other
issuances of the National Privacy Commission and other
applicable laws and regulations relating to privacy and data
protection.

4 RA No. 10173 Data Privacy Act of 2012), 15 August 2012

50 fiSection 30Responsibility of Heads of Agencieall sensitive personal information maintained by the gorent, its agencies, and

instrumentalities shall be secured, as far as practicable, with the use of the most appropriate standard ngtogmi#echiation

and communications technolp@ndustry, subject to these Rules and other issuancée @dmmission. The head of each government

agency or instrumentality shall be responsible for complying with the security requirements mentionex ke&reid. [ Rul e VII. Sec
of Sensitive Pesonal Information in Governmeriplementing Rules and Bdationsof Republic Act No. 10173 (Data Privacy Act of 2012),

24 August 2016

SIAWHEREAS, Section 4 of NPC Circular 203@L declares that a government agency engagée iprocessing of personal data shall,

through its head ofme nc y , designate a DPO [Data Protection Officer]o (emph
[6 Whereas Provision, National Privacy Commission Advisory No. 21 {Desgnation of Data Protection Officers), 14 March 2017]

AFb.Data Protection Officerdé refers to an individual cheesi gnat ed
with the Act:Provided that the individual must be an organic enygle of the government agen®rovided further that a govexment
agency may have more than one data protection office&enpral (itali c:s

Provisions, National Privacy Commission Circular@B(Security of Personal Data in Government Agencies), 10li@ct2016]

53 d.

54 fiH. dHead of Agencgrefers to: (1) the head of the government entity or body, for national government agencies, constitutional
commissions or offices, or branches of the govemin(2) the governing board or its duly authorized offiiagovernment owned and
controlled corporations, government financial institutions, and state colleges and universities; (3) the local chie¢ efeciobal
government unit;, [ S e c tefinidom of FermsDRule I General Provisions, NationakiPacy Commission Circular No. 11
(Security of Personal Data in Government Agencies), 10 October 2016]

%5fi(g) Personal informatiomefers to any information whether recorded material form or not, from which the identity of an individual

is apparentr can be reasonably and directly ascertained by the entity holding the information, or when put together with othérnnformat
would directly and certainly identify an individual. [ Secti on 3, Definition of Tertaig20l2,Republ i c
15 August 2012]

56 AG. dGovernment Agendyrefers to a government branch or body or entity, including national government agencies, bureauss,or office
constitutional commissions, local government units, governime@ned ad controlled corporations, government financial institutions,
state colleges and universities; [ Sect i on 3, D e fi iGeneral Provisions, Natidhal Privexy, CorRrmds®rculiar No.

16-01 (Security of Personal Data in Government Agenciésctober 2016]
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Distinct from the objectives of the IAS/IAU are the statutorily
mandated core functions of departments and agencies. Under the
PNS on risk management, the conduct of the same®’ is the
responsibility of management, not of the internal audit of the
executive branch. Likewise, risk management, together with
governance, control and their process improvement, is the
responsibility of the agency head, and not by the internal auditor
of the executive branch.

The foregoing is supported by the following:

a. For effective, economical and efficient government operations, the
agency head ensures that the budget supports the
achievement of explicit objectives and expected results of
government agencies consistent with the national socio-
economic development plan®®.

b. The DS is vested with powers and functions to effectively
perform his/her supervision and control over bureaus, offices
and agencies under him/her. He/she is responsible in ensuring
t hat t he age meylbilkedasdorpimgly.t i ves

c. The Undersecretanf® is expected to oversee the operational
activities of the department to ensure that it is economical,
efficient and effective.

d. The Heads of Bureau$? in general are likewise responsible for
the economical, efficient and effective operations of their

bureaus.
iThe effectiveness of risk management wil/l depend oion-its integ
making. This requires supportfo st akehol der s, particul arly t oPl8(Rskmagagememmt . 0 [ Cl a
Guidelines), second edition, 20082 ] ; AfTop management and oversight bodies, where a
integrated into all orgamational activities and demonstrate leadership and commitment by x »>mdieagement is accountable for
managing risk while oversight bodies are accountable for overs

managemerit Guidelines) second edition, 20182]
[ SECT | Oétlardtion of Policy.i x x x The budget shall be supportive of and consistent with the-socimomic
development plan and shall be oriented towards the achievement of explicit objectives and expectedo ressiteghat funds are
utilized and operations are conducéffdctively, economically and efficiently  x 58 gunderscoring supplied) [Chaptei Budget Policy
and Approach, Book Vi National Government Budgeting, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987,
as amend#
%R SECT I Muthoriy and Responsibility of the Secretdnyfhe authority and responsibility for the exercise of the mandate of the
Department and for the discharge of its powers and functions shall be vested in the Secretary, who shall haios supgboastrol of
t he Depart mehS$ecrétarigs,ndergecretaries2and Assistant Secretaries, Bdokh¥ Executive Branch, Executive
Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]
%[ SE CT I QPhwers GndDuties ofthe Undersecretaryi The Undersecretary shall:

XXX
(3) Coordinate the programs and projects of the department and be responsible for its economical, efficient and effeistiraiadm
X X X0 CHapter 2 Secretaries, Undersecretaries, asgistantSecretaries, Book |1V The Executive BranctExecutive Order No. 292
(Administrative Code of 1987), 25 July 1987, as amended]
51 SE CT | (Bhrealis8n General (1) A Bureau is any principal subdivision of the department performsiggie major functin
or closely related functions. Bureaus are either staff or line;

X X X
(3) Each bureau may have as many divisions as are provided by law for the economical, efficient and effectiveqeeddritea
funct i on sthelaw] Chamtddi Buseaus, Book IM The Executive BranclExecutive Order No. 292 (Administrative Code
of 1987), 25 July 1987, as amended]
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e. The Regonal Directors®?, heads of regional offices, are also
responsible for the economical, efficient and effective
operations in the regional level.

f. The Board®® of the GOCCs are primarily responsible for
governance. Consequently, it is the board and not the
management that is primarily accountable to the state for the
operations and performance of the GOCC.

g. The governance committee®* of GOCCs oversees the periodic
performance evaluation of the board and its committees,
including the management to ensure operations is economical,
efficient and effective.

h. Meanwhile, the risk management committee®® performs
oversight risk management functions.

i. The AuditConf® of the GOCCs oversees, monitors and
evaluat es t he adequacy and effec
internal control system.

57.2 Risk Assessment

Risk assessmentis the overall process of risk identification, risk
analysis and risk evaluation.®” Similar with risk management, the
responsibility to undertake risk assessment on agency, sectoral
OPS STO, and GASrests with the DS/HOA or GB/AuditComand
the functional, operating and support units concerned.

2ASECTI ON 26. Funct i d(LpAr regibnalofficRshgli onal Of fice.

X X X

(b) Provideeconomical, efficient and effecévservice to the people in the area;

XXX 0 (i tal i Chaptdar FieldtOfffiees, BamkMYi THe Executive BranclExecutive Order No. 292 (Administrative Code
of 1987), 25 July 1987, as amended]

S3ASECTION 5. Board Directly Vested with Corpot@Powersi Having been vested directly by law with the legal capacity and authority
to exercise all corporate powers, conduct all the business, and to hibieipatipertiesof the GOCC, the Goming Board isprimarily
responsible for the governanakthe GOCC. Consequently, it is the Board and not Management graharily accountable to the state
for the operations and performancef t h e (e@@h@s3.add italics in tHdemorandum Circulainderscoring suppliedispvernance
Commission for GOCEMemorandum Circulddo. 201207 (Code ofCorporate Governance for GOCCs) approved by the President,
28 November 2012]

54 iGovernance Committeex x x

(a) Overseeing the periodic performance evaluation of the Board and its committees and Managdnatst;nducting an annual
self-evaluation of their performance;

X X x0 (italics in the MeaomemanadggommissiorCior GOCCs Memorandumt Cirquidn. 126120 . 3 ,
(Code of Corporate Governance for GOC&gproved by the@sident, 28lovember 2012]

®fFRi sk Managemexxk Committee.

(a) Performing oversight risk management functions specifically in the areaanaiging credit, market, liquidity, operational, legal,
reputational and other risks of the GOCC, and crisisagament, X X X ;

X X XO (italics in thtemMedidlrandum Circul ar) |

%A Audit Cixami ttee.

(a) Overseeing, monitoringang@ | uat i ng the adequacy and effectiveness of the GO
oversightott h e GOCCo6s internal and external auditors, and coordinate
X X X0 (italics in thtemIe&2adlrandum Circul ar) |

57 PNS ISO 31000:2018 (Risk managemie@uidelines), second edition, 2608
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Relatedly, control risk assessment is primarily performed by the
DS/HoA or GB/AuditCom as part of its regular functions. In
bureaus, regional offices and LGUs, the bureau drector, regional
director, governor and mayor performing management control

functions shall conduct both operations and control risk
assessments. Heads of organizations or units from the DS down
to the regional and local government heads who exercise
supervision and control or administrative supervision at their

levels, i.e., sector, organization/agency, services, bureaus,
regions, as well as LGUs, must conduct an assessment of their
own control risks.

Except for purposes of planning and prioritizing poten tial audit
areas, the IAS/IAU should not conduct risk assessment. This is in
conflict with the post -audit function of the internal audit .

In essence the internal audit function in the public sectoris clearly
specified by law, distinct from other governm ent offices whose
functions are defined under the law creating the department/

agencyl/office. The IAS/IAU may encroach on the functions of the
government entity if it performs an assessment of the risks
affecting national and agency policies and objectives, by
identifying the highest risk.

5.7.3  Assurance Activity

Assurance activity, which involves the assessment of governance,
risk management and control, under mi nes t he A st

functional and procedur al®® apdi ncip
accountability embodied under the Administrative Code of 1987,
as amended.

The power of control and supervision is vested in the Secretary®.
The power of control encompasses or includes supervision/°
Assurance in the Administrative Code of 1987, as amended, is
actually part of admi ni strative supervision
oversee the operations of such agencies and to insure that they
are managed effectively,lefficientl

%A The Coeeeial al gw and O6i ncor p omajpot stngturglfonctianal and iprbdedul principtes she nt  t h e
governanc@é and o6éembodi es changes pioceduresdiesignadisavet rhaet ipwaengesseornng suppliedle s and
[Ople v. Torres, G.R. No. 127685, 23 July 1998, SCilgrary quoting 3' and 4" preambulatory clauses of Executive Order No. 292
(Administrative Code of 1987), 25 July 1987, as amended]

%/ SECTI Muthoriby and Responsibility of the Secretédrnfhe autlority and responsibility for the exercise of the mandate of the

Department and for the discharge of its powers and furctiball be vested in the Secretary, who shall have supervision and control of

t he Depart mehS$ecrétarigs,Gndergecrets, angl Assistant Secretaries, Bookil\Mhe Executive Branch, Executive

Order No. 292 (Administrative Code of 1987), 28y 1987, as amended]

[ SECT I (finiBoA of AdninistrativeRelationshig x x x

(1) Supervision and Control x x x. Unles a different meaning is explicitly provided in the specific law governing the relationship of

particular agencies, he word 6écontrol é shal |l asdefinednghéspaagraph.peu vd esri 9Dmo rainmdg csownp |
[Chapter 7i Administrative Relationship, Book IV The Executive Branch, Executive Order No. 292 (Administrative Code of 1987),

25 July 1987, as amendeqijoted in Remo v. Bueno, G.R. No. 175736 & 175898, 12 April 2016]

“H SECT | (DifiniBoA of AdninistrativeRelationship
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Among the functions of the DS/HOA is to ensure economical,
efficient and effective government operations. To ensure is part of
the duty of supervision.’?

As such, the Secretary or the head of an agency shall have
authority over and responsibility for its operation. ® The
Administrative Code of 1987, as amended, further provides that
he/she shall delegate such authority to the bureau and regional
directors as may be necessary for them to implement plans and
programs adequately.

Delegated authority shall be to the extent necessary for

economical, efficient, and effective implementation of national and

local programs in accordance with policies and standards
developed by each department or agency with the participation of

the regional directors. 74

Supervision is operationalized by requiring the submission of
reports which are audited or evaluated and inspected to determine
compliance with policies, standards and guidelines.

On the other hand, the internal auditor does not provide an
assurance service. As previously discussed, the heads or assistant
heads of agencies, as part of their power of supervision, determine
compliance with policies, standards and guidelines and take such
action as may be necessary for the proper performance of official
functions. These are operationalized by requiring the submission
of reports which are audited or evaluated and inspected.

Those who supervise are not involved in the day-to-day
operations. Hence, it is through management audit or
performance evaluation and inspection that compliance with
policies, standards and guidelines are determined.

XXX
(2) Administrative Supervisioii (a) Administrative supervision which shall govern the administrative relatiobhshieeradepartment
or its equivalent and regulatory agencies or other agencies as may be provided by law, shall be limitedhwithe@filte department
or its equivalent to generally oversee the operations of such agencies and to insure that they are managlyd effieitivily and
economically but without interference with dy d ay act i v i (underssoring suppd) [Chapter 77 Administrative
Relationship, Book IM The Executive Branch, Executive Order No. 292 (Administrative Code of 198725987, as amended]
Alt is a standing rule that public of fbledoethes faiwdomensare that suchst odi ans
funds are safely guardedjainst loss or damage, and that they are expended, utilized, disgfiasetransferred in accordance with the
law and existing regulations, and on the basis of prescribed documentcaecdsne ary r ecor ds . 0[Dglos Bastesrvs cor i ng s
Commi ssion on Audit, G.R. No. 109 8ntsare city dffiSialsAfiBgguis who 2aGethd [egaldiityx x x pu
to ensure the laws are being followettluding laws thatdefie wh o may enf orce regul ations on public
[Sangguniang Panlungsod ng Baguio City v. Jadewell Parkis@®g Corp., G.R. No. 160025, 23 April 2014]
/i SECT | Muthoriby and Responsibility of the Secretédrnfhe authorig and responsibility for the exercise of the mandate of the
Departmentind for the discharge of its powers and functions shall be vested in the Secretary, who shall have supervision and control of
t he Depart mehS$ecrétarigs,Gndergecretariesnd Assistant Secretaries, Book ilVThe Executive Branch, Executive
Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]
i SECT I QO ®elegdtion of Authorityi The Secretary or the head of an agency shall have authority ovexrspoasibility for its
operation. He shatlelegate such authority the bureau and regional direct@s may be necessary for them to implement plans and
programs adequately. Delegated authority shall be to the extent necessary for economical, affitiefiectie implementation of
national and local programs in accandea with policies and standards developed by each department or agency with the patrticipation of
the regional direct or sChapter&Sugervision@nd Cartd, BoolcI\di rTherExecutive Branthj Exetytive [
Order No. 292 (Adminisative Code of 1987), 25 July 1987, as amended]
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The HoAs prescribe standards, guidelines, plans and programs.”®
They assign to the internal auditor the determination of

compliance thereof as prescribed, pursuant to laws, rules and
regulations. The internal auditor does not himself/herself
prescribe standards, guidelines, plans and programs because it
may constitute a conflict of interest or compromise objectivity if

the internal auditor prescribes the standards and at the same time

determine compliance with the same. Internal audit does not
manage or improve operations. Only those with power of control

can improve operations because they are the ones who prescribe
standards.

The internal auditor, who has no power to supervise, recommends

courses of action to the agency headfit o t ake such acti
be necessay for the proper performance of official functions,

including rectification of violations, abuses and other forms of

mal admi ni®tration. o

Itis the heads of agencies that certify and not the internal auditors

because the heads are the ones who have fiscal responsibility’”

and responsi bl e f or "tdeesuratgagfindsi e s 6 o0 |
are utilized and operations are conducted effectively, economically

and efficiently.”® Internal audit involves appraisal only.

i SECT | (DifiniBod of AdninistrativeRelationshig x x x

(1) Supervision and Controli Supervision and control x x;»and preseibe standards, guidelines, plans and programsx x0
(underscoring supplied)Chapter 7i Administrative Relationship, Book I/ The Executive Branch, Executive Order No. 292
(Administrative Code of 1987), 25 July 1987, as amended]

A SECT | (DifiniBoA of AdninistrativeRelationship

X X X
(2) Administrative Supervisioi (a) Administrative supervision which shall govern the administrative relatiobshieeradepartment

or its equivalent and regulatory agencies or otijeneies as may be provided by law, shalitnéed to the authority of the department

or its equivalent to generally oversee the operations of such agencies and to insure that they are managed effeigivglyaredfic

economically but without interfence with dayto- day activities; or requireghe submission of reports armhuse the conduct of

management audiperformance evaluation and inspecttondetermine compliance with policiestandards and guidelines of the

department to take such aion as may be necessary for fiteper performance of official functiongcluding rectification of

violations, abuses and other forms of maladministrationx (dndexrscoldng suppliedChapter 7i Administrative Relationship,

Book IVi The Executive Branch, Exetve Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]

7 ASECTION 10.Statement of Objectivésin keeping with the constitutional mandate, the Commission adheres to the following

objectives:

(1) Determine whether or nghe fiscal responsibility that rests directly with the head of the government duenbgen properly and
effectively dischar g[€hhpted 4 (udsdictienr Powessramdi-gnctisng @f fhé Commiigsion,itBuBti The

Commission on Audit, Titleil Constitutional Commissions, BookiVOffice of the President, Executive Order No. 292 (Administrative

Code of 1987), 25 July 1987, as amended]

"8 ASECTION 40.Delegation of Authorityi The Secretary or the head of agency shall have authority over and responsibility for its
operation. X 1 Supervisian arjd Conagb, Book IV e Executive BranctExecutive Order No. 292 (Administrative

Code of 1987), 25 July 1987, as arded];AISECTION 29.Powers and Dties in Generali The head of bureau or office shall be its

chief executive officer. He shall exercise overall authority in matters within the jurisdiction of the bureau, officecgr mgérding

thoserelating to its perationsand enforce alllamand r egul ati ons pertaining tioPowetsandd (under s
Duties of Heads of Bureaus or Offices, BookilVThe Executive BranctExecutive Order No. 292 (Administrative Code of 1987),

25 July 1987, as amended]

" ASECTION 3.Declaration of Policyi x x x The budget shall be supportive of and consistent with the-sooiomic development

plan and shall be oriented towards the achievement of explicit objectives and expectedtoesntisre that funds are utiéid and
operations are conducted effectively, economi cidBudget Poicypanhd ef f i ci en
Approach, Book VIi National Government Budgeting, Executive Order No. 292 (AdmitiiséraCode of 1987), 25 July 1987

as amended]
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Under the Philippine setting, the IAS/IAU is not involved in
assurance activity. The internal audit function or appraisal activity
as conducted by the IAS/IAU constitutes a separate component of
internal control, the objective of which is to determine whether or
not internal controls are well designed and properly
implemented.8° Said appraisal by the IAS/IAU does not include an
assur ance t hainterralhcentrots qrel mpemtdrss are
4Es.

Section 1, Chapter 1, Subtitle B, Book V of the Administrative Code

of 1987, as amended, provides the policy on fiscal responsibility

t h aat/ resources of the government shall be managed, expended

or utilized in accordance with law and regulations and safeguarded

against loss or wastage through illegal or improper disposition to

ensure efficiency, economy and effectiveness in the operations of
thegovernmentd Sai d | aw f ur tiheessporsibiyv i de s
to take care that such policy is faithfully adhered rests directly with

the chief or head of the government agency concerned. 0

Section 124 of the Government Auditing Code of the Philippines
categorical |l yitskall mevhe direcs respdnsabtiity df

the agency head to install, implement and monitor a sound system
ofinternalcontro,l6 |t 1is, therefore, the resf
head to ensure, not only to assure, adequate internal control.

Corollary thereto, Section 4, Chapter 19, Volume | of the
Government Accounting Manual for National Government

Agencies, requires the agency to submit a Statement of
Management 6s ReFnancial Statements which shall

ser ve as a covering letter i n trans
statements to the COA, and other regulatory agencies and

entities.®! The statement has to be signed by the Chief of Financial

and Management Office/Comptroller or the Chief of Office who

hasdi r ect supervision and control oV
and financial transactions, and the Head of Agency or his/her

authorized representative. In said statement, those signatories

have to c e mmanadement tmaiaidins & system of
accounting and reporting which provides for the necessary internal

controls to ensure that transactions are properly authorized and

recorded, assets are safeguarded against unauthorized use or
disposition and liabilities are recognized.o

80 Section 8(3), Chapteri3Department Services, Title ¥ Public Works and Highways, Book [V The Executive Branch, Executive
Order No. 292 (Administrative Code of 1987), 2J1987, as amended; and Sect&b (b), Title Ili Internal Control System, Volume
Ill, Government Accounting and Auditing Manual, COA Circular No-38B, 19 December 1991, p.82

81 COA Circular No. 201807 (Prescribing the Government Accounting Manwal Wse of All National GovernménAgencies),
22 October 2015
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The IAS/IAU does not exercise direct supervision and control and

is not responsible for procedures which are essentially a part of

regular operating activities or in operations which are the primary
responsibility of another unit in the agency/organ ization.8? Thus,

it is not the function of the IAS/IAU to ensure and even assure

t hat t he agencyo6s internal contr
characterized by the 4Es.

5.7.4  Process or System Improveme  nt

The improvement of systems and processes is a mandated
responsibility of government agencies so as to promote integrity,
accountability and good governance in the public service?3 All
offices/units involved in the delivery of government services are
required to undertake the same.

The IAS/IAU does not engage itself in undertaking process or
systems improvement for, or providing assistance to, operating
and support service units in departments and agencies. Instead,
it conducts root cause analysis in cases where the controls are
weak, and recommends courses of action (corrective or preventive
measures) for the DS/HoA or GB/AuditComto take.

Corrective measuresrefertoan or gani zationods acti c
the causes of noncompliance to policies, rules and regulations in

order to prevent recurrence. These actions shall be appropriate to

the effects of the nonconformities encountered.

Preventive measures refer to determined actions of the
organization to eliminate the causes of potential noncompliance in
order to prevent their occurrence. These actions shall be
appropriate to the effects of the potential problems.

82 Section 1, (2.0), Administrative Order No. 278 (Directing the Strengthening of the Internal Control Systems of Goverieeent Off

Agencies, Governmesdwned and/of Control Corporations, Includingovernment Financial Institutions and Local Government Units,

in their Operations), 28 April 1992

BfiSec. 5. Reengi neer i nidAldfites &g agéneien shich pravideRyovereneent serviees are hereby mandated

to regularly undertake eb compliance analysis, time and motion studies, undergo evaluation and improvement of theiicmansa
systems and procedures and reengineer the same if deemed nece
[Republic Act No. 11032 (Eas# Doing Business and Efficient Government Service Delivery Act of 2018), 28 May 2018]

Revised Philippine Government Internal Audit Man(24120) Page45 of 349



5.8

Internal Audit  as Distinguished from  Internal Quality  Audit

Internal audit should be distinguished from internal quality audit, which is
part of the implementation of a QMS, which is a management system.

Internal quality audit is being undertaken to assess conformance of the
agencyo6s QMS wienthof theHSO 9002:2015i Stardand, and
to provide information whether or not the QMS is effectively being
implemented and maintained.8* It is limited to the implementation of the
scope of the QMS. Particularly, it is conducted after the QMS s
established/installed in the agency and ideally prior to the conduct of a
certification/surveillance audit by the thir d party certification body.

It is undertaken by a team, which is ideally composed of representatives
from the different units of the organization, de pending on the scope of the
QMS and sites covered. The results of the internal quality audit are used in
the conduct of management reviews for continual improvement of the
QMS®

The distinctions between internal quality audit and internal audit are
summarized in Table 3 below.

Table 3 i Distinction Between Internal Quality Audit and Internal Audit
Particul ars Internal Quality Audit Internal Audit
Focus/ A Assessment of whether or not | A Appraisal of the adequacy
Purpose the agencyods QN of internal controls,
the organizatidg conduct of management
requirements for its QMS and audit, evaluation of the
the requirements of ISO results of operations,
9001:2015 Standard focusing on the
A Provision of information if the effectiveness of controls

QMS is effectively implemented
and maintained

Scope A Limited to the implementation A Covers all matters relating
of the scope of the QMS to operations and
management control,
including the operating
systems and support
services units/systems
(e.g., HRM system, FMS,
QMS, risk management
system)

84Clause 2.1, PNS ISO 9001:2015 (ISO published 2015, Quality management sysieqgsirements), 15 September 2015
8 Clause®.3.2 and 10.3d.
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Particul ars

Internal Audit

Timing

Internal Quality Audit

A Undertaken as part of the

implementation of the QMS;
conducted after the QMS is
established/installed in the
agency and ideally prior to the
conduct of a certification/
surveillance audit by the third
party certification body

A Takes place 0
and covers a complete
cycle of operations

Responsibility

Audlit team (including the audit
team leader and auditors)
conducts the audit or the
systematic, independent and
documented process for
obtaining objective evidence
and evaluating it objectively to
determine the extent to which
the audit criteria are fulfilled

A Agency headhas the direct
responsibility to install,
implement and monitor a
sound internal control
system

A IAS/IAU assists the agency
head by conducting a
separate evaluation of the
internal control system to
determine if controls are
well designed and properly
implemented
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CHAPTER 2

INTERNAL CONTROL SYSTEM
AND
INSTITUTIONAL ARRANGEMENTS
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1. Definition of Internal Control

l nter nal

control Ais the plan

of

organi z at

measures adopted within an organization or agency to safeguard its assets
check the accuracy and reliability of its accounting data, and encourage

adherence

t o

2. Internal Control Framework

prescri

BSe d

manager.

al pol i ci

The most basic competence that an internal auditor must possess is the
knowledge of internal controls. Pursuant to DBM CL No. 20085, the NGICS was
issued to strengthen internal control systems of government agencies. Among

t he

functi

ons of t he | AS/ | AU

internal control system.

S

to condu

Figure 7 shows the Internal Control Framework consisting of the internal control
objectives and the internal control components in the context of the public
service organization.

Internal Control Objectives
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Figure 7 1 Internal Control Framework

2.1 Components of Internal Control

The internal control system consists of control features built into and made

an integral p a

rt

of

an

A

organi zationods
operations to ensure that the internal control objectives are attained.

8%/ S ECT I ODEfinti@ndf internal controli Internal control is the plan of organization and all the coordinataods and measures
adopted within an organization or agency to safeguard its assets, check the accuracy and reliability of its atatayatitigencourag

adherence to

p r e s c r[Présidemtial rbacrea fl@ r144% (Govgrronkenit Audiddgde @f the Philippines),

11 June 1978, as amended, cited in Delos Santos v. Commission on Audit, G.R. No. 1984574st2@18) and Parais&ban v.
Commission on Audit, G.R. No. 217948, 12 January 2BESipnal Guideéhes on Internal Control Systems issued under DBM Circular

Letter No. 20088, 23 October 2008, p. 7]
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2.2

Internal control has five (5) interrelated components:

Control environment;

Risk assessment;

Control activities;

Information and communication; and
Monitoring and evaluation.®’

®ao T O

Control Environment

Control environment is the general framework serving as basis for the other
four components of internal control. It is the scope and coverage of an
organi zationds internal control S
operational framework. 88

This component integrates all the other four inter nal control components
t hat influence the directistategies rard
outcomes. The DS/HOA or GB/AuditCom plays an important role in instilling
control consciousnesswithin the organization.

The control features are built into, no t on, and made as integral part of the
plan of organization and all the coordinated methods and measures
implemented by DS/HoA or GB/AuditCom and personnel to achieve the
control objectives.

2.2.1 Plan of Organization

The plan of organization comprises the organizational structure,
as well as the management and the personnel set-up which enable
the organization to carry out its functions. This plan defines and
distributes powers, functions and responsibilities to various units
and personnel in the organization to enable the various parts to
contribute to the attainment of the overal | objectives. The details
of the roles and the distribution of functions to the different units
are drawn into an organizational chart. The distribution of
functions may be revised from time to time to reflect management
decisions resulting in structural changes.

The plan of organization includes the nature of public office which
is a public trust;8° the functional distribution of the wo rk of the
President to the Departments and the performance of their

87 National Guidelines on Internal Control Systems issuster DBM Circular Letter No. 2068, 23 October 2008.16.

88d., p.17.

ystem

guali

8/ SECT I ONature 3 Public OfficePubl i ¢ of fice i s a piuGehdratPrinciplasssbverning Publicx 6 [ Ch a |
Officers, Book Ii Sovereignty and General Admitrigtion, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987,
as amended]
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functions;®° and the proper delegation of authority. % It covers the
segregation of functions for processing, reviewing, approving,
recording and safekeeping; and also the verification of
transactions.?

2.2.2 Coordinated Methods and Measures

Coordinated methods and measures pertain to managerial
policies, rules, regulations, and processes which underlie the
proper functioning of the OPS STO and GAS to enable the various
units to accomplish their functional objectives.

The Secretaries of Departments promulgate rules, regulations and
administrative issuances; and exercise disciplinary powers?® The
Administrative Service and Planning Service of Departments
provide economical, efficient and effective services.®* The budget
processis comprised of budget preparation, budget authorization,

budget execution, and budget accountability.®> Methods and
measures also include the control of records®, control of

documented information®’, qualification standards®, performance
evaluation system®®, performance rating!®, and the various
modes of disciplinet?,

The control environment in the public service organization context is also
sectoral and is not restricted by organizational boundaries. Thus, itincludes
the following:

a. Public service sector organizations providing public sevices, which refer
to public entities which generally pertain to age ncies of the government
and public offices, and private entities providing public services, e.g.,
utility and service providers and withholding tax agents;

b. Constituents or the publics to serve; and

c. Stakeholders.

Cf SECT I Owposk and Number of DepartmenfBhe Executive branch shall have such Departments as are necessary for the
functional distributoro f t he wor k of the President a hapterflidne DeparenentseBodkdvr mance o
T The Executive Branch, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended)]

9/ SECT I ODelegadod of Authorit- x x x Delegated authority shall be to the extent necessary for econpaffent and
effective implementation of national and local programs in accordance with policies and standards developed by eacht departmen
agency x x 0SupeévisipnGhdeCpritra, Book I\ The Executive Branch, Executive Order No. 288rfinistrative Code

of 1987), 25 July 1987, as amended]

92 National Guidelines on Internal Control Systems issued under DBM Circular Letter Ne8228&ctober 2008, pp. 28

9 Section 7, Chapter 2 Secretaries, Undersecretaries, and Assistant SéesetBook IVi The Executive Branch, Executive Order

No. 292 (Administrative Code of 1987), 25 July 1987, as amended

9 Sections 13 and 15, Chaptei Department &rvices, Book IVi The Executive Branch, Executive Order No. 292 (Administeat

Code of 1987), 25 July 1987, as amended

% Book VIi National Government Budgeting, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended

% National Archives of the Philippines General Circular No. 1 (RulesRegulations Governing the Management of Public Records and
Archives Administration) 20 January 2009

97 ISO/IEC 27000:2018 (E), (Information technologySecurity technique$ Information securitymanagemeni Overview and
vocabulary), February 2018PNS ISO 9001:2015(E) (ISO published 2015, Quality management sysienfequirements),

15 September 2015

% Section 22, ChapterisPersonnel Policies and Standaisbtitle Ai Civil Service Commission, Titleil Constitutional Commissions,

Book V1 Office of the President, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended

9 Section 33Jd.

100 Section 103, Rule 20 Dropping from the Rd$, 2017 Rules on Administrative Cases in the Civil Sendciyly 2017

101 Section 1, Article XIi Accountability of Public Officers, Constitution of the Republic of the Philippines, 2 February 1987
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For example, the public service sector organization of the elementary and
secondary education sector consists of the following: (a) schools - public
and private educational institutions; (b) learning centers 1 formal and non-
formal sources of knowledge and skills; and (c) the DepEd.

As to constituency, the publics served by the DepEd in the elementary and
secondary education sector are classified into internal public (such as its
teaching and non-teaching personnel), and external public (e.g., students
as the object and subject of instructions).

Control environment operates in a cross-functional network of
organizations and sectors that can assist the agency or which may have an
influence in the achievement of its mandate. It inclu des not only the public
agency concerned, but also other public service sector organizations, the
public they serve and other stakeholders. In effect, it coordinates or
converges government and private entities. Thus, the governance and
accountability of the Head of Agency is on the specific sector which
transcends or goes beyond his/her agency.

2.3 Risk Assessment

Risk assessment is the overall process of risk identification, risk analysis
and risk evaluation. It should be conducted systematically, iterativ ely and
collaboratively, drawing on the knowledge and views of stakeholders. It
should use the best available information, supplemented by further enquiry
as necessary!%? Risk is defined as the effect of uncertainty on objectives. 193

102pNS ISO 31000:2018 (Risk managemie@uidelines), seaw edition, 20182
193 Clause 3, 3.1, PNS IS81000:2018 (Risk manageménGuidelines), second edition, 2608
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Figure 8 below shows risk assessment as part of the risk management
process.

Continual
Improvement

Available
W\ [nformation

Leadership and
Commitment

MONITORING & REVIEW

Framework (clause 5) Process (clause 6)

Figure 8 7 Risk Management Principles, Framework  and Process
under PNS ISO 31000:2018

2.3.1 Risk Assessment Process
a. Risk ldentification

Risk identification refers to the identification of opportunities
and threats to the achievement of the control objectives. It
involves pinpointing the most important areas where resources
in risk assessment should be channeled or directed. It also
determines who is best responsible for the management of the
risk.

The purpose of risk identification is to find, recognize and
describe risks that might help or prevent an organization from
achieving its objectives.'%4

104 15t paragraph, Clause 6.4.PNS I1SO 31000:2018 (Risk managemie@uidelines), second edition, 2602
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b. Risk Analysis

Risk analysis is the systematic use of information to identify

the sources and to estimate the extent of the risk. This is about

developing an understanding of the risk and providing an input

to risk evaluation and to decisions on whether or not risks need

to be responded to, as well as on what the most appropriate
response strategies and methods are. This involves
consideration of the causes and sources of risks.

The purpose of risk analysis is to comprehend the nature of
risk and its characteristics, including, where appropriate, the
level of risk. Risk analysis involves a ddailed consideration of
uncertainties, risks sources, consequences, likelihood, events,
scenarios, controls and their effectiveness. An event can have
multiple causes and consequences and can affect multple
objectives.10®

c. Risk Evaluation

Risk evaluationis the process of evaluating the significance of
the risk and assessing the likelihood of its occurrence. With risk
evaluation, management becomes aware of the actions which
need to be undertaken and th eir relative priority or urgency.

The purpose of risk evaluation is to support decisions. Risk
evaluation involves comparing the results of the risk analysis
with the established risk criteria to determine where additional
action is required. This can lead to a decision to:

i. do nothing further;

ii. consider risk treatment options;

lii. undertake further analysis to better understand the risk;
IVv. maintain existing controls; or

v. reconsider objectives.1%®

105 1st paragraph, Clause 6.4BNS 19D 31000:2018 (Risk manageménGuidelines)second edition, 20182
106 1st paragraph, Clause 6.41d,
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2.3.2  Other Core Elements of Risk Management Process

Aside from risk assessment, the other core elements of the risk
management process are as follows:

a. Communication and consultation;

b. Establishing the context;

c. Risk assessment(comprising risk identification, risk analysis
and risk evaluation);

d. Risktreatment;

e. Monitoring and review; and

b. Recording and reporting.

As with all the other elements in the risk management process,
risk assessment should not be taken in isolation. Indeed, it should
be seen as an integral part of organizational processes and
decisiorrmaking.

Risk assessment, along with the other foregoing elements of the
risk management process, is the basis for determining how those
risks should be managed, to assess the relative susceptibility of
agencies to uncertainties due to internal and external
opportunities and threats.

As global, national and operating conditions are in constant
change, risk assessment should be an ongoing iterative process.

Generally, the purpose of risk assessment is to provide evidence
based information and analysis to make informed decisions on
how to treat particular risks and how to select between options.

Risk assessment provides an understanding of risks, context, risk
criteria, risk sources, potential events, their causes, consequences,
their likelihood/probabilities, analysis and evaluation.

2.3.3 Risk Assessment at the Organizatio nal Level

Risks can be assessed atthe organizational and sectoral levels.
Risk assessment must cover not only the risk of public agencies/
organizations, but also the risk to the network of public service

sector organizations, the public to serve and stakeholders that are
involved in the achievement of their sectoral goals and objectives.
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a. Assessment of Control Risks

The DS/HoA or GB/AuditCom primarily performs control risk
assessment as part of its regular functions. In the course of
control risk assessment, the DS/HOA or GB/AuditCom
identifies, analyzes and evaluates control risks which could
have an impact on its control objectives, and for ms a basis for
determining how the risks should be managed. The DS/HoA or
GB/AuditCom should have identified and initiated measures to
modify the significant control risks, based on probability and
impact, before the Internal Auditors begin an audit.

In the bureaus and regional offices, the bureau director and
regional director performing management control function s
shall conduct both control and operations risk assessments.

Except for planning and prioritizing audit areas, the internal
auditor should not conduct control risk assessment. Heads of
agencies or units from the DS down to the regional heads who
exercise supervision and control over the sector,
organization/agency, service, bureau, and region must make
an assessment of their own control risks. They must conduct
identification, analysis, and evaluation of those risks which may
undermine the achievement of the control objectives, e.g.,
risks that their policies and guidelines may not be achieved.

E:>| Risk Management Process |

Objectives
j Scope, Context, Criteria ’—
1) Safeguard o
Assets brd Risk Assessment
=
|
2) Check > \/ =
ACFUI’.Q'CY & S Idenz:isckation a
Reliability of o \/ [
Accounfing o \/ o3
z (O]
Data o Risk =
= Analysis [1'4
3) Adherence to g \/ o
Managerial g \/ g
Policies E e =
4) Compliance w/ ] \/
LRP
J Risk Treatment L

5) Ensure 4Es of
Operations [ RECORDING & REPORTING |

Figure 9 1 Assessment of Control Risks  Diagram
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b. Assessment of Operations Risks

Operations is the cost structure which consists of programs and
corresponding expenditures that relate to the main purpose for
which an agency has been created. It involves direct
production of goods or delivery of services or direct
engagement in regulations.%”

Everyone in the agency plays a role in ensuring successful
operations risk assessment. The units responsible for
addressing risks must make the assessment of their own risks.
Operations risks are the responsibility of the operating units,

thus, assessment of risks at the operational level must be done
by the operating units themselves.

The determination on whether or not the risk management

system would address the risk in operations is the responsibility
of the operating and functional units concerned, i.e., the

bureaus and offices, including the regional and field units. The
IAS/IAU should not undertake agency and sectoral operational
risk assessment.

Operations Objectives :H Risk Management Process |
] Scope, Context, Criteria
o]
. Risk Assessment
-
1) Program Objectives 5 \/ =
% Risk S
Identification (11}
1k
. . . o3 o3
2) Project Objectives - \/ o
o Risk =
- Analysis (14
3 N o
3) Activity Objectives z \/ Z
Risk
E Evaluation =
z \/
o
Risk Treatment

| RECORDING & REPORTING |

Figure 10 1 Assessment of Operations
Risks Diagram

197 tem 4.3, DBM National Budget Circular No. 56@doption of Program Expenditure ClassificatiBased Performaneaformed
Budgeting (PREXEPIB) for the Preparation of the Proposed National BudigieFiscal Year 2018] 8 February 2017
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c. Assessment of STO Risks

STO is a cost component of an agency budget which consists
of activities and projects which provide staff, technical, and/or
substantial support to operations, but do not produce goods or
deliver services directed at a target population or client group
external to the agency. This also includes expenditures that are
indivisible across programs 198

Examples of STO include policy formulation, program
monitoring and evaluation tools, research and development,
planning and statistical services, and information systems
development.10®

Support to Operations |:>| Risk Management Process |
Objectives

—

Scope, Context, Criteria

Risk Assessment

1) Project Objectives

<

Risk
dentification

2) Activity Objectives
Risk
Analysis

<

Risk
valuation

MONITORING & REVIEW

<

Risk Treatment

L COMMUNICATION & CONSULTAnON_]
| <<

—

I RECORDING & REPORTING I

Figure 11 T Assessment of STO Risks Diagram

Likewise, it is the responsibility of the units providing STO
services to conduct an assessment of STO risks.

108 tem 4.17,DBM National Budget Circular No. 56@floption of Program Expenditure ClassificatiBased Performane@formed
Budgeting (PREXEPIB) for the Preparation ofi¢ Proposed National Budget for Fiscal Ye@t&, 8 February 2017
108 Organizational Performance Indicator Framework (OPIF) Reference Guide, p. 58, DBM Circular Letter N&,. Z®I2ne 2012
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d. Assessment of GAS Risks

GAS is a cost component of the agency budget which consists

of the activities and projects dealing with the provision of

overall administrative management and operational support to

the entire agency operations.*t°

It includes activities such as general management and
supervision, human resource development, and financial and

administrative services.111

General Administration and |:>| Risk Management Process |

Support Objectives

1) Project Objectives

2) Activity Objectives

| COMMUNICATION & CONSULTATION |

Scope, Context, Criteria

—

Risk Assessment

<

Risk
ldentification

<

MONITORING & REVIEW

Risk

Risk

W

Risk Treatment

L

| RECORDING & REPORTING |

Figure 12 7 Assessment of GAS Risks Diagram

In like manner, administrative and financial
responsibility of the functional units concerned.

2.4 Control Activities

risks are the

Control activities are the policies and procedures established to address

ri sks and achieve t he

agencybo6s

mandat e

measure that maintains and/or modifies risk. Controls include, but are not

limited to, any process, policy, device, practice, or other conditions and/or

actions which maintain and/or modify risk. 12

These are the mechanisms that management establishes to ensure that
their policies and guidelines are carried out, including the processes
identified to address the risks. They occur at all levels and in all functions
throughout and across the agency. They are the response to a risk
designed to contain the uncertainty of an outcome that h as been identified.

10 |tem 4.2, National Budget Circular No. 56%doption Of Progam Expenditure ClassificatieBased PerformamInformed
Budgeting (PREXEPIB) For The Preparation Of The Proposed National Budget For Fiscal Year 2018], 8 February 2017

111 Organizational Performance Indicator Framework (OPIF) Reference Guide, p. 57, D8MCietter No. 2013, 13 June 2012

112 Clause 3, 3.8PNS ISO 31000:2018 (Risk managemie@uidelines), second edition, 2608
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Control activities must be appropriate, cost effective, comprehensive,
reasonable, and must directly relate to the control objectives and mandate
of the agency. Appropriate means that the control activity is in the right
place and is commensurate to the risk response, operating performance
and compliance improvements. Cost effective means that the cost of
implementing the control activity should not outweigh its benefits.
Comprehensive and reasonable mean that the control activity directly
relates to the control objectives. The control activities should also be
doable and should function consistently with the design or plan.

2.4.1 Risk Response

Determining a risk and the response to it is an important part of

decisiorrmaking. Because risks are uncertain, deciding whether to
accept or avoid a risk-related activity can have significant
consequences for an organization.

In general, there are ways to effectively respond to a risk. In some
instances, risks can be transferred, tolerated or terminated. In
most instances, however, the risk will have to be treated with a
combination of several options at various levels and stages. In
particular, the four (4) risk response are as follows:

a. For some risks, the best response is to transfer them. This is
done by removing the impact or the consequences of the risk
event. An example of a risk transfer is through insurance
coverage, that is, by paying a third party to take the risk in
another way.

b. Tolerating arisk is done when the ability to do somethin g about
it may be limited, or the cost of taking an action is
disproportionate to the potential benefits that could be derived.

c. Terminating the risk is usually done by eliminating the cause
since some risks could only be addressed or contained to
acceptable levels by terminating the activity.

d. Risk treatmentinvolves one or more options for modifying risks

and implementing those options. Once implemented,
treatments provide or modify the risks.
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Risk treatment options are not necessarily mutually exclusive or
appropriate in all circumstances. The options can include the
following:

a. Avoiding the risk by deciding not to start or continue with the
activity that gives rise to the risk;

Taking or increasing the risk in order to pursue an opportunity;
Removing the risk source;

Changing the likelihood;

Changing the consequences;

Sharing the risk with another party or parties (including
contracts and risk financing); and

g. Retaining the risk by informed decision.*'3

-0 Q0T

2.4.2 Performance Review and Improvement of Operations and
Processes

All units of the agency have to conduct performance reviews of
their operations. If performance reviews determine that actual
accomplishments do not meet established objectives or standards,
the processes established to achieve the objectives should be
reviewed to determine if improvements are needed.

2.4.3 Compliance Review and Improvement of Operations and
Proc esses

Operations and processes should be periodically reviewed to
ensure that they are in compliance with current regulations,
policies, procedures, and other requirements. It is not enough that
a unit regularly evaluates the level of its performance. It must at
the same time conduct compliance review.

2.5 Information and Communication

Information and communication are vital in attaining all the five control
objectives. They go hand in hand and cut across all other internal control
components. Information and communication include the records system
which will ensure the transfer of the required information to employees
and DS/HoA or GB/AuditCom, to the public it serves, to other public service
organizations, and to its network of organizations and sectors that need
the information. Information must be shared in a determined format and
communicated in a given time period which enables the parties concerned
to fulfill internal control objectives and other responsibilities.

13 Clause 6.5.2d.
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25.1 Information

Information, in the context of internal control, refers to th e act of
receiving or giving data and information needed by public officials
and employees in doing their jobs and understanding their roles
and responsibilities. Information includes both intern ally
generated data (operational, management and compliance-
related information) and information about external events,
activities and conditions necessary for informed decision-making.

Management requires information to make effective decisions.

However, information alone is not enough; it must be the right

information, in an understandable format, which is timely enough

to be useful. Information systems produce reports containing

operational, management, and compliance-related information to

operate and control an organization. This information should

reveal the or gani zati onds progress toward
objectives. Management also needs information that allows it to

evaluate the efficiency of operations and to ensure that the

organization follows applicable laws and regulations.

The prompt recording and proper classification of transactions and
events are preconditions for reliable and relevant information.
Relevant information should be identified, captured and
communicated in a form and timefram e that enables personnel to
carry out internal controls and o ther responsibilities. As such, the
internal control systems and all transactions and significant events
should be fully documented.

Relevant information must be communicated throughout the
agency, to the public it serves, to other public service sector
organizations, as well as to its network of organizations and
sectors. Organizations within the sector must clearly understand
the standards set by management, including any reportorial
obligation to the agency concerned.

2.5.2 Communication

Communication is the exchange of useful information between
and among people and organizations to support decisions and
coordinate activities. It relates to the free flow of relevant,
complete, reliable, correct and timely information up, down,
across, indde and outside the organization, including the public
they serve, other public service sector organizations and sectors
concerned.
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Communication is multi-faceted i verbal, non-verbal and written.

Effective verbal communication is two-way, requiring that
management welcomes, and listens to, suggestions and feedback.
Employees must be comfortable enough to share their awareness
of problems with the DS/HoOA or GB/AuditCom who can act on this
information. Verbal communication should be in support of, not in

place of, written documentation of policies and procedures. All
written documentations, whether they are an official

policy/procedure, memorandum, or e -mail, must be distributed to

everyone who require the information in the performance of their
responsibilities.

Communication is also multi-level i from the top down, bottom
up, and across the organization. Effective communication informs
all levels of the organization and must be ongoing.

The DS/HoA or GB/AuditCom is responsible for facilitating
communications and information flow within the agency, with the
public it serves, other public service sector organizations, including
its network of organizations and sectors. The DS/HOA or
GB/AuditCom must establish a feed forward and feedback
mechanism to ensure that relevant information coming from the
DS/HoA or GB/AuditCom is communicated and clearly understood
throughout the agency and to all persons concerned and vice
versa.ll4

The agency and its management must be kept up-to-date on the
performance, developments, risks and the functioning of internal
controls, as well as other relevant events and issues.

External parties can provide inputs that may have highly
significant impact on the extent to which an agency achieves its
goals, thus, the agency should also ensure adequate means of
communicating with, and obtaining information from them.

“HisSection 5. Every department, office and aggathedng feadhaakland consul t
suggestions on the éffency, effectiveness and economy of services. They shall establish mechanisms to ensure the conduct of public
consultations and hearings.o [Rule 111, R und EtkicallStaqdards foeRublic ng Re p u |l

Officials andEmployees), 21 April 1989]
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2.5.3 Accountability for Transparency

Public service sector organizations are accountable for
transparency.

Accountability for transparency requires that heads of agencies
must establish mechanisms to inform their constituents about their
policies, rules and procedures; plans, work programs, projects,
services and performance targets/expected results; and all other
documents which may be classified as public information. These
may include the following:

a. Ease of doing business and efficient delivery of government
services'?® involving the implementation of the:

. Citizenbs Charter;
ii. Public assistance/complants desk; and
lii. Report card survey.

b. RA No. 6713 (Code of Conduct and Ethical Standards for Public
Officials and Employees) and RA No. 3109 (AntiGraft and
Corrupt Practices Act) requiring the following:

I. Submission of Statements of Assets, Liabilities and Net
Worth, Disclosure of Business Interests and Financial
Connections, and Disclosure of Relation in Government
Service by all public officials and employees;

ii. Establishment of review and compliance procedures for the
review of statements to determine whet her said statements
have been properly accomplished; and

iii. Establishment of a mechanism to make documents
available to the public for inspection within reasonable
working hours.

c. The Administrative Code of 1987, as amended, and RA No.
6713 require the heads of departments, bureaus, offices and
agencies of government to submit performance reports to
document accomplishments for a particular period.

Thus, in addition to providing information, the heads of agencies
must also report to their constituents on the results of those plans
and programs implemented and services delivered and must
ensure access to said reports and supporting documents.

115 Republic Act No. 11032 (Ease of Doing Business and Efficient Government Service Delivery Act of 2018), 28 May 2018
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2.6 Monitoring and Evalu  ation

Monitoring as a component of internal control is aim ed at assessing the
guality of the internal contr ol systemod

Monitoring considers the collective effectiveness of the five components of
internal control. It is aimed at ensuring that controls are operating as
intended and that they are modified appropriately for changes in
conditions.116

Monitoring is done in various degrees and circumstances to ensure that
internal controls continue to be applied at all levels and across the agency
and sector, and are able to achieve the control objectives. There are three
(3) ways through which monitoring is accomplished, to wit:

a. Ongoing monitoring which is ingrained in the daily operations and
management of the organization;

b. Periodcseparate evaluation of the control

c. Combination of ongoing monitoring and separate evaluation.

2.6.1 Ongoing Monitoring

Ongoing monitoring occurs when the normal operations and
management of an organization provide feedback about the
effectiveness of the internal control system. It includes regular
submission of reports, performance measurement and other
management and supervisory activities. It is built into the normal,
recurring activities of an agency and in all its operating and
support services units. It is performed continually and on a real -
time basis, reacts dynamically to changing conditions and is
ingrained in the agencydbés operation

Ongoing monitoring of internal controls is both a function of all
units and of the DS/HoA or GB/AuditCom. The bureaus and offices
and the support services units (i.e., planning, financial and
administrative units) monitor the performance of regional and field
units within their functional concerns. The DS/HOA or
GB/AuditCom shall ensure proper check and balance in the
monitoring by operating and support service s units.

Monitoring the internal control activities should be clearly
distinguished from reviewing the operations of a unit which is an
internal control activity performed by the operati ng unit.

116 National Guidelines on Internal Control Systems issued under DB&dilar Letter No. 2008, 230ctober 2008, p. 38
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2.6.2  Separate Evaluation

Specific separate evaluations cover the periodic evaluation of the
effectiveness of the internal control system to ensure that internal

controls achieve the desired results through predefined methods

and procedures. Separate evaluations can be useful by focusing
directly on the controlsd effective
take the form of self -assessment, as well as a review of control

design and direct testing of internal control.

Internal audit is a separate evaluation and review function or
activity within the overall internal control framework of each public
service sector organization.

The scope and frequency of separate evaluation by the internal
audit unit should depend primarily on the results of the baseline
assessment of the internal control system. The baseline
assessment should focus on the five components of internal
control and the assessment of internal audit risks.

To distinguish, operational and management monitoring and
review include management review, monitoring and evaluation,
operating performance and compliance reviews which are part of
the control activities. These are day-to-day responsibilities of
operating and support units, distinct from the internal audit
function.

2.6.3 Combination of Ongoing Monitoring and Separate
Evaluation

I n the assessment of the quality of
performance, a combination of ongoing mo nitoring and separate

evaluation will help ensure that internal control maintains its
effectiveness over time.

a. Conduct of Baseline Assessment of Internal Control System
(BAICS)

Separate evaluation starts with an understanding of the
internal control system and determining whether or not
controls have been implemented to accomplish the control
objectives, and continue to be relevant.

Baseline assessment is primarily done by the heads of
organizations or units from the DS down to the regional and
local government heads who exercise supervision and control
at their levels, i.e., sector, agency, service, bureau and region,
as well as L&UJs.
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BAICS provides a starting point for more effective and more
efficient conduct of internal audit. The assessment also
provides a reference point against which future evaluation or
improvement can be benchmarked.

Thus, for purposes of preparing the audit plan and planning
decisions which include the nature, extent and timing of the
audit process, areas or functions to be audited and amount of
time and resources to be used, the internal auditors may utilize
the BAICS in combination with other audit techniques.

The baseline assessment should cover the five components of
the internal control system which include the assessment of
the control environment, the adequacy of risk assessment,
control activities, information and communication, and
monitoring. All five components must be present and

functioning to conclude that internal control over operations is

initially adequate.

(Refer to PGIAM Part 1l i Practices on the tools, techniques
and approaches that will facilitate the conduct of the BAICS.)

b. Assessment of Control and Internal Audit Risk

After the BAICS, for purposes of planning and prioritizing
potential audit areas, the internal auditor conducts risk
assessment on the controls where there may be high risk of
impact on key processes on OPS STO and GAS in the
achievement of the control objectives.

The internal auditor also conducts risk assessment of those
risks or factors which may affect the conduct of the audit and
may have an impact on the planned results without neglect or
failure and in spite of the exercise of due diligence, such as
sudden change in political leadership/administration,
replacement of principal, natural calamities, judicial findin gs
and decisions which may affect audit objectives.

Internal audit risk is assessed during the planning phase of the
audit. Internal auditors assess risks for purposes of addressing
those with high significance and high likelihood of occurrence
and which will impact on the attainment of the audit objectives.
Based on said assessment, internal auditors will be able to
determine where to focus their internal auditing efforts.
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2.6.4 Distinction Among Monitoring, Performance Review and
Compliance Review

Monitoring, as the fifth component of the internal control system,
should not be confused with performance and compliance review
of operations performed by all units of the agency.

a. Performance review of the operations is done by all
organizational units as part of the internal control activity to
determine whether or not their accomplishments meet the
established objectives and standards and to implement
improvements, when necessary.

b. To ensure that the operations are conducted in compliance
with ethical and quality procedures, applicable laws,
regulations and managerial policies, all units also perform
compliance review.

c. Internal audit does not conduct performance and compliance
review. The operating and support units do. The IAS/IAU
conducts management, operations and compliance audits.

3. Roles and Responsibilities on Internal Control

As a management control, internal control requires the participation and
involvement of the agency head, officials and personnel at all levels, including

the various organizational units therein, in ordertoensur e t hat the ag
mandate and sectoral goals are achieved efficiently, effectively and
economically '’ The internal auditor is not responsible for establishing internal

controls.

Hereunder is the delineation of roles and responsibilities of various key players
in the organization on matters involving internal control:

a. DS/HoA or GB/AuditComi has the direct responsibility to install, implement
and monitor a sound system of internal control. 118

b. ExeCom/ManCom/Top managementi ensures proper check and baknce in
the monitoring of internal controls over delivery units, instills control
consciousness in the agency, and utilizes internal controls to regulate and
guide agency operations.

c. Delivery units (e.g., bureaus, services, and other offices, including re gional
and field offices) © conduct performance and compliance review and
improvement of operations and processes.

117 National Guidelines on Internal Control Systems issued under DBM Circular Letter Ne82P8&ctober 2009.8
118 Section 124, Presidential Decree No. 1445 (Government Auditing Code of the Philippingsne 1978, as amended
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d. Management division/unit, or its equivalent unit i reviews and monitors
whether internal controls are applied at all levels within and across the
agency and sector, and recommends measures for management
improvement of systems and processes.

e. IAS/IAU 1 appraises the internal control system to determine w hether
controls are well designed and properly implemented, and determines the
adequacy of internal controls or whether it is achieving the objectives.

The functions related to internal control among the operating units, support
services units, Execom/ManConitop management and the IAS/IAU are provided
in Table 4 below.

Table 4 - Functions Relat ed to Internal Control Among the Delivery
Units, t he ExeCom/ManCom /Top Management and the 1AS/IAU

Control Activities ] Monitoring and Evaluation

Heads of Operating and ExeCom/ManCom / IAS/IAU
Support Offices/Units Top Management

Nature and Purpose of Monito  ring and Evaluation

U Performance review by U Monitoring internal U Conduct compliance
OPS STO and GAS;and control whether OPS audit or appraise
U Compliance review by STOand GAS review whether or not internal
OPS STO and GAS. performance and control components are
compliance. well designed and

properly implemented,;

U Conduct management
audit or evaluate
whether or not internal
control objectives are
achieved, and

U Conduct operations audit
or evaluate whether or
not the results of
operations are achieved.
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Control Activities
Heads of Operating and

Monitoring and Evaluation

ExeCom/ManCom /

Support Offices/Units Top Management IAS/IAU
Scope, Coverage and Frequency  of Review and Evaluation
U Performance is reviewed | U Require the submission of | U Determine the dearee of
if actual accomplishments reports and conduct compliance of
do not meet objectives or performance evaluation supervision or control
standards, the processes and inspection of outputs with laws, rules, policies
established to achieve the and outcomes of OPS and contractual
objectives and standards STO andGAS. obligation;
should be reviewed to Built into the OPS STO U Evaluate the supervision
determine if and GAS; and or control effectiveness
improvements are On-going monitoring and on OPS STO and GAS
needed; on a real-time basis for a specific date or
U Operations and processes period;
are periodically reviewed U Evaluate whether or not
to ensure that they ar e in OPS STO and GAS are
compliance with law, effective, efficient,
policies, regulations, and economical and ethical,
other requirements. and
U Takes gfterahe e
facto aafter a
complete cycle of
operations.
Actions To Be Taken
U Process improvements to Take such actions as U Report to the DS/HOA
meet objectives of OPS may be necessaryfor the or GB/AuditCom onall
STO and GAS; proper performance of matters relating to
U Process improvements to official functions, management control and
achieve compliance with including rectification of operations audit; and
laws, regulations, policies violations, abuses and U Recommend such
and other requirements. other forms of action(s) as may be
maladministration; necessary for the proper
performance of official
functions, including
rectification of violations,
abuses and other forms
of maladministration.

4. Administrative Relationships

The DS/HoAGB/AuditCom or ExeCom/ManCom/top management disseminates
managerial policies through the issuance of guidelines and standards. They are
given to provide guidance to personnel in the proper execution of their individual
and unit tasks that collectively contribute to the attainment of the agency goals.

To operationalize this particular objective, the Administrative Code of 1987,
as amended, distinguishes the following administrative relationships pertaining
to the manner by which agency activities may be controlled, supervised and
coordinated.'1®

118 Section 38, Chapter i7 Administrative Relationship, Book IV The Executive Branch, Executive Order No. 292 (Administrative
Code of 1987)25 July 1987, as amended
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4.1 Supervision and Control

This is usually the relationship between a department and the bureaus
under it. This includes the authority to act directly whenever a specific
function is entrusted by law or regulation to a subordinate; direct the
performance of duty; restrain the commission of acts; review, approve,
reverse or modify acts and decisions of subordinate officials or units;
determine priorities in the execution of plans and programs; and pre scribe
standards, guidelines, plans and programs.

The Secretaries who have the power of supervision and control of the
departments are responsible for its operations.'?° The power of control
encompasses or includes supervision under the Administrative Code of
1987121, as amended. Supervisionis to generally oversee the operations of
agencies and to ensure that the operations of such agencies are managed
effectively, efficiently and economically. To ensure is part of the duty of
supervision.1?2

The power to conduct audit is reserved to the head of agency*?® who in
turn assigns actual audit to the 1AS/IAU or to duly authorized persons.

The DS who has the authority and responsibility for department operations,
pursuant to law, delegates said authority to the bureau and regional
directors.t?4

120/ S E C T | Authoriéy and Responsibility of the Secretanfhe authority and responsibility for the exercise of the mandate of the
Departmentind for the discharge of its powers and functions shall be vested in the Seuwretespall have supervision and control of

t he De p d0haptere2h $ecrétaries, Ukersecretaries, and Assistant Secretaries, Book T¥e Executive Branch, Executive

Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]

ASECTION 40.Delegation of Authority The Secretary or the head of an agency shall have authoetyaad responsibility for its

operation. He shall delegate such authority to the bureau and regional directors as may be necessary for them to iemeament pl

prograns adequately. Delegated authority shall be to the extent necessary for econontit efid effective implementation of

national and local programs in accordance with policies and standards developed by each department or agency withattoa pértici

the regional directors. The delegation shall be in writing; shall indicate tdwificer or class of officers or employees the delegation

is made; and shall vest sufficient author i t[Chapter8 SBupevisibreandt he del ec
Control, Book Vi The Executive BranclExecutive OrdeNo. 292 (Administrative Code of 1987), 25 July 1987, as amended]

215 SE CT | (DWfiniBoA of AdninistrativeRelationshig x x x

(1) Supervision and Controi x x x. Unless a different meaning is explicitly provided in the specific law governing #i®nship of

particular agencie, he word &écontrol é& shal |l asdefinedinphes pasagrapiiumderscoiing sugplied)and cont
[Chapter 7i Administrative Relationship, Book 1V The Executive Branch, Executive Order No. 292 (Admiatste Code of 1987),

25 July 1987, as amendegqijoted in Remo v. Bueno, G.R. No. 175736 & 175898, 12 April 2016]

21t is a standing rule that public officers whooensarethatsudhst odi ans
funds are safely guardeajainst loss or damage, and that they are expended, utilized, disposed of or transfecadamee with the
|l aw and existing regulations, and on the basis ofDelgsBantesocvr i bed doc

Commission on Audit, G.R. No. 198457, 13 August 2013]

Aix x x pub larecity offeialpofBagdie who Isave the legal duty to ensure the laws are being follanebading laws that
define who may enforce regulations on public pagkirfénderscoring suppliedSangguniang Panlungsod ng Baguio City v. Jadewell
Parking Systems Corp., G.R. No. D@3, 23 April 2014]

123 BISECTION 1.Declaration of Policyi All resources of the government shall be managed, expended or utilized in aceasitanc
law and regulations and safeguarded against loss or wastage through illegal or improper disposition to ensure effivteng\greto
effectiveness in the operati® of government. The responsibility to take care that such policy is faithfullyeabiteerests directly with
the chief or head of t he goV@enararRravisions SubtiledByhe €Cammicseom an Audlit, ditle] Chapt er
1 Constitdional Commissions, Book VExecutive Order No. 292 (Administrative Code of 1987)Jaly 1987, as amended]

124 Section 40Chapter 8 Supervision and Control, Book IV The Executive Branch, Executive Order No. 292 (Administrative Code
of 1987), 25 Julyl987, as amended
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The operational aspect of internal control is carried out in work systems and
procedures by department secretaries or heads of agencies as they have
the authority over and responsibility for its operation in the conduct of
supervision and control.12®

a. Control is exercised by the Secretaries through establishing policies and
standards; promulgating rules, regulations and administrative
issuances; and exercising disciplinary powers!26

b. Operations and management controls are drawn from the power of
supervisionand controlto i pr escri be standards, gui
pr ogr a m@eviewaappgrove, reverse or modify acts and decisions
of subordinate officials or units.o'?’

c. Management audit is established from the power of administra tive
supervision whi c hmamnagemént aldit, performaheec t o f
evaluation and inspection to determine compliance with policies,
standards and gui del i'AEhss, iopwas teldm depar
one case that the Secretary has the power to conduct a management
audit.1?®

%3 SECT | (ifiniBoA of Administrative Relationshigisx x x
(1) Supervision and Control Supervision and control shall include authority to act directly whenever a specific function is entrusted by
law or regulation to a subordinate; direct the performance of duty; restrain the commissionref/@sts;approve, reverse or modify
actsand deisions of subordinate officials or units; determine priorities in the execution of plans and prograpneseride standards,
guidelines, plans and programs x x x 0 ( e mp h a s ii Adnenist@aivé RelatibpshipiB6dk Vg {The rExedutive
Branch, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]
163 S E CT | Powersand Functions of the Secretdryrhe Secretary shall:

X X X
(2) Establish th@olicies and standardesr the operatin of the Department pursuant to the approved programs of government;
(3) Promulgateules andegulationsiecessary to carry odépartmenbbjectivespolicies, functions, plans, programs and projects;
(4) Promulgateadministrative issuancesecessary fothe effcient administratiorof the offices under the Secretary and for proper
execution of the laws relative thereto. These issuances shall not prescribe penalties for their violation, except wsigruetkumezsed
by law;
(5) Exercisddisciplinay powersover officers and employees under the Secretary in accordance with law, including their investigation
and the designation of a committee or officer to conduct such investigation;
x X X. @§Chapter 2 Secretaries, Undersecretaries, Asdistan Secretaries, Book IV The Executive Branch, Executive Order No. 292
(Administrative Code of 1987), 25 July 1987, as amended]
127 BSECTION 38 Definition of Administrative Relationship Unless otherwise expressly stated in the Code or in otisrdafiring
the special relationship of particular agencies, administrative relationship shall be categorized and defined as follows:
(1) Supervision and Control Supervision and control shall include authority to act directly whenever a sgendton is entusted by
law or regulation to a subordinate; direct the performance of duty; restrain the commission of acts; review, approve, neceifye
acts and decisions of subordinate officials or units; determine priorities in the execytiansoédnd progims; and prescribe standards,
guidelines, plans and programs. Unless a different meaning is explicitly provided in the specific law governing théhirelafions
particul ar agencies, the word ¢ c asméfimeditthé pasagraph.| encompass supervi s
(2) x x xicAdrintstrative Regationship, Book 1V The Executive Branch, Executive Order No. 28@rinistrative Code
of 1987), 25 July 1987, as amended]
128/ SECT | (ufiniBoA of Administrative Relationship. x x x
(2) Administrative Supervisian(a) Administrative supervision which shall govern the administrative relationship between a department
or its equivalent and regulatory agencies or other agencies as may be provided by law, shall be limited to the abthdepaaihent
or its equwvalent to generally oversee the operations of such agencies and to insure that they are managed effectively, efficiently and
economically but without interference with dtorday activities; or require the submission of reports eadse the conduct of
maragement auditperformance evaluation and inspectiondetermine compliance with policies, standards and guidelines of the
departmentto take such action as may be necessary for the proper performance of official functionisgimetidication of vidations,
abuses and other forms of maladministration; and to review and pass upon budget proposals of such agencies but meeyorcaditcrea
to them;
X X X0 T [Adnfinéstpative Relatfonship, Book 1V The Executive Brarft Executive Order No.92 (Administrative Code of
1987), 25 July 1987, as amended]
¥Hix x x placed under t h®ecretanof Natiandl Dedensd, wisolcqneequenitlyshasahe powér to tamdict an
extensivemanagement auddf petitone c or p o r a t drirg supplied)ThervVdterans Federation of the Philippines v. Reyes,
G.R. No. 155027, 28 February 2006, SCikrary]
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4.2 Administrative Supervision

This is the relationship of a department with regulatory agencies under it.
This is limited to the authority of a department or its equivalent to generally

oversee the operations of such agencies and ensue that they are managed
effectively, efficiently, e thically, and economically without interference in
day-to-day activities.

Supervision is operationalized by requiring the submission of reports, which
are audited and evaluated, and initiate the conduct of management audit,
performance evaluation and inspection to determine compliance with
policies, standards and guidelines; and take action as may be necessary
for the proper performance of official functions, including rectification of
violations, abuses and other forms of maladministration. Further, the
department has the authority to review and pass upon the budget proposal
of such agencies under its administrative supervision but it may not
increase or add to it.

Those who supervise are not involved in the day-to-day operations. Hence,
it is through ma nagement audit or performance evaluation and inspection
that compliance with policies, standards and guidelines are determined.

The agency headsprescribe standards, guidelines, plans and programs and
they conduct reviews to improve/update such standards, guidelines, plans
and programs.'3? They assign to the internal auditor the determination of

compliance with the standards, guidelines, plans and programs as
prescribed or pursuant to laws, rules and regulations. The internal auditor
does not himself improve standards, guidelines, plans and programs
because it may result to conflict of interest or subjectivity. Internal audit

does not manage or improve operations. Only those with power of control

can improve operations because they are the ones who prescribe
standards.

The internal auditor, who has no power to supervise, recommends courses
of action to the Secretary of departmentsit o t ake such action
necessary for the proper performance of official functions, including
rectification of violations, abu'des and

103 SE CT | (ufiniBoA of AdninistrativeRelationshig x x x
(1) Supervision and Controli Supervision andctontrol x x x and prescribe standards, guidelines, plans and programsx.0
(underscoring supplied)Chapter 7i Administrative Relationship, Book I/ The Executive Branch, Executive Order No. 292
(Administrative Code of 1987), 25 July 1987, as aneeid
Bl SE CT | (ufiniBoA of AdninistrativeRelationshif xxx

X X X
(2) Administrative Supervisioi (a) Administrative supervision which shall gon¢he administrative relationshigtweeradepartment
or its equivalent and regulatory agenciesthier agencies as may be provided by law, shall be limited to the authority of the department
or its equivalent to generally oversee the operations of such agencies and to insure that they are managlyd efieiiey and
economically but withouinterference with dayo- day activities; or require the submission of reports eadse the conduct of
management audiperformance evaluation and inspecttondetermine compliance with policiestandards ah guidelines of the
department to take such action as may be necessary for the proper performance of official funattuding rectification of
violations, abuses and other forms of maladministrationrx (undesscoring suppliedChapter7 i Administrative Relationship, Book
IV 7 The Executive Branch, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]

Revised Philippine Government Internal Audit Man(24120) Page 73 of 349



It is the agency head who certifies and not the internal auditors because
the heads are the ones who have fiscal responsibility*3? and responsible for
theagenci e s 6 '3 tpensusetthatfunds are utilized and operations
are conducted effectively, economically and efficiently.13* Internal audit
involves appraisal only.13°

4.3 Attachment

This is the relationship of a department with a corporation and other
agencies as may be provided by law. This refers to the lateral relationship
between a department or its equivalent and the attached agency for
purposes of policy and program coordination.136

132 BISECTION 10 Statement of Objectivésin keeping with the constitutional mandate, the Commissidimeres to the following
objectives:
(1) Determine whéter or notthe fiscal responsibility that rests directly with the head of the government dgasteen properly and
effectively dischar g[€thpted 4 (uusdictieny Poweoand Faongtiors of php Camaeidsjon, Subtitlé Bhe
Commesion on Audit, Title Ii Constitutional Commission, Book V, Executive Order No. 292 (Administrative Code of 1987),
25 July 1987, as amended]
133ASECTION 40.Delegationof Authority i The Secretary or the head of an agesttgil have authority over and responsibility for its
operation. x T Supervisian arjd Conaqgh, Baok I/ The Executive BranctExecutive Order No. 292 (Administrative
Code of 1987), 25uly 1987, as amended]
ASECTION 29 Powers and Duties iGBenerali The head of bureau or office shall be its chief executive officer. He shall exercise overall
authority in matters within the jurisdiction of the bureau, office or agency, includingrélasieqg to its operationgnd enforce all laws
andreglatonsgrt ai ning to it. o ( unidewersandDutiesa Heads pfBuraaws or)Offide Bodldtee r 6
Executive Branchizxecutive Order No. 292 (Administrative Code of 1987) 25 July 1987, as amended]
134 ASECTION 3.Declaration of Plicy.d x x x The budget shall be supportive of and consistent with the-sooizomic development
plan and shall be oriented towards the achievement of explicit objectives and expected results, to ensure that furdd arel util
operations are condudteffe ct i vel y, economi c gChapter 2aBudbet Bdiicy and Approathl Book Viational x . 0
Government Budgeting, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]
135 ASECTION 8.Internal Audit Serviced The Irternal Audit Service shall conduct comprehensive audit of various Department
activities. Specifically, it shall have the following functions:

XXX
(3) Review and appraisgystems and procedures, organizational structure, assets managemeamspi@atounting and other records,
reports and performance standards (such as budgets and standard cost) of the Department Proper, Bureaus and &egional Offi
X X undérscang supplied)[Chapter 3i Department Services, Title ¥ Public Works andHighways, Book IVi The Executive
Branch, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]
¥R (1 3) At i @bk meEhe toordination may beamplished by having the department represented in the governing board of
the attached agenay corporation, either as chairman or as a member, with or without voting rights, if this is pebyittedcharter;
having the attached corporation or ageooynply with a system of periodic reporting which shall reflect the progfesmgrams and
projects and having the department or its equivalent provide general policies through its representative in the bostid|l\sbivke as
the framework for the ine r n a | policies of the attache()@a)OhagieoT Administratveor agency
Relationship, Book IM The Executive Branch, Executive Order No. 292 (Administrative Code of 1987), 25 July1987, as amended
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CHAPTER 3

ORGANIZING THE INTERNAL AUDIT
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1. Establishment of the IAS/IAU

Departments, agencies concerned, GOCCs/GFls, and SUCs othe Executive
Branch are authorized to establish their respective IAS/IAU.

Specifically, each department of the Executive Branch is authorized to establish
its own | AS to cover audit areas in the office of the DS, bureaus, offices,
agencies, including regionall/field offices, regulatory agencies and other
agencies either under the supervision and control or under the administrative

supervision of a department, consistent with the provisions of the Administrative

Code of 1987, as amended, on administrative relationships.t3’

In the case of regular agencies attached to a department for policy and program
coordination, their respective HoA or GBs(e.g., board, council, or commission)
shall determine the propriety of establishing a separate IAU or availing of the
services of the IAS of their parent department. GOCCs/GFIs which have original
charters or those created through the Corporation Code, as well as SUCs, shall
likewise establish their respective IAS/IAU. 138

1.1 Purpose, Authority and Functions of the IAS/IAU

In government, the authority to establish an IAS/IAU, including its
purpose, organization, programs, activities, and functions, should be
pursuant to the Administrative Code of 1987, as amended, this Manual and
or other applicable legal basis (e.g., RA creating a new department, which
will include the establishment of an IAS in its organizational structure).

In particular, the power to conduct internal audit is drawn from the power
of control and supervision of the DS. Such laws or issuances shall also e
the basis of the DBM for the issuance of the Notice of Organization, Staffing
and Compensation Action and the provision of funding for the purpose.

Moreover, the nature of public office and the norms of public accountability
are provided for by the Constitution and laws, and not subject to the
agreement between auditor and auditee. 13°

Any operations manual or a similar document that would be developed by
the IAS/IAU to serve as its guide in undertaking internal audit function s
should be consistent with said issuances Among others, the internal audit
operations manual may contain general information about the office,

1S"DBM-CSC JointRedout i on No. 1 (Rationalizati on Pand@uideimes$),sl2Nay 2006randz at i on a
Iltem 2.1, DBM Circular Letter No. 2008 (Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Uhin Departments/Agencies/GOCCs/GFI Concerned), 14 April 2008

138|d.

1397 S E ION 32.Nature of Public Officei Public office is a public trust. Public officers and employees must at all times be accountable

to the people, serve them with the utm@stponsibility, integrity, loyalty and efficiency, act with patriotism gmstice, and lead

modest |l i ves. 0 ( e mpihGareralPrinsiplep @dvernind Publif Officarp Baok Sov@reignty and General

Administration, ExecutiveOrder No. 292 (Administrative Code of 1987), 25 July 1987, as amended; andnSkc#aticle X

Accountability of Public Officers of the 1987 Philippine Constitution]
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its organizational structure and functions, operating p rocedures, and
protocols.

The IAS/IAU need not develop an finternal audit ¢ h a r twkiah js anore
applicable to internal auditing in the
as used in the Philippine Constitution and Administrative Code of 1987,

as amended, connotes a document or issuance by Congress mandating the

creation and operation of a GOCC, SUC or LGU%°

2. Reporting Lines for the IAS/IAU

The IAS/IAU is an integral part of the agency which provides assistance to and
performs functions as provided by law and delegated by the DS/HOA or
GB/AuditCom#! As such, the IAS/IAU shall report to the following:

a. In departments, the IAS shall report directly to the DS.

b. In the case of a regular agency attached to a Department for policy and
program coordination, the IAU shall report to the HoA. F or multi-headed
attached agencies (e.g., commission, council, or board), the IAU may report
directly to the GB. The GB may opt to organize an AuditCom from among its
members to which the 1AU shall report directly. 142

c. Inthe case of GOCCs/GFls, the IAS/IAU dall report to the AuditCom of the
GB of the corporation.143

d. For SUCs, the IAU shall report to the GB, which may also opt to organize an
AuditCom from among its members to which the IAU shall report directly. 144

WHASECTION 16. The Congress shall not , ergaoizfoh, orbegulatos of @rivatd | aw, p
corporations. Governmewtvned or contrdéd corporations may be created or established by special charters in the interest of the
common good and subj ect (tAdticle Xlel987 RhiippinecCobnstituttoly andfind hca rvtiearbeid iitnys.toi t ut i
to any agency organized operating under a special charter, and vested by law with functions relating to specific constitutional policies

or objectives. This term includes the state universitesarldt eges and t he mo n e[Beatiory2(1d)urtrédoctoryt y of t h
Provisions, Executive Order No. 29&dministrative Code of 198725 July 1987, as amended

1415ection 1, Administrative Order No. {8trengthening of the Internal Control Systs of Government Offices, Agencies, Government

Owned and/or Controlled Corporatis, Including Government Financial Institutions, State Universities and Colleges and Local
Government Units), 14 April 2003

142 Sections 2.5 and 2.8BM Circular Letter No. 208-5 (Guidelines in the Organization and Staffing of an Internal Audit Servige/Un

and Management Division/Unit in Departments/Agencies/GOCCs/GF| Concerned), 14 April 2008

143 Section 2.7/d.

144 As provided under the Corporation Code of the Philippinestlaadigher Education Modernization Act of 1997, all the powers,

transactions angroperties are exercised, controlled and held byGireerning Board(Board of Regents for universities and Board of

Trustees for Colleges) of a state university or college.
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3. Roles and Responsibilities on Internal Audit

Pursuant to Section 124*° of the Government Auditing Code of the Philippines,
the direct responsibility to install, implement and monitor a sound system of
internal control rests with the DS/HoA or the GB/AuditCom However, the
DS/HoA/GB/AuditCom may tak the I1AS/IAU to undertake the appraisal of the
internal control system within the department, agency or GOCC/GFI or SUC.

Hereunder are the respective responsibilities of the DS/HoA/GB/AuditCom,
IAS/IAU and the auditees relative to the operationalization of the internal audit
function in the organization:

3.1 DS/HoA or GB/AuditCom

As the official primarily responsible for the installation, implementation and

monitoring of the internal control system, the DS/HoA or the GB/AuditCom
provides the overall strategic direction in the operationalization of the

internal audit function in the organization, from planning to performance

evaluation.

As such, the DS/HoA or the GB/AuditCom, in the performance of internal
audit in the agency, is responsible for the followin g, among other tasks:

a. Ensure that the IAS/IAU fully discharges its internal audit function;

b. Provide insights on, review, verify the veracity of, and approve internal
audit plans and reports;

c. Discuss the internal audit findings and recommendations with oth er
senior or key officials/personnel concerned in the agency, as necessary

d. Ensure timely distribution of audit reports to management/auditees for
implementation of the approved audit findings and recommendations;

e. Lead the implementation of the approved audit findings and
recommendations;

f. Instruct senior/key officials/personnel concerned in the agency to
undertake necessary actions, including the development/refinement of
certain policies/guidelines to avoid occurrence (preventive action) or
recurrence (corrective action) of control weaknesses and incidences;

g. Ensure the monitoring of the Iimplementation of approved
recommendations so that preventive and corrective measures are
applied to address control weaknesses/incidences after a reasonable
period from the report submission date; and

h. Periodically review the performance of the internal audit, as part of
supervision and control.

The details on the responsibilities of the DS/HoA or the GB/AuditCom are
discussed in the pertinent portions of Part Il of this Man ual.

¥R SECTI O Mstallafioh 1 It shall be thedirect responsibility of the ageng head to install, implement, and monitor a sound
system of internal control .o (emphasis supplied) [ Presidenti al
11 June 1978, as amended, citeBélos Santos. Commission on Audit, G.R. No. 198457, 13 August 2013]

Revised Philippine Government Internal Audit Man(24120) Page 78 of 349



3.2 IAS/IAU

As the assigned unit in the appraisal of the internal control system within
the organization, the IAS/IAU head is accountable to the DS/HoOA or the
GB/AuditCom as the case may be, for the efficient and effective operation
of the internal audit function.

Pursuant to the Administrative Code of 1987, as amended, adopted by
DBMin its CL No. 2008546, and reiterated in the NGICS, the functions of
the IAS/IAU are as follows:

a. Advise the DS/HoA or the GB/AuditCom, on all matters relating to
management control and operations audits;

b. Conduct management and operations audits of department/agency/
GOCC/SUC functions, programs, projects, activities with outputs, and
determine the degree of compliance with their mandate, policies,
government regulations, established objectives, systems and
procedures/processes and contractual obligations;

c. Review and appraise systems and procedures, organizational
structures, asset management practices, financial and management
records, reports and performance standards of the department proper,
bureaus and regional offices;

d. Analyze and evaluate management deficiencies and assist the top
management (e.g., ExeCom) by recommending realistic courses of
action; and

e. Perform such other related duties and responsibilities as may be
assigned or delegated by the DS/HOA or the GB/AuditComor as may
be required by law.

It is worth noting that the nature of advisory services that the IAS/IAU
provides to its principal should not be misconstrued as a consulting activity.
Said office is an integral part of the agency whose personnel are covered
by the Philippine civil service law, rules and regulations.

Consultancy activities/services are not considered government service
since no employer-employee relationship exists between the consultant and
the government. 14/

AA oOoOconsultantdo is defined adviccoone who
matters within the field of his special knowledge or training. There is no
employer-employee relationship in the engagement of a consultant but

146 Section 2.4, DBM Circular Letter No. 20@8(Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Unit in Departments/Agencies/GOCEsfGoncerned)14 April 2008, citing Section 8, Chaptef ®epartment
Services, Title M Public Works and Highways, Book IVThe Executive Branch, Executive Order No. 292 (Administrative Code 1987),
25 July 1987, as amended

147 CSC Resolution No. 00083Bison, Mory Q, Re: Consultancy Service, 29 March 2000 citing CSC Resolution N693,

2 November 1995; Pagaduan, Ma. Dolores, et al. v. Malonzo, Reynaldo, et al.
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thatofclient-pr of e s si o n a I'*® Theylara not covaredtby thpe civil
service law, rules and regulations.1#°

Section 5 (f), RA No. 9184, ifGoover nme
defines consulting services, to wit:

A(f) Consulitrefergto sBreices/for tn &astructure Projects
and other types of projects or activities of the Government requiring
adequate external technical and professional expertise that are beyond
the capability and/or capacity of the government to undertake such as,

but not limited to: (i ) advisory and review services; (i) pre -investment
or feasibility studies; (iii) design; (iv) construction supervision; (V)

management and related services; and (vi) other technical services or
special studies. 0

In the conduct of internal audit work, the internal audit staff must:

a. Comply with the govVv e  rcrandeEthicabStandamlsd e o f
for Public Officials and Employees;

b. Possess the knowledge, skills, technical and functional expertise;

c. Acquire the skills in dealing with people and communicating audit
findings and recommendations and related issues effectively;

d. Regularly improve their technical competence through a program of

professional development;

Exercise due professional diligence in performing their duties;

Keep the confidentiality of information;

Maintain internal audit records; and

Foster teamwork in performing the internal audit function.

S ™o

3.3 Auditees

The auditees, which may refer to the different bureaus/services/
offices/units in the agency, play a cooperative role in the course of the
conduct by the IAS/IAU of internal audit. In doing so, they are responsible
for the following:

a. Understand the audit objectives, scope, criteria and methodology;

b. As authorized by the DS/HOA or the GB/AuWitCom, allow the IAS/IAU
to have full, free and unrestricted access to all functions, premises,
assets, personnel, records, and other documents and information that
the IAS/IAU considers necessary in undertaking internal audit activities;

c. Provide comments and insights about the significant audit issues as a
way of validating the IAS/IAU findings;

d. Comply with the approved audit findings and recommendations;

148 pgsadas v. Sandiganbayan, G.R. Nos. 168951 & 1690QIyly 2013
1491tem 7.4, CSC, COA and DBM Joint Circular No. 1 (Rules and Regulations Governing Contract of Service and Job Order Workers in
the Government), 15 June 2017, as amended
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e. Implement preventive and corrective measures, and corrections to
address the approved findings and recommendations; and

f. Provide feedback and suggestions regarding the performance of the
IAS/IAU in its audit engagements.

4. IAS/IAU Relationships with Principals and Key Stakeholders

To be effective, the IAS/IAU must hav e the trust and confidence of the principals
and key stakeholders it works with. This can only be established and maintained
by fostering effective working relationships and delivering high quality and
timely internal audit services.

The principals of the IAS/IAU are the DS/HOA/GB/AuditCom.

The IAS/IAU head has direct access to the DS/HOA, chair and other members
of the Board, or the chair and other members of the AuditCom. This means that
the 1AS/IAU functionally/operationally reports t o the DS/HoA or GB/AuditCom,
as often as necessary. They meet regularly, at least quarterly if possible or as
the need arises, to provide the DS/HoOA or the Chair/members of the
GB/AuditCom the opportunity to seek the comments of the IAS/IAU head on
management control and audit function, quality of the audit and internal
controls, and other areas of concern, as deemed appropriate. As necessary, the
DS/HoA/GB/AuditCom should be given an orientation/briefing on the purpose
and mandate of | A &sponsiblity inthe eperationalizagion 6f s
the internal audit function in the organization so as to harness the value of, and
to be able to provide appropriate direction to IAS to the agency.

On the other hand, stakeholder refers to a person or organization that can
affect, be affected by, or perceive themselves to be affected by a decision or
activity. Key stakeholders may either be internal or external, to wit:

a. Internal stakeholders include those within the sector (e.g., CSC, Office of the
Ombudsman, and other review and oversight bodies). These are the
individuals and groups that can affect
operation within a particular public service sector. In terms of relationship,
the IAS/IAU basically coordinates with internal stakeholders.

b. External stakeholders, on the other hand, pertain to those outside the sector.
These are the persons, organizations and other service groups that are
outside a specific public service sector but may have an interest and can
influence the achievement of the sectoral goals of the agency concerned.
The IAS/IAU only collaborates with external stakeholders.

External stakeholders must always deal with the principal (DS/HoA/
GB/AuditCom) and not directly with the IAS/IAU.
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To illustrate, the internal stakeholders of the DepEd in the education sector
include, among others, the local school boards, Parents Teachers and
Community Associations (PTCAs), the Congressional and local sanggunian
committees on education. Its external stakeholders include other public service
sectors such as the public works sector (i.e., DPWH and its internal
stakeholders) i for roads used in going to the school, the health sector (i.e.,
DOH and its internal stakeholders) for the health and nutrition of the students,
and the Philippine National Police for the security of students.

4.1 1AS/IAU and the DS /HOA

As mentioned in the previous section, the IAS/IAU must report directly to

the DS/HOA1%0 A superior-subordinate relationship exists between the

DS/HoA and the internal auditors. This means that the IAS/IAU head is
accountable to the DS/HOA. This relationship should be used as an

opportunity for internal audit to gain insights into new and emerging issues

and concerns facing the organization, and to discuss the role that the

DS/HOA requires thel AS/ I AU to ful fil, in |l ine wi
function.

In view of the considerable work of the DS/HOA, internal audit plans and

reports may be submitted to an official who will facilitate and ensure the

review and approval by the DS/HoOA of the same. This is usually the Chief

of Staff or Head Executive Assistant of the DS/HOA to whom matters for

|l atterbés decision, approval or consi de
different agency units.

With respect to the abovementioned arrangement, it is understood that
the relationship between the DS/HOA and the IAS/IAU should still be in
place. Sucharrangement should not in any way impair the reportorial line
of the IAS/IAU to the DS/HOA.

4.2 |AS/IAU and the GB/AuditCom

In GOCCs, GFlIs, multtheaded attached agencies and SUCs, the IAS/IAU
reports to the GB/AuditCom on the effectiveness of the internal audit
function. The GB/AuditCom shall periodically meet with the IAS/IAU head
to discuss reports of evaluation. As a minimum, it is important that he/she
has direct access to the chair of the GB/AuditCom.

Again, it is reiterated that the relationship between the GB/AuditCom and
IAS/IAU is that of principal and agent, respectively.

150 Sections 2.8.7,DBM Circular Letter No. 2008 (Guidelines in the Orguzation andStaffing of an Internal Audit Service/Unit and
Management Division/Unit in Departments/Agencies/GOCCs/GFI Concerned), 14 April 2008
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The relationship between the IAS/IAU and the GB/AuditCom involves the
following:

a. The IAS/IAU reports to the GB/AuditCom!® The | atter i s tt
primary principal with a close professional relationship;

b. The IAS/IAU is a source of information by the GB/AuditCom on
management controls and organizational performance reports;

c. In many organizations, the AuditCom is responsible for reviewing and
approving internal audit plans and programs, and recommending their
approval to the GB; and

d. The GB/AuditCom is involved in assessing the performance of the
IAS/IAU.

4.3 1AS/IAU and ExeCom/ManCom/Top Management

To effectively fulfill its responsibilities, the IAS/IAU needs to have a
professional and constructive relationship with the ExeCom/ManCom/top
management of the organization in general. The IAS/IAU members should
interact on a regular basis with the members of the senior management
team, and build a relationship that is based on cooperation, mutual respect
and adherence to the highest degree of professionalism.

While interacting on a regular basis with management, the | AS/IAU may
be privy to information which might impact on professional and, at times,

personal reputations. It is important that the IAS/IAU respects the

confidentiality of such information and its communication to others be

made on a strictly need-to-know basis. In situations where managers
consider that such information is being used inappropriately, the reputation

and credibility of the IAS/IAU is likely to be adversely affected.

4.4 1AS/IAU and the DBM
Internal control in the public sector must conform to five (5) ob jectives:

Safeguard assets;

Check accuracy and reliability of accounting data;
Adhere to managerial policies;

Comply with laws, rules and regulations; and

Ensure economical, efficient and effective operations.1*2

®o 0T

The management aspects of the internal control system that is to
fencourage adherence to prescribed mane
by the Executive Branch.

“TAThe 1 AS/1 AU of GOCCs/ GFls shalll report to the respeéotni.vwe Au
[Section 2.7,DBM Circular Letter No. 200& (Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Unit in Departments/Agencies/GOCCs/GFI Concerned), 14 April 2008]

152 National Guidelines omternal Control Systems issued under DBM Circular Letter No.-3)@3 October 2008, p. 10
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The objective t o Afencour age adherence t o pr
p ol ilediisepsrformed by the DBM through icont r ol ationAl t he 1
Budget o and fimanagement &% government o

a. The DBM has a mandate on the execution and control of the national
budget through the preparation of a national resources and
expenditures budget; and preparation, execution and control of the
national budget.

b. Similarly, management controls emanate from the DBM for the
achievement of more economical and efficient management of
government operations.

c. The budget Asupportive of -acombmicconsi s
devel opment p | a nowarda thel achieoemeneal exglicit  t
objectives and e xguetha fundsaeeutilizedasd s hal |
operations are conducted effectively, economically and efficiently. 15°

d. Performance and financial review are inherent parts of the budget
process. The agencies shall adequately monitor and control budget
implementation and ensure that the performance targets are
attained.%6

e. The President, through the DBM Secretary, evaluates on acontinuing
basis agency performance®’

Pursuant to OP AO No. 119, as anended, the DBM is mandated to
promulgate the proper and appropriate rules, regulations and circulars for
the strengthening of the internal control systems, including internal audit

as a key part thereof, in government.

153 Section 123Presidential Decree No. 1445 (Government Auditing Code of the Philippines), 11 June 1978, as ,anuetelddn

Delos Santos. Commission on AudjtG.R. No. 198457, 13 August 2013 and Pardiban v. Commission on Audit, G.R. No. 217948,

12 January 2016

%4/ SE CT | Poiers3and Function$ The Department of Budget and Management shall assist the President in the preparation of a national
resourcesind expenditures budget, preparation, executiosamicbl of the National Budget preparation and maintenance of accounting systems
essentibto the budgetary process, achievement of more economy and efficiencynantmgement of government operationgdministration of
compensation and position classification systems, assessment of organizational effectiveness and review and eeatleticembiposals having
budgetary or or ga(emphasis suppliedl) [Sectgm|3j Chapteir General Brovisions, Title XVII Budget and
ManagemeniBook IV i The Executive Branch, Executive Order No. 292 (Administrative Code of)1283duly 1987, as amended]
15ASECTION 3.Declaration of Policyi It is hereby declared the policy of the Statéormulate and implement a National Budget that

is an instrument of national development, reflective of national objectives, strategiglamsmdrhe budget shall be supportive of and
consistent with the socieconomic development plan and shall berdgd towards the achievement of explicit objectives and expected
results,to ensure that funds are utilized and operations are conductetiveffececonomically and efficienty x x x0 (under sco
supplied) [Chapter 2 Budget and Policy Approach, Bookl i National Government Budgeting, Executive Order No. 292
(Administrative Code of 1987), 25 July 1987, as amended]

%6/ S ECT | PaorrBance and Financial RevieivThe analysis of agency operating performance, the evaluation of performance
relative tocosts incurred and the review of agency operating systems and procedimbsram parts of the budget procesgencies

shall therefore design and implement (1) management information systems yielding both performance and financial information which
will adequatelymonitor and control budget implementati@md (2) improvements in operating systems, procedures and practices, so as
to ensure that the targeisp pr oved i n budget authorization are i n[Chapter® attained
Budget and Policy Approach, Book VINational Government Budgeting, Executive Order No. 292 (Administrative Code @§,198

25 July 1987, as amended]

7% S E CT | (EMalu&tign. of Agency Performande The Presidentthrough he Secretary shall evaluate on a continuing basis the
quantitative and qualitative measures of agency performance as refleceedmitstof work measurement and other indicators of agency
performance, including the standard and actual costs per uwibof k . 0 ( u nd e r Ebapteri6inBgdges Acpopritabilagyd )

Book VIi National Government Budgeting, Executive Order No. @@fministrative Code of 1987), 25 July 1987, as amended]
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45 |AS/IAU and the COA

The Commi ssionés constitutional mandat ¢
settlement of all accounts pertaining to the revenue and receipts of, and

expenditures or uses of funds and property, owned or held in trust by, or

pertaining to, the government. 158

The COA6s role in internal audi t (al be
following, as provided in the Constitution, as well as the Administrat ive
Code of 1987, as amended:

AWhere the i nternal contr ol system
inadequate, the COA may adopt such measures, including temporary

or special pre-audit, as necessary and appropriate to correct the
deficiencieso

This authority of the COA is distinguished from the functions of the
IAS/IAU.

The IAS/IAU is an integral part of the department or agency and assists in
the management and effective discharge of the responsibilities of the
Office without intruding into the authority and mandate of the COA gra nted
under the Constitution?®® or encroaching on or be adversarial with those of
the auditors of the COA.'® However, there must be constructive
cooperation between the IAS/IAU and the COA.

Internal control in the public sector must conform to five (5) objec tives:

Safeguard assets;

Check accuracy and reliability of accounting data;
Adhere to managerial policies;

Comply with laws, rules and regulations; and

Ensure economical, efficient and effective operations.15*

®o oo

The financial aspect of internal control system, ifito safeguard it
and ficheck the accuracy and,isedrriedhbi | ity
out by the COA in keepingwithits consti tuti otoexamimandat e

audit, and settle all accounts pertaining to the revenue and receipts of, and

1%8fThe Commission on Audit shall have the power, authority, andtd@xamine, audit, and setél accounts pertaining to the revenue
and receipts of, and expenditures or uses of fundp@perty owned or held in trust by, or pertaining to, the Government, or any of its
subdivisions, agencies, or instrumentalitins|uding governmerbwned or controlled corporations with original charters, and on a post
audit basi s x xrs)fSection 8.d1eDr isTheoGommigsioncon Audit, Article IX Constitutional Commissions, The
Constitution of the Republic of tHhilippines, 11 February 198andSection 11, Chapteri4Jurisdiction, Powers and Functions of the
Commission, Subtitle B Commission on Audit, Title T Constitutional Commissions, Book V Office of the President, Executive
Order No. 292 (Administrate Code of 1987325 July 1987, as amended

159 Administrative Order No. 70 (Strengthening of the Internal Control Systemewar@nent Offices, Agencies, Governmé@wned
and/or Controlled Corporations, Including Government Financial Institutions, Stétertities and Colleges and Local Government
Units), 14 April 2003

160 Administrative Order No. 278 (Directing the Strengthgnif the Internal Control Systems of Government Offices, Agencies,
GovernmerfOwned and/or Controlled Corporations, Including Gaweent Financial Institutions and Local Government Units, in their
Operations), 28 April 1992

161 National Guidelines on Interh@ontrol Systems issued under DBM Circular Letter No. 28033 October 2008, p. 10
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expendi tures or uses of f u rMptosnulgaen d pro
accounting and auditing rules and regulations, including those for the

prevention and disallowance of irregular, unnecessary, excessive,
extravagant, or unconscionable expenditures, or uses of government funds

and properties. o

a. The IAS/IAU differs with the COA on financial control and financial
audit by which the COA adheres to the following objectives:

n(1) Det er mi ne whseat responsibibty thatt t he
rests directly with the head of the government agency has
been properly and effectively discharged;
(2) Develop and implement a comprehensive audit program that
shall encompass an examination of financial transactions,
accounts and reports , including evaluation of compliance with
applicable laws and regulations;
(3) Institute control measures through the promulgation of
auditing and accounting rules and regulations governing
the receipts disbursements, and uses of funds and
property , consistent with the total economic development
efforts of the Government;
(4) Promulgate auditing and accounting rules and regulations so
as to facilitate the keeping, and enhance the information
value of the accounts  of the Government;

X X683 yemphases supplied)

b. Fiscalresponsibility is the proper and effective discharge of government
resources®* Government resources refer to the actual and contingent
assets entrusted to government agencies.16°

162 BSECTION 2.(1) The Commission on Audit alh have the power, authority, and dutyexamine, audit, and settle all accounts
pertaining to the revenue and receipts ofand expenditures or uses of funds and propertyowned or held in trust by, or pertaining
to, the Government, or any of its sulidiens, agencies, or instrumentalities, including governsoemted or controlled corporations
with original charters, x x x
(2) The Commission shall have exclusive authostybject to the limitations in this Article, to define the scope dfs audit aml
examination, establish the techniques and methods required tharefgromulgate accounting and auditing rules and
regulations, including those for the prevention and disallowance of irregular, unnecessary, excessive, extravagant, or
unconsciondle expenditures, or uses of government funds and propertiesd (€ mp h a s[® is Thes Gommidsioneod Audit,
Article IX 1 Constitutional Commissions, The Constitution of the Republic of the Philippines, 11 February 1987; and Chapter 4
Jurisdiction, Bwers and Functions of the Commission, Subtitle Bhe Commission on Audit, Titleil Constitutional Commission,
Book V, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987, as amended]
163 Section 10, Chapter % Jurisdiction, Powers and Rations of the Commission, SubtitleiBThe Commission on Audit, Titleil
Constitutional Commission, Book ¥ Office of thePresident, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987,
as amended
164 S E C T | Dadlardtion of Polig. All resourceof the government shall be managed, expended or utilized in accordance with law
and regulations and safegdad against loss or wastage through illegal or improper disposition to ensure efficiency, economy and
effectiveness in the operati® of government. The responsibilttytake care that such policy is faithfully adhered to rests directly with
thechi ef or head of the gover nment Chagter i Ggneral Bravisiens,filed. 6 (under scori
1/ S E C T | Dafiniti@n.of Terms Unless the content otherwise requires, when used in this Title:

X X X
(7) OResour catuaasseteffarmyragency af the Goeernment such as cash, instruments representing or convertible to
money, receivables, lands, buildings, aslwaskcontingent assetsuch as estimated revenues applying to the curresal figriod not
accrued or collected, and bonds auGhdpenliGeredl Povisbnsuthi ssued. 06 (under
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c. The COA i s mandated to conduct finan
pertaining to the revenue and receipts of, and ex penditures or uses of
fundsand pr é&perAcxwunt is a fArecord of a
wherein transactions and events pertaining to fund, obligation,
revenue, collection or expense affecting his accountability are entered
as items of debit and credit. 66’

d TheCOAéd@dsthority to define the fAscope of
refers to Aexpenditures, or uses of g
which covers financial control and financial audit.

4.6 |AS/IAU andthe CSC

The CSC is the constitutional body concerned with the promulgation of
policies, standards and guidelines on personnel administration 168

The qualification standards serve, among others, as an aid to the CSC in
the audit of the agenciesdO personnel W (
being used in its generic term hence, even the CSC has an audit function.1°

The responsibility for setting standards/policies/guidelines/programs
pertaining to HRM of the government is placed with CSC. The CSC conducts
audit of personnel actions of departments/agencies.

a. The 1987 Constitution declared that t
the central personnel agency of the Government, shall x x x integrate all
humanresourcesdevelopmentp r ogr ams for all FMevels &

166 Section 2,D i The Commission on Audit, sicle IX i Constitutional Commissions, The Constitution of the Republic ef th
Philippines, 11 February 1987; aseéction 11 Chapter 4 Jurisdiction, Powers and Functions of the Commission, SubtitleTBe
Commission on Audit, Title I Constitutional Commission, Book V, Executive Order No. 292 (Administrative Code of 1987),
25 July 1987, as amended
167]tem 4.1, Section # Definition of Terms, Chapterill nt r oducti on, fAThe 2009 Rulods Axrcd uRd gwl at
circularized under Commission on Audit Circular No. 2@0% (Prescribing the use of the Rules and Regulations on Settlemen
Accounts), 15 September 2009
188 S E C T | QPhwers and FunctionsThe Commission shall have the following powens éunctions:

X X X
(3) Promulgate policies, standards and guidelines for the Civil Service and adopt plans and programs to pramotaleediicient
and effectivepersonnel administratian the government;
X X X0 CHapter 3i Organization and Funciis of the Civil Service Commission, Subtitlei ACivil Service Commission, Title il
Constitutional Commission, Book ¥ Office of the Pesident, Executive Order No. 292 (Administrative Code of 1987), 25 July 1987,
as amended]
195 S E C T 22(Nalification Standardsd (1) x x X
Qualification standards shall be used as basis for civil service examinations for positions in the career serviceiraappodement
and other personnel actions, in the adjudication of protested apjeoitst, in determining training needs, and dsrathe inspection and
audit of the agencies6 personnel work programs
XXX. 0 (under s c[Chapter § Pessanpgb Policiesdapd Standards, Id.]
170 Section 3B 7 The Civil Service Commission, ArtigllX i Constitutional Commissions, The 1987 Gttution of the Republic of the
Philippines, 11 February 1983and Section 1, Chapter il General Provisions, Subtitle A Civil Service Commission, Title 1
Constitutional Commission8ook Vi Office of the President, Executive Order No. 292 (Admigistre Code of 1987), 25 July 1987,
as amended
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b. Itis the function ofthe CSCto A[ p] romul gate policies
guidelines for the Civil Service and adopt plans and programs to
promote economical, efficient and effective personnel administration in
the govef.nment o

The audit function of andbuit tteSp€rsomnsl t o i |
actions and programs of the departments, agencies, bureaus, offices, LGUs
and other instrumentalities of tWe gove

4.7 1AS/IAU and Oversight, Regulatory and Other External Bodies

The IAS/IAU head can liaise on behalf of, and with authority from, the

DS/HOA or the GB/AuditCom, with other external reviewers as part of the

organi zationds governance arrangements.
are performed with authority from th e DS/HoOA or the GB/AuditCom.

There are benefits in formalizing protocols for such activities as exchange
of information and reports in a coordinated manner. This arrangement can
be applied where internal audit needs to work closely with its programs in
other public service sector organizations as a result of inter-agency
agreements, as may be authorized by the DS/HoA or GB/AuditCom.

4.8 |AS/IAU and Professional Bodies

It is generally expected that internal auditors may be members of
professional bodies.

It is important that the internal auditors are abreast w ith professional and
industry developments, and use networking opportunities to assist in their
continuing professional development. They must continually update
themselves on new frontiers of internal auditing and respond to
developments affecting their profession, subject to applicable laws and
regulations.

In doing so, and in accordance with government policies on confidentiality
of organizational activities and audit functions, and policies on objectivity
and impartiality, it is important that due care is strictly upheld.

171 Section 12 (3), Chapteri3Organization and Functions of the Civil Service Commission, SubtiileCAvil Service Commission,
Title 1 T Constitutional Commsions,Book V i Office of the President, Exed¢u¢ Order No. 292 (Administrative Code of 1987),
25 July 1987, as amended

172 Section 12 (15)id.
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5. Organizational Structure

To be able to provide the services
expected of the IAS/IAU, it is
important that it has:

of the IAS/IAU

Box 2 i Issuances on the Organization
and Staffing of the IAS/IAU

9 DBM Budget Circular No. 20044, 22 March

2004, AGui del ines J n
a. An appropriate  organizational Staffing of [Internal
structure: 91 DBM Circular Letter No. 20085, 14 April
' 2008, /i Gu i d el ther ©rganization and
o Staffing of an Internal Audit Service/Unit and
b. Access to sufficient human

Management Division/Unit in Departments/
Agenci es/ GOCCs/ GF/ s
9 DBM Circular Letter No. 20088, 23 October
2008, ANati onal Gui de
Control Systemso

resources with the necessary skills
and experience; and

c. An adequate budget.

It is likewise important that the
organization.

IAS/IAU is well positioned within the

The IAS of a Department in the Executive Branch, which shall be a service-level
entity, directly reports to the DS. The organizational placement of the IAS in the
Office of the Secretary (OSEC) and in the Department proper is provided in
Figure 13 and Figure 14, respectively 1’3

Secretary

In ternal Audit
Service

Undersecretary Undersecretary

Assistant
Secretary

Assistant
Secretary

Figure 13 1 Organizational Placemen t of the IAS in the OSEC

WpDBM-CSC Joint Resolution No. 1 (Rat i oS8tanbardgzand Guadeines),idMay 2006@ed Or gan i
Section 2.1, DBM Circular Letter No. 20@8(Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Unit in Departments/Agencies/GOCCs/GFI Concerned), 14 April 2008
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Office of the
Secretary
Internal Audit
Service

. Financial and - . .
Planning Administrative Technical .

: Management . . Legal Service
Service Service Service Service

Figure 14 1 Organizational Placement of the IAS in the Department
Proper

In the case of regular agencies attached to a Department for policy and program
coordination, their respective board/council shall determine the propri ety of
establishing a separate unit for the purpose or avail of the services of the IAS
of the Department. 174

GOCCs/GFIs which have original charters or those created through the
Corporation Code shall likewise establish their respective IAS/IAU, which shdl
be a department-level entity or its equ ivalent organizational unit. The IAS/IAU

shall report to the respective AuditCom of the GB of the corporation, as shown

in Figure 15.17°

Risk Board of Audit
Management Directors Committee
Committee
Chief Executive Internal Audit
Officer Department

Figure 15 7 Organizational Placement of the Internal Audit
Departmentinthe  GOCC/GFI

174 ltem 2.6, DBM Circular Letter No. 2068 (Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Unit in Departments/Agee®iGOCCs/GFI Concerned), 14 April 2008
75 1tem 2.7 Id.
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For SUCs, its IAU, the level of which shall depend on its levelling per
DBM-Commission on Higher Education (CHED) Joint Circular (JC) No. 1, s. 2015,
shall report to the AuditCom of the GB of the SUC, as shown in Figure 16.

. Audit
Governing Board .
9 Committee
Office of the SUC Internal Audit
President Division/Section
Finance and Office of the Dean Office of the Dean Office of the Office of the
Administrative for Higher for Advanced Director for Director for
Division Education Services Education Services Research Services Extension Services

Figure 16 T Organizational Placement of the IAU in the SUC

The IAS/IAU in Departments and agencies concerned shall consist of two
divisions i an Operations Audit Division and a Management Audit Division as
shown in Figure 17.177 The Divisions shall be headed by an Internal Auditor V
(SG 24).

Office of the DS/HoA
or the GB/AuditCom

Internal Audit
Service/Dep artment

Management Audit Operations Audit
Division Division

Figure 17 1 Organizational Chart of an Internal Audit
Service/Department

176 £y 2016 Levelling Instrumerfor SUCs and Guidelines for the Implementation Ther&®fApril 2016

177 ltem 2.5, DBM Circular Letter No. 2068 (Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Unit in Departments/Agencies/GOCCs/Giticerned), 14 April 2008yational Guidelines on Internal Control
Systens issued under DBM Circular Letter No. 26883 October 2008, pp. 3®
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Pursuant to the Administrative Code of 1987, as amended, and as adopted in
DBM CL No. 2008-5, s. 2008'7°, the IAS shall 7/ ¢ ] o mdnagement and
operations performance audit of Department activities and units and determine
the degree of compliance with established objectives, policies, methods and
proceadures, government regulations, and contractual obligations of the
De p ar t fuaderscorimg supplied)

5.1 Mana gement Audit Division

The Management Audit Division is responsible for conducting compliance
and management audits in departments, agencies, GOCCs or SUCs.

OP AO No. 278,189 s, 1992 further states that the internal audit activities
shall include 7 [Jeviewing and evaluating the soundness, adequacy and
application of accounting, financial and other operating controls and
promoting the most effective control at reasonable cost. @underscoring
supplied)

Functional Statements

The Management Audit Divison has the following functions, consistent
with OP AO No. 278, s. 1992, DBM CL No. 2008-5 and DBM BC
No. 2004-4:

a. Conduct management audit of activities and its units and determine the
degree of compliance with the mandate, policies, government
regulations, established objectives, systems and procedures/processes
and contractual obligations;

b. Review and appraise systems and procedures/processes, organizational
structure, assets management practices, financial and management
records, reports and performance standards of the agencies/units
covered,

c. Verification and analysis of financial and management data to ascertain
if attendant management information systems generate data or reports
that are complete, accurate and valid;

178 Section 8, Chapter B Department Services, Title V Public Works and Highways, Book I The Executive Banch,Executive

Order No. 292 (Administrative Code of 1987), 25 July 7,98 amended

™R x x x ¢ ondu c toperatiomspefeormance taudibtime Mepartment/Agency/GOCC/GFI activities and their units and

determine the degree of compliance with theiandate, policies, government regulations, established objectivéemsyand
procedures/ processes and contractual obligations.-5(Gidelmeser scor i nc¢
in the Organization and Staffing of andmal Audit Service/Unit and Management Division/Unit in Departmentsigige/ GOCCs/GFI

Concerned), 14 April 2008

180 Administrative Order 278[irecting the Strengthening of the Internal Control Systems of Government Offices, Government Owned

and/or Contrded Corporations, Including Government Financial Institutions and L@alernment Units, in their Operations),

28 April 1992
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d. Ascetain the reliability and integrity of fin ancial and management
information and the means used to identify, measure, classify and
report such information;

e. Ascertain the extent to which the assets and other resources of the
institutions are accounted for and safeguarded from losses of all kinds;

f. Review and evaluate the soundness, adequacy and application of
accounting, financial and management controls and promote the most
effective control at reasonable cost;

g. Evaluate the quality of performance of groups/individuals in carrying
out their assigned responsibilities

h. Perform functions of a protective nature, such as prevention and
detection of fraud or dishonesty; review of cases involving misuse of
agency property; and checking of transactions with outside parties; and

i. Perform miscellaneaus services, including special investigations and
assistance to outside contacts, such asthe DOJ, subject to authority
from the IAS/IAU principal.

5.2 Operations Audit Division

The Operations Audit Division is responsible for conducting compliance and
operations audits in departments, agencies, GOCCs or SUCs.

OP AO No. 27881 s, 1992 further states that the internal audit activities
shallinclude/di /[ r ] evi ewi ng of ampteaseettainovimeter o r
or not results are consistent with established objectives and goals and
whether or not such programs are being carried out _as planned.o
(underscoring supplied)

181 Administrative Order No. 278Drecting the Strengthening of the Internal Control Systems of Govemn@fices, Government

Owned and/or Controlled Corporations, Includingv@rnment Financial Institutions and Local Government Units, in their Operations),

28 April 1992
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Functional Statements 182

The Operations Audit Division has the following functions, consistent with
OP AO No. 28, s. 1992, DBM CL No. 2008-5 and DBM BC
No. 2004-4:

a. Conduct operations performance audit of activities of the
department/GOCC and their units and determine the degree of
compliance with the mandate, policies, government regulations,
established objectives, systems and procedures/processes and
contractual obligations;

b. Review and appraise systems and procedures/processes, organizational
structure, operations practices, operations records, reports and
performance standards of the agencies/units covered,;

c. Verify and analyze operations data to ascertain if attendant
management information systems generate data or reports that are
complete, accurate and valid,;

d. Ascertain the reliability and integrity of operational information and t he
means used to identify, measure, classify and report such information;

e. Review operations or programs to ascertain whether or not results are
consistent with established objectives and goals and whether or not
such programs are being carried out as planned;

f. Evaluate the quality of performance of groups/individuals in carrying
out their assigned responsibilities;

g. Recommend courses of action on operational deficiencies observed

h. Perform functions of a protective nature, such as prevention and
detection of fraud or dishonesty; review of cases involving misuse of
agency property; and checking of transactions with outside parties; and

i. Perform miscellaneous services, including special invesgations and
assistance to outside contacts such as the DOJ, subject to authority
from the IAS/IAU principal.

182 Administrative Order No. 278Directing the Strengthening of the Internal Controst8yns of Government Offices, Government
Owned and/or Controlled Corpoiats, Including Government Financial Institutions and Local Government Units, in their Operations),
28 April 1992and DBM Budget Circular No. 2084 [Guidelines on the Organization a8thaffing of Internal Auditing Units (IAUs)],

22 March 2004
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6. Head of the IAS/IAU

The IAS/IAU head is responsible for ensuring that the internal audit function
and engagement are delivered efficiently and effectively toward the attainment
of the IAS/IAU objectives. In d oing so, the IAS/IAU head should maintain utmost
commitment to public interest and the highest degree of excellence,
professionalism, intelligence and skill.

6.1 Status

The rank and salary grade (SG) of the IAS/IAU head are stipulated in
Sections 2.5 to 2.7 of DBM CL No. 2008-5, as well in DBM BC No. 20044
for SUCs.

In departments covering the OSEGproper, bureaus, regional offices and
regulatory agencies, the IAS/IAU shall be headed by a Director IV or as
may be provided by the Administrative Code of 1987, as amended, or other
special laws. The Director 1V shall be occupied by a career official with a
third level eligibility, and with SG-28 or its equivalent. 183 Said position is
highly technical in nature and shall be station/office specific.

The IAS/IAU head of a regular agency attached to a department for policy
and program coordination shall have the rank equivalent to the fourth
ranking official of the agency.

In the case of GOCCs/GFls, the IAS/IAU head shall be a Department
Manager/ SG-26 or its equivalent.

For SUCs, the head of the IAU shall depend on its SUC levelling per
DBM-CHED JC No. 1, s. 2016. In particular, a Level | SUC shall be headed
by an Internal Auditor 11I/SG -18, while a Level Il -V SUC shall be headed
by an Internal Auditor V/SG-24.

Considering, however, the complexity and scope of the internal audit
functions and the nature of undertakings of the IAS/IAU in agencies, such
as the OP and in Congress, which may entail the conduct of fraud
detection, forensic audit, computer forensics, i nvestigation and litigation in
criminal and administrative cases, among others, their IAS/IAU may be
headed by a third or second ranking official. Under the current set-up, the
Internal Audit Office of the OP Proper is headed by a Deputy Executive
Secretaty, while in the House of Representatives, it is headed by a Deputy
Secretary General.

183 Section 25, DBM Circular Letter No. 2008 (Guidelines in the Organization and Staffing of an Internal Audit Service/Unit and
Management Division/Unit in Departments/Agencies/GOCCs/GFI Condgri¥ April 2008
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6.2 Qualifications

The IAS/IAU head must meet the eligibility requirements specified in
Sections 2.5 to 2.7 of DBM CL No. 2008584, As a career service officer,
he/she must also meet the prescribed minimum education, training and
experience requirements. However, CSC MC No. 12, s. 2006 encourages
agencies to set specific or higher standards for their IAS/IAU positions.
These must be submitted to the CSC for approval, and once approved,
shall be adopted by the Commission as qualification standards in the
attestation of the appointments of non -Presidential appointees to the
IAS/IAU positions of the agency concerned.

The qualification standards for the IAS/IAU head in Table 5 may be
adopted for CSC approval.

Table 5 T Qualification Standards for the IAS/IAU Head
Education Any o f the foll owing: Master 6¢
Administration,  Criminology, Information Technology/
Computer Science and other related disciplinesrelevant to the
department/agency/sector where the IAS/IAU head is
assigned  Bachel or dasvwdhule berap avantage. L
Experience 4 years of relevant experience in one or a combination of the
following:  Public  Administration, Internal  Auditing,
Administrative  or  Criminal Investigation, Forensics
(e.g., Accounting, Information Technology), ISO Management
Systems and other related disciplines
Training 40 hours of relevant training in one or a combination of the
following:  Public ~ Administration, Internal  Auditing,
Administrative or  Criminal Investigation, Forensics
(e.g., Accounting, Information Technology), ISO Management
Systems and other related disciplines
Eligibility Any of the following: CESO III; CESO Il and Lawyer or CESO
Il and CPA-Lawyer would be an advantage

184 Guidelines in the Organization and Staffing of atednal Audit Service/Unit and Management Division/Unit in Departments/
Agencies/GOCCs/GFIs Concerned, 14 April 2008.
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The IAS/IAU head must possess prior to qualification to the position
general knowledge and professional knowledge.

a. General knowledge is obtained upon completion of a course of
appropriate studies from an accredited higher education institution
prior to becoming certified.

b. Prof essi onal knowl edge refers to the
understanding of organizational, legal, forensics, information
technology, and public governance-related matters.

Since both management and operations audits start with compliance audit,
it would be an advantage if the IAS/IAU head possesses sufficient
foundation in law and is familiar with the rudiments of the law, in addition
to the general kn owledge gained from basic education.

The IAS/IAU head must also possess functional expertise. His/her
knowledge of a specific function and sector (e.g., health) must be
contextualized within the operations of the department/agency which
performs this particular function. It hel ps if he/she has relevant experience
in applying this knowledge in a work setting as it enhances his/her
understanding of the organization and its operations.

6.3 Responsibilities
The IAS/IAU head is responsible for the following:

a. Enauring the efficient and effective operation of the internal audit
function;

b. Developing strong professional relationships with the DS/HoA or
GB/AuditCom and key stakeholders;

c. Leadingthe development of the internal audit strategic plan and annual
work plan that outlines the objectives, priorities and proposed internal
audit plan; and

d. Liaising with other policy and regulatory bodies in developing internal
audit plans for the review and approval by the DS/HoA or GB/AuditCom.
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6.4 Skills

To operate effectively, the IAS/IAU head requires a broad range of skills
and specific personal qualities which are critical to the credibility and
acceptance of the internal audit function that he/she leads. These include
intellectual, interpersonal, communication, and information technology
skills. Other skills and qualities that could be expected of the IAS/IAU head
include the following:

a. Cl ear understanding of the internal
governance;

b. Ability to develop plans and programs that contribute to the
achievement of mandated objectives;

c. Strong management acumen and the ability to anticipate and assess
management control;

d. Ability to build a strong network and credibility with the DS/HOA or
GB/AuditCom and senior management; ard

e. Consistent observance of ethical principles.

7. Staffing of the IAS/IAU

The rank and salary grades of the IAS/IAU staff are stipulated in Section 4.1.3
of DBM BCNo. 2004-4, and Annex A thereof.8

The general policies and related rules on qualification standards are provided in
Rule VIl of CSC Resolution No. 1800692, 2017 Omnibus Rules on Appointments
and Other Human Resource Actions (Revised July 2018) dated 3 July 201886

In particular, CSCMC No.12,5.2006fi Qual i fi cati on Stasdards
provides the minimum qualification standards to be followed for the IAS/IAU

positions, namely, Internal Auditor | -V (SG11 to SG24), and Internal Auditing

Assistant (SG8).

185 Guidelines on the Organization and Staffing of Internal Auditings, 22 March 2004
186 CSC Memorandum Circular No. 14 (200mnibus Rules on Appointments and Other Human Resource Actions), Revised July 2018,
30 August 2018

Revised Philippine Government Internal Audit Man(24120) Page 98 of 349



Table 6 T Qualification Standards for the IAS/IAU Staff

IAS/IAU
Positions

Education

Experience

Training

Eligibility

Internal Auditor | Mast er & s | 4yearsin 24 hrs. of Career Servie
V (SG24) relevant to the position/s relevant training | (Professional)/
position/agency/ | involving in management | Second level
sector management and supervision | eligibility
and supervision
Internal Auditor | Bac hel or ( 3yearsof 16 hrs. of Career Service
IV (SG-22) degree relevant | relevant relevant training | (Professional)/
to the position/ experience Second level
agency/sector eligibility
Internal Auditor 2 years of 8 hrs. of relevant | Career Service
Il (SG-18) relevant training (Professional)/
experience Second level
Internal Auditor 1 year of 4 hrs. of eligibility
Il (SG-15) relevant relevant training
Internal experience
Auditor 1187
(SG11)
Internal Completion of 2 Career Service
Auditing years of study in (Sub-
Assistant (SG8) | college professional)/
First level
eligibility

A detailed matrix providing for the qualification standards and functions of each
position in the IAS/IAU is provided in Appendix B.

7.1 Temporary Human Resource Movements to Supplement Internal
Audit Resources

The need to establish and maintain an IAS/IAU that is staffed with people

who have the necessary competence, skills and experience is an ongoing
issue for most, if not all, agencies.

Temporary human resource movements can be a useful way of gaining
training and experience for the IAS/IAU staff. The following arrangements
are supported by CSC MC No. 14, s. 20188 and Resolution No. 06-1165
dated 5 July 2006°.

¥HQualification Standards for |1 AS Posi tildudiorlphoweeer, aygnpiesratee nce an
encouraged under said MG set specific or higher standards for their IAS/IAU positions. These must be submitted to the CSC for

approval, and once approved, shall be adopted by the Commission as qualification statidettastation of the appointments of-non
Presidentialgpoi nt ees of the agency concerned. o [CSC Memorandum Circul a
1882017 Omnibus Rules on Appointments and Other Human Resource Actions, Revised July 2018, 30 August 2018

189 Guidelines @ Secondment
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7.1.1 Detail

Detail is the temporary movement of an employee from one
Department or agency to another which does not involve a
reduction in rank, status or salary. (Refer to CSC MC No. 14,
s. 2018 for the policies on detail.)

This involves the temporary movement (detail) of an internal audit
expert of one department/agency/GOCC/GFI to the IAS/IAU of
another, to train the 1AS/IAU staff of the latter by coaching, or the
conduct of in-house training.

7.1.2 Secondment

Secondment is the movement of an employee from one
department or agency to another which is temporary in nature
and which may or may not require the issuance of an appointment
which may either involve a reduction or increase in compensation
or benefits. However, secondment shall be limited to employees
occupying managerial, professional, technical and scientific
positions; and to international bodies/organizations recognized by
the Philippine government. (Refer to CSC MC No. 14, s. 2018 and
CSC Resolution . 06-1165 dated 5 July 2006 for the guidelines
on secondment)

This involves the temporary movement (secondment) of the
IAS/IAU staff from one department/agency to another or to an
international body/organization which offers an opportunity to
engage in services relaed to internal audit functions, either for
short-term or long -term engagement.

7.1.3  Other Arrangements
Other arrangements may be explored including the following:

a. Temporary detail of experts on functional areas from other
public service sector organizationsto the IAS/IAU

This arrangement provides an opportunity for internal audit to

gain special expertise and/or extra resources from outside the
organization and for the internal audit staff to be trained by

such a specialist.

b. Temporary detail of staff to t he IAS/IAU from other public
service sector organizations

This entails the movement of the IAS/IAU staff to the IAS/IAU
of another agency for them to gain experience in a different
organization and/or work area. This may be don e without the
issuance of an appointment and shall be allowed only for a
limited period.
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c. Temporary detail of internal experts to the IAS/IAU

Internal experts or subject matter experts from within the
organization can provide additional resources to the IAS/IAU
for a specified period and help train the IAS/IAU staff in
complex audits through adequate training and supervision.
Such experts can ako add credibility to the audit findings.
However, these experts must disclose that they are free from
any conflict of interest and can mainta in impartiality.

This arrangement benefits the organization and the individuals

involved by developing officers who have a good
understanding of t he organi zat:i
accountability relationships and a good overview of the

different parts of t he organization.

However, in the secondment or temporary movement of the
IAS/IAU staff, a confidentiality agreement will have to be
drawn and signed by said staff to ensure non-disclosure of
confidential information.

8. Internal Audit Budget

To provide an effective internal audit function, it is important that the budget is
sufficient to implement the role expected of the IAS/IAU and, in particular,
responds to the priorities and requirements of the approved strategic and annual
work plan. The DS/HoA or GB/AuditCom approves the internal audit budget.

The factors that influence the internal audit budget incl ude:

The number and types of audits included in the annual work plan;
Complexity of the annual work plan;

Geographic spread of audit work; and

Related audit services, such as being reference point for contacts like the
Office of the Ombudsman and other oversight or regulatory bodies and/or
intervening activities or tasks that may be assigned to the IAS/IAU by the
DS/HoA or GB/AuditCom.

oo op

In presenting th e internal audit strategic and annual work plan, the IAS/IAU
head may submit the proposed budget for the planned activities. If the approved
budget is less than the proposed, the IAS/IAU should review the audit plan and
prioritize the activities that can b e undertaken for the year. Other activities may
be rescheduled in the succeeding years.

Some good practices by the IAS of certain departments in the Executive Branch
relative to organizing the internal audit are in Appendix C i Good Internal Audit
Practices in Government
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CHAPTER 4

PERFORMANCE MONITORING
AND EVALUATION
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1. Performance Monitoring and Evaluation

Periodically assessing performance andaddressing opportunities for improvement
can help maximize the efficiency and effectiveness of the internal audit function.

Measuring performance i s al so the means
performance is assessed and internal audit is held accounteble for the use of its
resources.

Since the DS/HoA or GB/AuditComis responsible for reviewing the performance of
internal auditors, the performance indicators must be mutually agreed upon
between the DS/HOA or GB/AuditCom and the IAS/IAU head.

Table 7 i Performance Monitoring and Evaluation
Particulars \ Monitoring Eval uation

By the DS/HOA or Review of Internal Audit Review of IAS/IAU
GB/AuditCom Report Performance Report
By the IAS/IAU Head Review of Progress Review of Completion
Assessment Report Assessment Report
1.1 Internal Audit Performance Measurement

Performance assessment has three (3) interrelated elements, to wit:

a. Performance measurement , which refers to the systematic analysis of
performance against targets taking account of the reasons behind the
performance and the influencing factors;

b. Rating , which refers to the judgment of progress - good or bad - based
on indicators; can also include rating another performance dimension; and

c. Key performance indicators (KPIs) , wWhich are used to verify if
progress towards results has taken place.

The KPIs used to measure performance should focus on matters that receive
the highest priority. It is important, therefore, that the KPIs for interna | audit
are aligned with the internal audit strategic plan and annual work plan, and
help drive the performance which the DS/HoA or GB/AuditCom expects from
internal audit.

Itis also important that performance is measured over time in order to identify

trends in both qualitative and quantitative targets. Such targets should be
challenging but realistic.
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The most suitable KPIs vary from one organization to another depending on
the approved internal audit strategic plan. It is expected that KPIs would be
sufficient in number and as a minimum, would measure audit work and other
significant services provided by internal audit. Good KPIs include
measurements, such as the following:

a. Timeliness and cost of audits;

b. Quality of audits, including quality of evid ence-based findings and realistic
courses of action;

c. Audi teesbd survey on t h e protessiomlism,
communication and due care in managing the internal audit;

d. Number of audit findings approved by the DS/HOA or GB/AuditCom,;
e. Number of recommendations implemented by the auditee;

f.  Number of audit support activities undertaken;

g. Internal audit staff satisfaction; and

h. Overall contribution made by the internal audit function.

It is relatively easier to measure the cost and timeliness of inte rnal audit
reports, but it is more difficult to measure, in an objective way, the quality of
internal audit services or the contribution that internal audit makes to the
organization. Consequently, measurement of the effectiveness of or the
benefits from individual internal audit reports and the internal audit function
itself is generally best done over time by seeking the views of the DS/HOA or
GB/AuditComas principals and key stakeholders, where appropriate.

In any event, internal audit should keep tra ck of where it has significantly
influenced change in the organization.

Subject KPIs of the IAS/IAU should be consistent with the performance
indicators indicated in the accomplished PREXC Form A. Moreover, the KPIs
should be incorporated in the performan ce management system being utilized
by the agency, such as the Strategic Performance Management System of the
CSC for division and individual level.
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1.2 Measurement Techniques

Management information systems and processes should be established to
record and report the required performance data in a cost -effective way.

Principal and key stakehol dersd surveys
well-accepted ways of measuring the level of satisfaction with internal audit
services.

Key issues to address n such audit surveys include the following:

a. Audi t or s 6ding of theearea undenreview;
b. Quality of the analysis undertaken;

c. Usefulness of the suggested courses of action;
d. Efficiency of the process;

e. Level of collaboration with management, the public they serve, and the
agencyb6bs stakeholders; and

f. Overall value of the report to management, the public they serve, and the
agencyb6s stakehol der s.

As the principal, the DS/HOA or GB/AuditCom should also be involved in
providing regular feedback on the quality and cost-effectiveness of the audit
reports and other services provided by internal audit.

It is expected that the views of the DS/HOA or GB/AuditCom will be sought
periodically, and at least once annually.

1.3 Internal Audit Annual Performance Report

To assist the DS/HoA or GB/AuditComin reviewing the performance of internal
audit, it is good practice for the IAS/IAU head to prepare a report for them, at
least annually or upon request, on progress in implementing the internal audit
strategic plan and annual work plan.

The report should contain:

a. Comments on the internal audit activities and any variance from approved
plans;

b. Progress in the implementation of the internal audit strategi ¢ and annual
work plan;

c. Highlights and challenges during the period,;

Revised Philippine Government Internal Audit Man(24120) Page 105 of 349



d. Overal contri buti on of i nternal audi t i
internal control deficiencies; and

e. Issues that may require attention in relation to the internal audit function.

A summary of the internal audit reports
annual report.

(Refer to PGIAM Part Il i Practices, Chapter 3 for the discussion on
performance monitoring and evaluation by the IAS/I AU head and DS/HoA or
GB/AuditCom.)
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INTRODUCTION

The Philippine Government Internal Audit Manual (PGIAM) Part Il - Practices
contains the approaches, tools and techniques that will facilitate the conduct of
internal audit activities, as explained in the PGIAM Part | - Guidelines.

The Internal Audit Service/Unit (IAS/IAU) is mandated to conduct an evaluation or
appraisal of the internal control system to determine if internal controls are well
designed and properly implemented. It is also mandated to conduct compliance
audit, management audit and operations audit.

The PGIAM Part Il - Practices s composed of three (3) chapters representing the
major steps in the conduct of internal auditing: (1) strategic and annual planning;
(2) audit process; and (3) performance monitoring and evaluation, as illustrated in
Figure 18. To facilitate navigation in this manual, reference should be made on the
internal audit activities/processes as shown in Figure 19.

[ STRATEGIC AND ANNUAL PLANNING ]

L1

AUDIT PROCESS

Compliance Management Operations
Audit Audit Audit

L 1L

PERFORMANCE MONITORING AND
EVALUATION

Figure 18 T Major Steps in Conducting Internal Audit
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Strategic and Annval | N| Types of | N]| Audit Process :> Monitoring &

Planning —/ Audit —1 Evaluation
BAICS Compliance Audit Planning
Control Risk
Audit Execution Performance
Monitorin
Internal Audit Risk Management and
Audit .
Audit Reporting Evaluation
Strategic Plan
Operations Audit Follow-up
Annual Work Plan Audit

Figure 19 i Internal Audit Key Processes/Activities

Internal audit activities start with strategic and annual work planning, which is the

focus of Chapter 1. The strategic planning begins with a baseline assessment of the

internal control system (BAICS) that establishes how the IAS/IAU: (1) reviews the
organi zationds i nt dgimthd conteatnot theopubliccservice o n e n
organization in the sector and key strategic challenges and advantages; and

(2) leverages on this knowledge to plan for the work to be undertaken in assisting

the organization to achieve its objectives. After the BAICS, the IAS/IAU assesses

the internal audit risks, formulates the Strategic Plan for a three (3) -year period,

and prepares the Annual Work Plan based on the identified audit areas resulting

from the strategic planning.

The audit process, which will be discussed in Chapter 2, involves four (4) stages,
namely: (1) audit engagement planning; (2) audit execution; (3) audit reporting;
and (4) audit follow -up. The processes pertain specifically to the preparation of the
audit engagement plan, conduct of the audit itself by identifying the
standards/criteria and gathering pieces of evidence for the conditions and causes,
analyses of the findings of facts and pieces of evidence, formulation of
recommendations, and monitoring of the implementation of approved audit
recommendations.

At any point during the BAICS and during the conduct of the audit, when significant
risks/issues arise, the IAS/IAU will prepare an interim report to the Department
Secretary/Head of Agency (DS/HoA) or Governing Baly/Audit Committee
(GB/AuditCom) to communicate findings, issues, and problems that may affect the
conduct of the audit and expose the organization to considerable risks. The audit
process applies to compliance, management and operations audits.
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Chapter 3 elucidates how the performance evaluation of the IAS/IAU is undertaken
in order to: (1) ensure that the internal audit service achieves and delivers planned
results; (2) continually improve the internal audit process; and (3) enhance the
professionalism of the audit s taff.

Workflow charts and diagrams of internal audit key processes are provided in
Appendix D of this Manual. Moreover, some good practices by the IAS of certain
departments in the Executive Branch relative to certain phases of the internal audit
process are in Appendix C i Good Internal Audit Practices in Government
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1. Strategic Planning

Strategic planning is the process of identifying the key audit strategic direction

of the IAS/IAU for a three -year period. While the suggested format and content
are indicated herein, the same shall be agreed upon between the DS/HoOA or
GB/AuditCom and the IAS/IAU Head. The strategic planning and annual work
planning process is shown in Figure 20.

4 N\
STRATEGIC AND ANNUAL
PLANNING
|\ J

4 L Basel .
. Baseline assessment ofthe internal

control system

Assessment of control risk

Assessment of internal audit risk
Formulation of the Strategic Plan
Preparation of the Annual Work Plan /

. 2

AUDIT

rpODN

f.w

Compliance Management Operations
Audit Audit Audit

. 2

PERFORMANCE MONITORING AND
EVALUATION

Figure 20 1 Strategic and Annual  Work Planning Process
There are three (3) levels of planning:

a. Strategic planning, discussed in this chapter;
b. Annual work planning, also discussed herein; and
c. Audit engagement planning, discussed in Chapter 2.

In a nutshell, the Strategic Plan spells out the three -year key audit direction of
the IAS/IAU. On the other hand, the Annual Work Plan is based on identified
audit areas for one (1) year resulting from the strategic planning, while the
Audit Engagement Phan sets the activities per audit engagement identified in the
Annual Work Plan.
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1.1 Conduct of a Baseline Assessment of the Internal Control System
(BAICS)

The first activity in strategic planning is the conduct of a BAICS. It is done

for the pur pose of formulating a three -year Strategic Plan which should be

iterative and updated whenever there are changes in the internal control
component of the organization. This is to ensure that the focus of the
IAS/IAU continues to be relevant to the context of the organization.

The objectives of the BAICS are to:

a.
b.

Get f am

i ar

wi t h

t he

Identify and document the five (5) components of the

system of all programs and projects of the organization;

organizationodos

internal control

Review key proceses on operations (OPS) support to operations
(STO), and general administration and support (GAS);
Review controls on key processes of OPS STO and GAS; and

Gather sufficient information on potential audit areas to be included in
the strategic plan.

BAICS is carried out by performing activities such as: administering internal

control

guestionnaires/checklists; verifying

results;

using flowchart/

narrative notes; and conducting walkthrough and test of controls.

Components of

Internal Control ::> Supgr\nilor
System or Contro

1) Control Control Gaps,

Environment OPS |:> Deéizi:;glev::snd |:> Interim Report
2) Risk Assessment g ﬁ NO ﬁ NO

|::> Test of
3) Conirol Activilies STO Y Flow Controls
E NCthr.t YES @ YES '

4) Information and s ‘;"? ive Reviews of B

Communication |::> a°n35 Control Oq:gr?:ﬁ,};t A
5) Monitoring and GAS Walk Universe E%\{”ﬂ

Evaluation Through odies R

Figure 21 i BAICS Flow Diagram
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1.1.1 Creatio n of a Planning Team for the Conduct of the BAICS

In the conduct of the BAICS, a Planning Team, which is composed
of select personnel from the IAS/IAU, is organized by the IAS/IAU
Head. Its creation could be formalized through the issuance of an
Office Order.

A suggested template that could be used by the IAS/IAU in
formalizing the creation of a Planning Team is in Appendix A 1

Suggested Templates .

The Planning Team performs an evaluation and analysis of
information/documents on mandate, objectives, strategies, OPS
STO, GAS, manual of operations (inclwing flowcharts and
narrative procedures), laws, rules and regulations, performance,
and reviews of oversight bodies and international/ local
development partners. The evaluation and analysis of said
information/documents gathered from open -source and from the
submission of offices concerned allow the conduct of the
following:

a. documentation of the five (5) components of internal control
system;

b. review of the key processes of OPS STO and GAS;

c. review of controls of key processes of OPS STO and GAS; and

d. preparation of the Internal Control Questionnaire (ICQ) on key
processes of critical operating and support systems of OPS
STO and GAS of all agency programs and prgects.

1.1.2  Familiarization with the Organization

The IAS/IAU gathers and analyzes information on the
organi zationds mandat e€OPS TD,jGA8,t i ves,
relevant laws, rules and regulations, and organizational and

sectoral performance. This involves a tabletop review of the

pertinent materials such as previous audit reports.

The documents to be obtained and reviewed to be familiar with

the organizationds operations may b
(obtained from the original source of the informat ion, documents

or records) or secondary source documents (obtained from
references/copies of information, documents or records other than

the original source).
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a. Documentation of the Five (5) Components of the Internal
Control System

To obtain an underst andi ng of the agencyos
system in the context of a public service sector, the IAS/IAU

identifies and documents the five (5) components of the

internal control system, to wit: control environment, risk
assessment, control activities, information and communication,

and monitoring and evaluation.

The details on the components of internal control are
comprehensively discussed in PGIAMi Part | (Guidelines),
Chapter 2 (Internal Control System and Institutional
Arrangements).

The procedure in documenting the internal control system
includes a combination of workshops, observations,
documentary review, internal control questionnaires, and focus
group discussions, to obtain from the operating and support
units the primary source documents; and validate all
observations and recommendations with key officials of the
organization.

It includes obtaining documents from primary sources for
validation, e.g., the Department of Health, in reviewing the
compliance of hospitals on the standard health care services,
would require the submission of reports of compliance; the
Civil Service Commission (CSC), in the review of the
implementation of recruitment policies and guidelines, would
require the submission of reports from agencies on the hiring
of officers and employees. The relevant documents may be
inspection guidelines or manuals which contain the standards,
timing and methods for the conduct of inspection.

The documents/criteria that may be considered in
documenting the five (5) components of the inte rnal control
system of the organization are in Table 8. The list is not all-
inclusive and not every document/criterion will apply to every
department/agency/process.

The IAS/IAU should come up with its own list of documents/

criteria to document the inter nal control components in the
organization.
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Table 8 i Sample Documents/Criteria in Documenting the
Components of the Internal Control System

Internal Control

Component/ Document/Criterion
Element
CONTROL ENVIRONMENT
Plan of Organization x  Structural Principles of Governance (Organizational Structure and
Staffing)

U Department of Budget and Management (DBM) Manual on
Position Classification and Compensatiof®

0 Department/ Agencydés approved
equivalent!®?

U Notice of Organization, Staffing and Compensation Action or
DBM issuances/formal correspondence as bases of the
following:

A Approved organizational chart and functional chart/
statements

A Organizational linkages/work flows

A Approved staffing pattern

A Position description forms/statement of duties and
responsibilities

A Personnel Services Itemization and Plantilla of Personnel®?

U0 Department/ Agency Citizends C

U Department/Agency orders on, among others, the following:

A Functional statements of bureaus/services/offices
A Delineation of functions and authority of senior officials

x  Functional Principles of Governance (Management and Personnel)

0 Department/ Agencyds code of ¢
policies/issuances relating to integrity and ethical standards*®?
in accordance with the minimum standards of RA No. 6713'%*

0 Department/ Agencyds p eandevaluatiom |
System in accordance with the minimum requirements of
Executive Order (EO) No. 2929

i Doctrine of Completed Staff Work*®®

1%0DBM Circular Letter No. 200% (Manual on Pdsion Classification and Compensation) 19 February 2007

191 Executive Order No. 366, (Directing a Strategic Review of the Operations and Organizations of the Executive Branch iagddRrioits

and Incentives for Government Employees Who May Be Affectedhb Rationalization of the Functions and Agencies of the Executive
Branch),4 October 2004;CSOBM Joi nt Resolution No. 1 (Rationalizati @®imesProgr am
12 May 2006

1%2DBM National Budget Circular No. 548 onthly Updating of the Personal Services Itemization and Plantilla of Personnel (PSIPOP) Under
the Webbased Application System], 21 October 2013

193 NEDA Office Circular No. 012009 (Adopting te Code of Conduct for the Officials and Employees of NELL9 May 2009; LTFRB

Code of Conduct for Officials and Employees of the Land Transportation and Franchising Regulator¢ Beardary 2005

194 Code of Conduct and Ethical Standards for Publico@ffs and Employees, 20 February 1989

19 Section 8, Chapteri2Secretaries, Undersecretaries, and Assistant Secretaries, Bbdh&/Executive Branch, Executive Order No. 292
(Administrative Code 01987), 25 July 1987, as amended

1% 0P Memorandum Circat No. 72 (Strengthening the Standards of Complete Staff Work as a Requirement for the Processing and Evaluation
of requests for presidential Issuances, Authorizations and Other ApprdsalépvembeR019
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Internal Control

Component/ Document/Criterion
Element
Coordinated Methods | x  Planning'®’
and Measures

U Planning manual for sectoral planning and organizational
planning

U Agency strategic objectives and performance information in the
General Appropriations Act (GAA}%/National Expenditure
Program (NEP)

U Department/ Agencyo6s planning
and strategies in achieving its mission, vision and objectives

x  Budget®®

i  GAA/NEP
0 Primer on Government Budgeting and Primer on Barangay
Budgeting®®

0 Presidentbdébs Budget Message

U Relevant DBMguidelines on the preparation of the national
budget, such as the Budget Call

i Relevant DBM issuances on the release of funds, such as
documentary requirements for the same?%!

i Notices of Cash Allocation

i Program Expenditure ClassificationBased Performance
Informed Budgeting?®?

x  Accounting®®®

Government Accounting and Auditing Manuaf®
Government Accounting Manual for Use of All National
Government Agencies®

Chart of Accounts

Description of Accounts

Books of Accounts

Registries and Records

Accounting Forms and Reports

Trial Balances, Financial Reports and Statements
Relevant Commisson on Audit (COA) and DBM accounting
guidelines

o

[ ot et an-R et et et B et

197 Section 13, Chapteri3Department Services,ddk IV i The Executive Branclxecutive Order No. 292 (Administrative Code of 1987)
25 July 1987, as amended

1% Such as Republic Act No. 11464 (General Appropriations Act, FY 2020), 6 January 2020

19 Section 3, Chapteri2Secretaries, Undersecretariasd Assistant Secretaries, Bookil\he Executive BranclExecutive Order No. 292
(Administrative Code of 198725 July 1987, as amended

200 DBM Publications, Other Publications; Section 29, Arti¢leof the 1987 Constitution; Sections 3334 of Repubit Act No. 7160 (Locall
Government Code of 1991), 10 October 1991

201 Sych as DBM National Budget Circular No. 578 (Guidelines on the Release of Funds for FY6Zz@@jary 2020

202 pBM National Budget Circular No. 569Afloption of Program Expenditure Classition-Based Performaneaformed Budgeting
(PREXGPIB) for the FPeparation of the Proposed National Budget for Fiscal Year 28F83bruary 2017

203 5ection 10, Chapteri4Jdurisdiction, Powers and Functions of the Commission, Subtitl&® Commissiomn Audit, Book Vi Office of
the Presidengxecutive Order No. 29(Administrative Code of 198725 July 1987, as amended

204 presidential Decree No. 1445 (Government Auditing Code of the Philippines), 11 June 1978, as amended

205 COA Circular No. 201807 (Prescribing the Government Accounting Manual for Use of All ovwati Government Agencies)
22 October 2015
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Internal Control

Component/ Document/Criterion
Element

x  Administrative2°®

0 RA No. 9184 and its revised implementing rules and
regulations (IRR)

i Operating Manuals or Service Guideg®’

U0 Agency procurement and bidding documents (Annual
Procurement Plan, Project Prourement Management Plan,
Approved Budget for the Contract, Bidding Documents and
Terms of Reference, Contractsy%®

0 Accomplished agency procurement @mpliance and
performance indicator self-assessment form

U Philippine Government Electronic Procurement System®®

U0 Relevant Government Procurement Policy Board guidelines
and resolutions on procurement

U Relevant National Archives of the Philippines guidelineson
records disposaf®

x  Human Resource!!
0 CSCds Revised Omnibus Rul es (
Human Resource Actons
U Human Resource Management Manual (recruitment, selection
and placement of personnel; appointments; employee
benefits; discipline; leave and attendance; separation;
promotion; employee suggestions and incentive awards
system; employee programs; etc.)?!2
U Rules on Administrative Cases in the Civil Service (RACCS}’
Rules on Qualification Standardg#
U Relevant CSC guidelineson human resource management and
development
Ui Agency Strategic Performance Management System (SPMS}°

c:

x  Quality Management*'6
0 Applicable 1SO 9001 Standard on the implementation of a
quality management system (QMS)
U Department/Agency QMSrelated documents (quality manual
and quality procedures on the control of documented

206 Section 15, Chapteri3Department Services, Book IVThe Executive BranctExecutive Order No. 292 (Administie¢é Code of 1987)

25 July 1987, as amended

207 Section 5, Republiéct No. 6713 (Code of Conduct and Ethical Standards for Public Officials and Empl@#@é&sbruary 198Rules
Implementing Republic Act No. 6713 (Code of Conduct and Ethical Standardulidic Officials and Employees), 21 April 1989; and
OP Memorandum Circular 35, 17 March 2003

208 Republic Act No. 9184 (Government Procurement Reform, AGtJanuary 2003

2092016 Revised Implementing Rules and Regulations ofiR&pAct No. 9184 (Government Procurement Reform Act)

219 National Archives of the Philippines General Circular Nos. 1 and 2, January 2009

211 Section 7, Chapter 2 Coverage of Civil Service, Subtitle iACivil Service Commission, Titleil Constitutional Comissions, Book
Office of the President, Executive Order No. 292 (Administrative Code of 1287duly 1987, as amended

212CSC Resolutin No. 1701009 (2017 Omnibus Rules on Appointments and Other Human Resource Adgidnse 2017

2I3CSC Resolution b. 1701077 [2017 Rules on Administrative Cases in the Civil Service (2017 RAGCHE)y 2017

2141997 Revised Qualification Standards amezhdy CSC MC 12, s. 2003; Section 22, ChapterPérsonnel Policies and Standards, Subtitle
A i Civil Service Commision, Title |7 Constitutional Commissions, Book W Office of the President, Executive Order No. 292
(Administrative Code of 198725 Juy 1987, as amended

215 CSC Memorandum Circular No. 6 [Guidelines in the Establishment and Implementation of AgeteyiSRarformance Management
System (SPMS)[19 March 2012

216RA No. 9013 (An Act Establishing the Philippine Quality Award in Order to Erage Organizations in Both the Private and Public Sectors
to Attain Excellence in Quality in the Production and/@liizery of their Goods and Service&8 February 2001; Executive Order No. 605
(Institutionalizing the Structure, mechanisms and Standartiaplement the Government Quality Management Program, Amending for the
Purpose Administrative Order No. 161, s03)) 23 February 2007
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Internal Control

Component/ Document/Criterion
Element

information, control of nonconforming products/services,
internal quality audit, and corrective action)

0 Process approach

U Client perception monitoring?’

RISK ASSESSMENT
Risk assessment x  Risk management manual which contains the risk management
framework and risk management process

x  Risk assessment techniques used:

U Risk identification (risk register/risk log, risk profile), risk
analysis (risk matrix), and risk evaluation (risk evaluation
results) which may be cont ai
manuals, risk management manual, or separate manuals/
documents by reference?!®

U Documentation of the risk assessment which includes:

A Objectives and scope
A Description of relevant parts of the system and their
functions
Summary of the external and internal context of the
organization and how it relates to the situation, system or
circumstances being assessed
Risk criteria applied and their justifications
Limitations, assumptions and justifications of hypotheses
Risk identification results
Data, assumptions and their sources, and validation
Risk analysis results and their evaluation
Senstivity and uncertainty analysis
Critical assumptions and other factors which need to be
monitored
Discussion of results
Conclusions and recommendation
References?®®

v I v D D P

> > >

x  Risk management plan which specifies the approaches,
management components and resourcesto be applied to the
management of the risk?2°

This includes, among others, the risk management policy, risk
assessment objectives, risk criteria (based on organizational
objectives, and internal and external context; derived from
standards, laws, policies and other requirements); 22! risk
assessment program, procedures and practices; assignment of
responsibilities; sequence and timing of activities; skills,
experience and competence; resources needed for each step of
the risk management process; and training programs.

2171S0O 90012015(Quality management system); and Executive Order No. 605 (Institutionalizing the Structure, meshadi§tandards to
Implement the Government Quality Management Program, Amending for the Purpose AdministrativeN@rdeél, s. 2003)
23 February 2007

218 pNS SO 31000:201&Rfsk managemerit Guideline3, published in 2018

2195 5, Documentation, Id., p. 16.

2201 3, Risk Management Plan, ISO Guide 73:2009 (E/F), p. 2.

221 Clause 63.4,PNS I1SO 31000:2018 (Risk managemief@uidelines), second edition, 2602
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Internal Control

Component/ Document/Criterion
Element
CONTROL ACTIVITIES
Control activities x  Implementation of the risk management plan through policies and

procedures pertaining to the risk response (tolerated, transferred,
terminated or treated 222)22% such as insurance contracts (risk
sharing®?%), and risk financing?? (risk treatment)

x  Risk monitoring and review reports

x  Results of the operating performance review and operating
compliance review by management

INFORMATION AND COMMUNICATIONS

Information x Department/ Agency*® Citizenods Chi

x Information systems as part of knowledge management??” -
Government Information Systems Plan (GISP) also known as
Philippine Government Online??® Data Privacy Manuaf?®

x  Review and Compliance Procedures in the Filing and Submission of
the Statement of Assets, Liabilities and Networth (SALN) and
Disclosure of Business Interests and Financial Connections
(DBIFCY?°

Communications x  Report Card Survey and feedbackmechanism of RA No. 11032

(Ease of Doing Business and Efficient Government Service Delivery

Act of 2018)23!

x  Consultations and dialogues between officials and staff

x  Consultations with various offices to evaluate public and private
entities providing public goods and services

x  Mechanism of public consultations and hearings to the public to
serve?s?

x  Consultation with internal and external stakeholders

222PNS ISO 31000:2018 (Riskanagemerit Guidelines), second edition, 2602

223 National Guidelines on Internal Control Systems issued under DBM Circular Letter Ne822®8ctober 2008, p. 32

24Clause 3.8.1.3, ISO Guide 73:2009 (E/F) (Risk manageinéatabulary)

25 Clause 3.8.5, Id.

226 Section 6Republic Act No. 11032 (Ease of Doing Business and Efficient Government Service Delivery Act of 2018), 28 May 2018
227 Rule V, Ruks Implementing Republic Act No. 6713 (Code of Conduct and Ethical Standards for Public Officials andeEs)ploy
21 April 1989

228 Executive Order No. 265 [Approving and Adopting the Government Information Systems plan (€IBR)rework and Guide for All
Computerization Efforts in Governmentl July 2000

229 RA No. 10173 (Data Rracy Act of 2012)15 August 2012

230 5ection 8, Republic Act No. 6713 (Code of Conduct and Ethical Standards for Public Officials and Em@0yesisjuary 1989 and its
Implementing Rules; Section 7, Republic Act No. 3019 (8raft and Corrupt PractiséAct), 17 August 1960; CSC Resolution No-0X31,

1 February 2006; CSC Memorandum Circular No. 10, s. 2006

21 Section 20Republic Act No. 11032 (@&e of Doing Business and Efficient Government Service Delivery Act of 2018), 28 May 2018
Z23ection 5, Ruldll, Rules Implementing Republic Act No. 67,1&L April 1989.
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Internal Control

Component/

Document/Criterion

Element
MONITORING AND EVALUATION

Ongoing Monitoring

x  Monitoring of compliance by various offices to the performance
measurement reports?33 by the Planning Service, Financial and
Management Service, Administrative Service, and dher support
service units

x  Attendance and leave monitoring system?3*

Separate Evaluation

x  Internal Audit

U Philippine Government Internal Audit Manual (PGIAM)
0 National Guidelines on Internal Control Systems (NGICS)

Combination

x  Consultation and coordination between and among operating
units, support services units and the IAS/IAU

b.

Administration of an Internal Control Questionnaire (ICQ)

Based on the information and documents gathered and
processed, the IAS/IAU Planning Team would come up with an
ICQ to document and evaluate the five (5) components of the

internal control system. These components have a pervasive
effect, and their absence can increase the opportunity for fraud

or errors in the organization. It could be both used by the

management (as part of the review of the existing methods
and systems for improvement) and internal auditors (for t he
purpose of strategic planning).

Before farming out the ICQ, target respondents should first be
identified within the strategic requirements of the information
gathering and for the conduct of orientation to set a common
understanding and language. The questions should be crafted
to obtain information on the attributes and effectiveness of
internal controls, with follow -up questions to validate the
previous answers.

The Questionnaire is divided into the five (5) interrelated
componentsofi nt ernal control that
system, as follows:

Section 1 - Control Environment

Section 2 - Risk Assessment

Section 3 - Control Activities

Section 4 - Information and Communication
Section 5 - Monitoring and Evaluation

ma k e

233 Jtem 5.7, DBM National Budget Memorandum No. 103 (Policy Guidelines and Procedutes Preparation of the FY 2010 Budget

Proposals)14 April 2009

234 CSC Memorandum Circular No. 41 s. 198%C Memorandum Circular No. 14, s. 1999
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Accomplished ICQ with attached information/documents are
evaluated and analyzed to determine if ICQ answers are
supported with appropriate information/documents gathered
from ICQ attachments, submission from offices concerned and
open-source information/documents. Accomplished ICQ may
generate the following answers/responses:

. AYESO answers with appropriate i

i. A YESO answers without or |l acking
documents; or

ii. ANOO answer s.

The presence of contr ocahsserswithe nt i f i ¢
appropriate information/documents is further evaluated and
analyzed using flowcharts and narrative notes.

On t he ot her hand, AYESO answer .
informat i on/ document s, as well as 0N
evaluation to determine the presence or absence of
compensating controls. The presence of compensating

controls allows the Planning Team to proceed to flowcharts/

narrative procedures evaluation. On the other hand, the

absence of compensating controls will be subjected to an

interim analysis to determine the need for immediate action.

Compensating controls refer to alternative mechanisms that
are put in place to satisfy the requirement of the control.

AYESmMmswers and ANOO answers with ¢
will be subject to a te st of controls for validation.

ANOO answer s without compensatin
identified as control deficiencies and their root cause/s should
be determined before courses of action are recommended in
the interim report. Their content should eventu ally be included
in the Baseline Assessment Report. Subsequently, interim
report recommendations should be monitored, and in the
ensuing audit period, it should be validated if the actions taken
have addressed the control deficiencies. The recommendations
should not merely include addressing the control deficiencies,
but should hold accountable the next level in the hierarchy for
failure of supervision.

Gathering of pieces of evidence by the IAS/IAU can be done
by triangulation, a multi-approach which may include
solicitation, elicitation and analysis of data. No one (1) type of
evidence gathering would suffice. To raise the level of
confidence, at least three (3) sources of evidence or methods
of verification should be obtained.
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c. Review of Key Processes andControls in the OPS STO and
GAS

The objective of the review is to document controls in key
processes of OPS STO and GAS within the organization that
are critical to the achievement of the control objectives. This
Is to determine adequacy of internal control and identify gaps,
deficiencies or breakdown for potential inputs to the Baseline
Assessment Report. The processes include operating
processes for programs and projects, administrative, finance,
budget, planning, and technical support systems.

The criteria for the selection of critical processes can include
the following:

I. A process with an output that is an input to a program
output and outcome;

ii. A process that makes up significant control procedures; and

lii. A process where the financial value of inputs are high.

The review also includes the key operational processes used to
manage and monitor the organizat:i
(plans and programs) to attain the expected ou tputs/

outcomes, including how they support and reinforce the overall

sectoral goals. The objective is to understand operational

control components that are necessary to achieve the target

outputs and outcomes, as well as the identified key
performance measures.

The subject of the review may include existing flowcharts,
operating manuals, and periodic accomplishment reports. The
IAS/IAU should determine compliance to milestone reporting
and adequacy and appropriateness of performance measures.
If, for inst ance, the IAS/IAU found out that reg ular reports are
not periodically rendered, it should also determine the

possibility that slippages or gaps are not immediately
addressed to catch up on the target or the possibility that end

of the year reports are bloated.

This also includes a review of the performance of the support
systems such as procurement, personnel, accounting,
budgeting, quality management and risk management. The
objective is to identify and understand the network and
linkages of support services to the operating units; or
determine whether or not adequate controls are in place in
providing the needs of the operating units for logistics, funds,
and personnel (e.g., review of the controls in the procurement
system or in the hiring of personnel). The review is expected
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to identify strengths and weaknesses, sources of problems,
and potential problem areas.

Performance measures refer to the criteria in terms of quantity,
quality, cost, and perception (responsive rating) of plans and
programs. These are the indicators of performance expressed
in units of work, which quantify or measure the outputs and
outcomes. Every unit of output (public goods/products and
services) must have a standard cost which should be compared
with the actual cost to obtain the difference. Said cost will be
made as reference in determining irregular, unnecessary,
excessive, extravagant or unconscionable expenditures.

1.1.3 Use of Flowchart s/Narrative Notes and Conduct of
Walkthrough

The critical key processes of OPS STO and GAS as identified may
be analyzed using flowcharts and walkthrough, among the array
of methods and techniques, to identify and understand their key
activities. A narrative note needs to be added to be more
descriptive of the process. The DS/HoOA or GB/AuditCom control
structure, such as policies, guidelines, feedback and feedforward
mechanism, reportorial requirements, monitoring and evaluation,
should also be understood because it significantly influences the
effectiveness of management controls.

If flowcharts are available, the IAS/IAU should make use of them.
System and process flowcharts, and system and process
narratives should be evaluated by the Planning Team, subject to
validation and walkthrough. The Planning Team conducts
evaluation and analysis of these flowcharts and narrative notes to
determine their appropriateness and sufficiency based on relevant
rules and regulations, as well as managerial policies. In the event
that submitted flowcharts and narrative procedures are not
appropriate and sufficient, the members of the Planning Team are
expected to prepare flowcharts and narrative notes based on
rules, regulations and managerial policies.

a. Evaluation of Controls Using Flowcharts ard Narrative Notes in
the Manual of Operations

After the evaluation of answers in the accomplished ICQ,
identified controls on key processes of critical operating and
support systems of OPS STO and GAS supported with
appropriate information/documents may be documented by
analyzing the manual of operations, including its flowcharts
and narrative procedures.
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The controls subject to flowchart and narrative procedures
evaluation are the following:

. ldentified controls in the AYESC
information/ documents.

ii. Identified controlsin t he AYESO answers withoc
appropriate information/documents but with compensating
controls; and

ii.hL. ANOO answers but with compensat.

In the event that controls are present in the flowchart and
narrative notes reflected in the input -process-output as part of
the agency manual of operations, the presence of the same
control will be evaluated in walkthrough.

On the other hand, if identified controls are not present in the

flowchart and narrative p rocedures, the same control is subject
to an interim analysis to determine if the absence of control
requires immediate action.

Guidance on flowcharting, including the standard flowchart

format and symbols, can be found in PNS ISO 5807:2004 i

Al nf or npeotessmgn I Documentation symbols and
conventions for data, program and system flowcharts, program

network charts and system resources charts6 Commonl y use
flowcharting symbols are provided in Appendix E of this

Manual.

b. Evaluation of Controls Using Narrative Notes

The evaluation of controls could be undertaken by the IAS/IAU
by using narrative notes.

Narrative notes provide a step-by-step description of the
auditeeos maj or systems or oper a
narrative explanation of certain items that cannot be
adequately described by the flow. A narrative statement may
be made regarding the existing internal controls of the agency.
The primary purpose of preparing narrative notes is to identify
key control activities. Information for preparing narrative notes
may be obtained through interviews, observations, review of
procedures, manuals and other system documentation. The
notes should include all significant parts of the process,
especially the control points, the names and positions of the
people performing the actions and making decisions, and the
timing of such actions.
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c. Conduct of Walkthrough

The IAS/IAU Planning Team must conduct a walkthrough test
after documenting t he auditeeos
establishing paper trail of one or two transactions or activities
step-by-step through the process from beginning to end. From
a control standpoint, a walkthrough is simply the act of tracing
the identified significant controls in a transaction through
organizational records and procedures i a practical approach
to learning how a process works and determining whether or
not the policies have been communicated and implemented.
In a walkthrough, the auditor traces a transaction from its
origin through the agency's information systems, until it is
reflected in the reports.

The primary objective when performing a walkthrough is to
develop an understanding of the transactions flow 1 that is,
how transactions are initiated, processed, authorized,
recorded, and reported. It is a technique for validating the
understanding of the system/process and verifying the
accuracy of the flowcharts, narratives and other
documentations.

The conduct of walkthrough of system/process with the
following conditions should be established or determined:

I. Identified controls;

ii. If identified controls are designed based on design criteria
provided in the rules and regulations and/or managerial
policies;

iii. If identified controls can be implemented as designed
through simulation; and

iv. Potential of identified controls to achieve control objectives.

The controls that are present in the flowchart and narrative
notes are further evaluated in the walkthrough.

In the event that all of the abovementioned conditions are
present, the identified contr ols will be subjected to a test of
control. On the other hand, absence of the abovementioned
conditions entails preparation of an interim analysis to
determine if such absence requires immediate action.
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1.1.4 Test of Controls

An understanding of the internal control system is obtained during
the strategic planning. To gather initial evidence on the presence
of key controls in place, a test of controls is performed in one or
two transactions to determine the following: (a) if identified
controls are actually present and being implemented as designed;
and (b) if identified controls generally appear to achieve control
objectives.

The design of a particular identified control should be based on
existing rules and regulations and/or managerial policies.
Members of the Planning Team gather evidence on the presence
of an identified control, its conformance to the control design as
provided by rules and regulations and/or managerial policies, and
its actual implementation.

A test of controls may be performed thr ough physical observation/
interview or desk review using information/documents submitted
by concerned offices as evidence of the actual transactions
involving the internal control procedures being performed,
evaluation of evidence that the control procedures were
performed (and performed at the appropriate time), and inquiry
about how and when the procedures were performed to determin e
if the control is performed based on the control design. When
performed through physical observation, test of controls may
involve touring facilities/site visits, reviewing processes, flow of
materials and documents.

If the control turns out to be a gap or if the control is not present
or is deficient, the IAS/IAU prepares an interim analysis to
determine if control gaps/absence/deficiency/breakdown require
immediate action. Results of the test of controls go to the control

universe and will eventually be included in the Baseline
Assessment Report.

The IAS/IAU Planning Team evaluates identified controls based on
its design and implementation and their operating effectiveness.

An internal control cannot be effectively implemented if it was not

effectively designed.

The IAS/IAU Planning Team determines whether identified
controls are effectively designed, implemented and operating
effectively by undertaking the following:

i. Determining how identified controls function to ensure

conformity to laws, rules and regulations, and managerial
policies;
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ii. Determining whether or not these controls have been
implemented (placed in operation); and

iii. Evaluating and testing the effectiveness of identified controls
by determining how the control (manual or automated) was
applied, if controls were applied at relevant time during the
period under evaluation, the consistency with which they were
applied, and by whom they were applied.

The IAS/IAU Planning Team is not required to include in the
conduct of test of controls those that have not been properly
designed and implemented (placed in operation). On the other
hand, if it was determined that a particular control is effective in
design and being implemented (placed in operation), then the
Planning Team includes said control in the auditable areas to
perform sufficient tests of their effectiveness.

The tools/working papers that may be used in the test of controls
are the:

a. Statement of Control Attributes Work Paper i This document
summarizesthe selected control attributes /features in the ICQ
that will be subject to test.

b. Walkthrough Work Paper i This document summarizes the
control attributes/features in the flowchart that will be subject
to test.

c. Test of Control Work Paper (TCWP)1 This working paper is
used to document the conduct of the actual test of controls
where documents representing the selected transactions are
examined to verify whether or not the control attributes
perceived to be in place are actually present, or to determine
conformity.

d. Summary of Gapsi Based on the TCWP, this document is used
to summarize the deviations noted from the conduct of the test
of controls. The deviations indicate breakdowns or gaps in
controls.

1.1.5 Conduct of Inquiries and Interviews

An inquiry/interview is basically a question and answer session to
elicit specific information. A great deal of audit work is based on

inquiries/interviews, and different kinds of interviews are carried

out at different stages of the audit. Determine if inqui ries/
interviews are needed to verify responses to the ICQ and during
the evaluation of controls through the use of flowcharts, narrative

procedures, walkthrough and/or test of controls.
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1.1.6  Conduct of Interim Analysis and Preparation of Interim
Report

The gaps or control deficiencies/breakdowns are subjected to a
rapid assessment. The preliminary recommendations as a result of
such assessment should form part of the interim analysis to
determine if gaps or control deficiencies/breakdowns require
immediate action. In the event that such gaps or control
deficiencies/breakdowns are significant and material that require
immediate action, an interim report is prepared. A summary of the
interim report will be included in the Baseline Assessment Report.

In the conduct of interim analysis and preparation of interim
report(s), the IAS/IAU Planning Team evaluates the identified
internal controls.

For guidance on how to determine if (1) a deficiency is significant,
(2) a weakness is material, or (3) when a combination of
significant deficiencies become material weaknesses, the following
descriptions are to be used:

a. A control deficiency exists when the design or operation of a
control does not allow management or employees, in the
normal course of performing their assigned functions, to
prevent or detect fraud or error on a timely basis.

b. A deficiency in design exists when a control necessary to meet
the control objective is missing or an existing control is not
properly designed, such that even if the control operates as
designed, the control objective is not always met.

c. A deficiency in operation exists when a properly designed
control does not operate as designed, or when the person
performing the control procedure does not possess the
necessary authority or qualifications to perform the same.

d. A deficiency in implementation exists when a properly
designed control is not implemented correctly in the internal
control system.

A significant deficiency is a control deficiency (or a combination of
control deficiencies) that adversely affects the agency's ability to
initiate, process, authorize, record, or report data accurately and
timely such that there is likelihood that an error will not be

prevented or detected.

Revised Philippine Government Internal Audit Man(24120) Page129 of 349



The Planning Team evaluates the significance of identified
deficiencies, which denotes the relative importance of a deficiency
totheenti tyds achieving a defined obj
significance of a particular deficiency, the Planning Team assesses

its effect on achieving the control objective/s. Likewis e, the

significance of a deficiency is evaluated by considering the

magnitude of impact, likelihood of occurrence, and nature of the

deficiency, to wit:

a. Magnitude of impact refers to the likely effect that the
deficiency could have on the entity achieving its objectives,
and is affected by factors such as the size, pace, and duration
of the deficiencyds I mpact.

b. Likelihood of occurrence refers to the possibility of a deficiency
|l mpacting on an entityo6és ability t

c. The nature of the deficiency involves factors such as the
degree of subjectivity involved with the deficiency, and
whether or not the deficiency arises from fraud or misconduct.

A material weakness is a significant deficiency, or a combination
of significant deficiencies, that results in likelihood that a gap/
absence/breakdown will not be prevented or detected.

The interim report contains the following:

a. Gaps or control deficiencies/breakdowns noted during the
documentation of the components of the internal control
system and the key processes in the OPS STO and GAS;

b. Gaps or control deficiencies/breakdowns found out after
evaluating a flowchart, preparing narrative notes and
conducting a walkthrough; and

c. Gaps or control deficiencies/breakdowns after conducting a
test of controls and inquiries/interviews.

1.1.7 Determination of the Control Universe
Before defining the control universe, the IAS/IAU should verify and
validate its understanding of the control components and key
processes of the unit concerned.
In defining the control universe, the IAS/IAU Planning Team

evaluates all interim analyses, interim reports and/or working
papers on the presence and/or absence of controls.
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The control universe is a list of all controls on key processes of
OPS STO and GAS, including control gaps/deficiencies/
breakdowns, which shall be an input to the Baseline Assessment
Report. The existing controls and control deficiencies/breakdowns
are included in the Strategic Plan and will be prioritized in the
formulation of the Annual Work Plan. Aside from the control
universe, other sources to be considered in strategic planning are
the results of the review of oversight bodies and international

development partners.

1.1.8 Review of Oversight Bodie s and Local/lnternational
Develo pment Partners

This includes evaluation reports of various monitoring and
oversight bodies, such as the following:

DBM

COA

National Economic and Development Authority
OP

CsC

Office of the Ombudsman

~0 o0 oW

This also includes the review made by international development

partners working with the Philippine government, such as the

Australian Agency for International Development (AusAID)

(e.g., Philippines i Australia Country Assistance Strategy); World

Bankoés |l mproving Publ i c Expenditur
United States Agency for International Development (USAID); and

Asian DevelopmentBank (ADB).

The aim of going over said reports is to identify gaps or control
deficiencies/breakdowns that need to be considered in the
Baseline Assessment Report and in prioritizing internal audit
activities.

1.1.9 Preparation of the Baseline Assessment Report
The Baseline Assessment Report summarizes the following:

a. Interim analyses and interim reports, which contain rapid
assessment of the gaps or control deficiencies/breakdowns,
and preliminary recommendations;

b. Control universe document; and

c. Control gaps/deficiency/breakdowns identified in the reports
of oversight bodies and local/international development
partners.
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This report can be used in the next assessment to determine
improvements from the previous to the cur rent condition.

The parts of the report include the following:

a. Executive summary;

b. Objectives, scope and methodology;

c. Detailed findings and recommendations on each internal
control component;

d. Overall findings (which include a summary of the interim
report, control universe, and results of the review of oversight
bodies and local/international development partners); and

e. Attachments.

The portion on the detailed findings discusses the results of the
assessment of the five components of internal control. The
findings are supported with at least three (3) methods of
assessment, the results of which should corroborate each other.

A suggested template of said report is in Appendix A T
Suggested Templates .

1.2 Consider ation of the Control Risk of Key Processes

After the BAICS the IAS/IAU also considers the control risk of key
processes of the OPS STO and GAS to achiee the control objectives.

Generally, the units responsible for addressing risks must make the
assessment of their own risks. Control risk assessment is primaily
performed by the DS/HoA or GB/AuditCom as part of its regular functions,
as illustrated in Figure 22 in the next page. As control risk owners, they
should have identified and initiated measures to modify the control risks
that are material and signific ant, based on probability and impact, before
the auditors begin an audit.

The 1AS/IAU should take into consideration the control risk assessment
undertaken by the DS/HoA or GB/AuditCom. However, in case there is no
such assessment conducted in the agency which should be included in the
interim report, the IAS/IAU may undertake risk assessment on the
identified controls where there may be high risk of impact on key processes

of the OPS STO and GAS.Said control risk assessment by the IAS/IAU
should only be used for the purposes of planning and prioritizing potential

audit areas, hence, should not be construed as the control risk assessment
that should be regularly conducted by the agency.

Thereatfter, there is a need to determine those controls that are vulnerable
to be omitted, being improperly implemented or bypassed.
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Figure 22 T Consideration of the = Assessment of Control Risks
Diagram

1.3 Consider ation of the Assessment of Risks

The IAS/IAU considers the assessment by the delivery units of their OPS
STO and GAS risks. To reiterate, it is the responsibility of the units
providing these types of services to conduct the assessment of such risks.

A more detailed discussion on the assessment of risks is found in a separate
section of this manual (refer to PGIAM Part 1T Guidelines, Chapter 2).

1.4 Assessment of the Internal Audit Risks 235

In line with the audito rial functions of the IAS/IAU, internal auditors shall
conduct an assessment of their audit risks (not risks of management and
delivery units) vis-a-vis their functional objectives, as illustrated in
Figure 23 in the following page.

Z5PNS ISO 31000:2018 (Risk managenie@uidelines), second edition, 2602 and IEC 31010:2019 (Risk managmti Risk assessment
techniques) Edition 2.0 201®%

Revised Philippine Government Internal Audit Man(24120) Page133 of 349



Functions/Objectives Risk Management Process IA Risks
1. Advise the DS/HoA or ][] Not
GB/AuditCom on all :‘ Scope, Context, Criteria HIGH | prioritized
matters  relating  to o in the
management  conirol E Risk Assessment E> i
and operations audit; E Str:r:;glc
i
=] \/ E Annual
2. Conduct management g Rigk s Plan
and operafions audit o] entification w
and determine the Q '3
degree of compliance o o
with laws, rules and z o
policies; o] Risk =
|: Analysis E
< e}
- - e \/ E
3. Review and appraise; | % g
Risk
= Evaluation =
4. Recommend courses g
of actions; and o .
LOW Strategic
Risk Treatment Plan and
5. Perform such other _‘ l_ |:> Annual
related duties and Work
ibilities.
responsibilities [ RECORDING & REPORTING | Plan

Figure 23 T Assessment of Internal Audit Risks Flow Diagram

Internal audit risks are those risks or factors which may affect the conduct
of the audit, and may have an impact on the plan ned results without
neglect and in spite of the exercise of due diligence, e.g., sudden change
in political leadership/administrati on, replacement of the principal, natural
calamities, and judicial findings and decisions which may affect the audit
objectives.

1.5 Formulat ion of the Strategic Plan

Components of the The Strategic Plan consists of the

Strategic Plan three-year direction of the IAS/IAU

. Objectives considering the results of the
- Methodology S BAICS of the organization/sector,

1 Organizational Strategic Environment d th t of ol q
1 Risks and Opportunities Associated fan e asse_ssmen of control an

with the Strategic Plan internal audit risks. The IAS/IAU

I IAS/IAU Strategies prepares the proposed three-year

1  Work Strategies and Audit Coverage direction of the internal audit
1 Allocation of Audit Resources oL f | b h

1 Performance Measures activities for approve_l y the

f  Review of the Strategic Plan DS/HOA or the GB/AuditCom.
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1.5.1 Evaluationofthe Result s of the Assessment of Control and
Internal Audit Risks

The |AS/IAU evaluates the result of the assessment of control and
internal audit risks.

The potential audit areas are prioritized based on the following:

a. Those controls with the highest impact shall be covered in the
first year,

b. Those controls with moderate impact shall be covered in the
second year; and

c. Those controls with low impact shall be covered in the third
year.

1.5.2 Components of a Strategic Plan
The Strategic Plan shall consist of the following components:
a. Objectives

This section provides a statement of the broad audit objectives
and directions for internal audit over a three-year period,
including the limitations. It focuses on both audit and
management goals and is consistent with organization/sector
policies and guidelines.

The IAS/IAU functions (audit objectives) found in Part |
(Guidelines) i Chapter 3 of this manual may be cited in this
section.

b. Methodology

This section outlines the approach in developing the plan,
consisting of the conduct of the BAICS assessment of control
and internal audit risks, and consultation with the principal,
constituents or the public the organization serves, and key
stakeholders.

c. Organizational Strategic Environment
This section identifies issues and trends relevant to the
organization which may have an impact on the achievement of
the organizationds o0bj emetfronvee s . Su¢
number of sources, including:
I. Governance, organizational structure, roles and

accountabilities;
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ii. Policies, objectives and strategies that are in place to
achieve the organizat i on6s objectives;

iii. Capabilities understood in terms of resources and
knowledge;

iv. Information systems, information flows and decision
making processes;

v. Relationships with, and perceptions and values of,
stakeholders;

vi Organi zationdés culture;

vii. Standards, guidelines and models adopted by the
organization;

viii. Form and extent of contractual relationships;

IXx. Social and cultural, political, legal, regulatory, financial,
technological, economic, natural and competitive
environment, whether international, national, regional or
local; and

X. Key drivers and trends having impact on the objectives of
the organization.236

This is derived from a review of key strategic and other
planning documents, and discussions with the DS/HOA or
GB/AuditCom, senior executives, other public sector
organizations, the public being served, and key stakeholders.

The aim of this section is to demonstrate that internal audit

has a good understanding of the organization and the sector
operations, what is planned for the future, and how the work

undertaken by internal audit will assist the organization
achieve its objectives.

c. Risks and Opportunities Associated with the Strategic Plan

This section identifies the risks and opportunities, both internal
and external to the IAS/IAU, considering the conducted
organizational strategic environment scanning.

The IAS/IAU should have sufficient knowledge to identify the
risks and opportunities associated with the Strategic Plan, such
as those that could allow fraud. The IAS/IAU evaluates the
need for investigation, and notifies the appropriate author ities
as may be applicable. The IAS/IAU has a responsibility to
exercise fidue professional care. o

236 PNS ISO 31000:2018 (Risk managemie@uidelines), second edition, 2602
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d. IAS/IAU Strategies

This section describes the three-year strategy of the IAS/IAU
to achieve its broad audit objectives described in /tem a
(Objectives) of the Strategic Plan considering the emerging
trend(s) in the sector.

The strategies, detailed into plans and approaches, should:
(1) address short and long term direction focused on the audit
needs of the sector; and (2) describe the capabilities and
resources, both dictated by the assessment of internal
controls.

Examples of such strategies irclude:

I. Changes in work practices and enhancement of audit
methodologies to ensure that internal audit meets the
needs of its publics and delivers value for money;

ii. Review of the internal audit professional development
program to address new trends in audit;

lii. Development or introduction of new audit technology;

iv. Benchmarking exercises or external reviews, as may be
deemed appropriate;

v. Introduction of secondment programs aimed at
augmenting the capacity of the IAS/IAU; and

vi. Skilled and experienced staffing resouces to deliver the
internal audit annual work plan.

e. Work Strategies and Audit Coverage

This section descilibes the major focus of the audit function

and any audit-related activity over the three -year period, and
any change that is required to ensure that the audit plan and
other activities remain relevant to the strategic direction of the

organization/sector.

The section clarifies the audit coverage, as follows:

I. The focus of the audit prioritized from the BAICS and
assessment of control and internal audit risks;

li. The audits proposed to be conducted over a three-year
period categorized into compliance, management and
operations audits, containing the audit area, site, and
priority; and

iii. Rationale on the greater need for compliance, management
or operations audit.
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For transparency in the prioritization of the audit coverage,

potential audit areas are calculated by assigning scores to the
controls as to consequence and probability (or the total impact).

Those controls with the highest impact shall be covered in the
audit and included in the three -year audit plan. The IAS/IAU may
further formulate criteria on whic h offices/units may be included
in audit, such as offices/units/system with the biggest budget,

least achievement, or with the most adverse findings reported
by the external auditor and oversight bodies.

An example of a proposed audit coverage for management audit
is provided in Table 9 below.

Table 9 i Example of a Management Audit Coverage

Department of Education (DepEd)

Audit Area
Controls in Selected Controls in Selected Controls in Selected
the regional field the payroll regional field the bureaus and
procurement units system units performance agencies
system (procuring (frontline evaluation
entities) units) system

An example of a proposed audit coverage for operations audit is
provided in Table 10 below.

Table 10 7 Example of an Operations Audit Coverage

DepEd

Audit Area Audit Area Audit Area
Output evaluation | Selected Input-process - Selected Outcome Selected
of public regional | output evaluation | regional | evaluation of the regional
secondary offices of the alternative offices national learning offices

education services learning system of students

services enrolled in

secondary

education

f. Allocation of Audit Resources

This section details the relative allocation of financial and
human resources among the audit, audit support, and any
audit related activity over the life of the plan, including the
previous year, for comparative purposes.

Other options include showing the allocation of resources
among the different types of audit, organizational units and/or
geographical locations. Detals may be provided in tabular or
graphic form.
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g. Performance Measures

This section lists the key performance indicators (KPIs) that
are used to measure the performance of the IAS/IAU and any
change in measures or targets over time.

h. Review of the Strategic Plan

This section describes the timeframe and arrangements for the
review and update of the plan. The plan covers a three -year
rolling period and needs to be reviewed iteratively.

It is developed by the IAS/IAU and approved by the DS/HoOA
or GB/AuditCom, as appropriate.

2. Development of the Annual Work Plan

An Annual Work Plan, which will also be prepared by the Planning Team as
directed by the IAS/IAU head, contains the prioritized audit areas from the
Strategic Plan and approved by the DS/HoA a GB/AuditCom which will focus on
a one-year period, the type and approach of the audit, and the timelines of the
same.

The Annual Work Plan should include areas for management audit and
operations audit, wherein the conduct of a compliance audit is a pre requisite.

The audit area can also come from the DS/HOA or GB/AuditCom. In doing so,
the basic frame of reference is the objective established by the organization and
the weight of the expected results from the audit area. If failure to deliver
expected results is attributed to a control deficiency in the system, there is a
need to conduct a management audit. The IAS/IAU should refer to the approved
Annual Work Phln for management audit developed during the strategic
planning phase.

As part of the strategic planning and developing the Annual Work Plan, the
IAS/IAU may review the control components for any change, new systems and
processes, and the results obtainedon, for example, the top five key audit issues
and the organizationds priorities.

Figure 24 in the following page illustrates the key activities in an annual audit
planning.
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First Year Second and Third Year

Prioritize audit areas Prioritize audit areas from the approved Strategic Plan
from the approved
Strategic Plan Validate the following from the approved Strategic Plan
1. Critical assumptions/parameters
Prepare the Annual a. Baseline Assessment Report (second or third
Work Plan year)
b. Control risk assessment (second or third year)

c. Internal audit risks (second or third year)
2. Previous audit and follow-up reports (second or third
year)

Prepare the Annual Work Plan

Figure 24 - Annual Audit Planning
2.1 Perioritiz ation of Potenti al Audit Areas

From the list of controls identified in the Strategic Plan the IAS/IAU
categorizes by process the control methods and measures of the operating
and support units/systems, into potential audit areas/topics.

The following steps shall be made in prioritizing potential audit areas:

a. Validate the Baseline Assessment Report (on the second and third
year);

b. Update the control and internal audit risk assessment (on the second
and third year); and

c. Prioritize the potential audit areas.

Of the three-year strategic plan, the IAS/IAU schedules the prioritized audit
areas into three (3) annual work plans, subject to the approval by the

DS/HoA or GB/AuditCom. The IAS/IAU then prepares the Audit
Engagement Plan which focuses on the specific audit areas proritized for
the year. An example of an audit focus is shown in Table 11. In case the
allocated budget is insufficient, the IAS/IAU should strategically source
augmentation of resources.
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Table 11 7 Example of Audit Focus/Foci for One Period

Audit Area

Audit Audit Expected Area Priorit Estimated
T pe Description Benefit Responsible Y Duration

Depar tment
Audit Foci 7 Year 1

Estimated
Start

Controls  in Appraisal of the | Raise Bureau A 30 working January 15
the a A existing recommendation days
Procurement | n u controls in the | onthe controlsto | Bureau B 2 30 working January 15
System a d procurement ensure that the days
g i system procurement Bureau C 3 30 working April 15
et system will be days
m observed and | Bureau D 4 30 working April 15
e satisfy days
n needs and | Attached 5 30 working July 15
t expectations Agency A days
Attached 6 30 working July 15
Agency B days
Output (0] Validation of the | Raise Region A 1 30 working August 15
evaluationof | p A | effectiveness of | recommendation to days
the public e u the public | ensure the | Region B 2 30 working August 15
secondary r d secondary effectiveness of the days
education a i education public  secondary | Region C 3 30 working | September
services tot services education services days 15
[ Region D 4 30 working | October 15
o days
n Region E 5 30 working | October 15
S days
Region F 6 30 working | November
days 15

2.2

Validat ion of the

Previous Audit Foll ow -up Report (s)

In the preparation of the Annual Work Plan, auditors should take into
consideration previous audit follow-up reports in order to validate the
implementation/non -implementation/inadequate implementation by the
units concerned of the approved actions and recommendations. The
steps involved are as follows:

a. Validate

the

report of the

implementation of preventive/corrective actions;
b. Validate the report of justification for the non -implementation/
inadequate implementation of actions; and
c. Validate the recommendations for possible legal/management action
of the non -implementation/inadequate implementation of preventive/
corrective actions.

3. Approval of the Strategic and Annual Work Plans

non -implementation/inadequate

The IAS/IAU head should present and discuss the Strategic Plan and Annual
Work Plan with the DS/HOA or GB/AuditCom. The objective is to obtain a good
understanding of the insights of the DS/HoA or GB/AuditCom on the
organizational and sectoral objectives. It also allows the IAS/IAU to focus on
important issues throughout the planning process and audit. Finally, the IAS/IAU

head should obtain the approval of the Strategic Plan and the Annual Work Plan
by the DS/HOA or GB/AuditCom.
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4. Summary

The significance of the strategic and annual work planning is to identify and

prioritize potential audit areas where controls are claimed by auditees to be in

place based on the results of the BAICS. Before this can be achieved, the
IAS/IAU needs a thorough understanding of the internal control compo nents of
the public service organization as a going concern in the context of the sector.

The assessment also includes a review of the operating and support units/
systems with all their coordinated methods and measures.

On the other hand, all the gaps or control deficiencies/breakdowns are
contained in the interim report and summarized in the Baseline Assessment
Report, and recommendations are offered at the level of the DS/HoA or
GB/AuditCom. The gaps or control deficiencies/breakdowns where courses of
actions have been recommended are critical and should form part of the Annual
Work Plan to determine if recommendations have been implemented.

The three-year Strategic Plan is prepared based on the information gathered
during the BAICS, assessment of cortrol and internal audit risks geared towards
observing IAS/IAU audit functions (objectives), and directions for internal audit
over the three-year period. It focuses on both audit and management goals and
is consistent with organization/sector policies and guidelines. This Plan needs to
be updated iteratively for changes occurring in the control component of the
organization.

The Strategic Plan is developed from the prioritized audit areas contained in the
control universe and the results of the review of oversight bodies and
international development partners, and incorporated in three (3) Annual Work

Plans. The IAS/IAU then prepares the Audit Engagement Plan for the first year,
which is explained in the succeeding chapters. The possible audit areas for the
second and third year audit plans are updated and/or revised when necessarily
affected by the changes occurring in the control component, and should include
gaps or control deficiencies/breakdowns where courses of action have been
recommended.

The contents of th e Strategic and Annual Work Plans should be agreed between
the DS/HoA or GB/AuditCom and the IAS/IAU Head. The approval of the plans
by the DS/HoA or GB/AuditCom gives the go signal for the IAS/IAU to plan the

audit engagement.
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CHAPTER 2

AUDIT PROCESS
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1. Overview of the Audit Process

The audit process is divided into four (4) phases, namely, audit engagement
planning, audit execution, audit reporting, and audit follow -up, as indicated in
Figure 25. This audit process is applicable for both management audit and
operations audit. For each phase, there are specific criteria to ensure a
successful audit engagement.

( Audit Engagement Planning ]
. @ J
( Audit Execution ]
. @ J
( Audit Reporting )
Q @ J
[ Audit Follow -up ]

Figure 25 T Audit Process Flow Diagram

1.1 Audit Engagement Planning

Audit requires good planning. Planning entails familiarization with the
objectives, processes, risks and controls of the auditee and activity to be
audited, and developing a strategy and approach in conducting the audit.
It is the most important part of the audit as the success of an audit
depends on how well it has been planned.

Audit engagement planning is the third stage of planning, after strategic
planning and annual work planning. The results of t he strategic planning
shall be validated to determine if there are relevant changes in the control
component, systems and processes.

A key aim in planning an audit engagement should be to complete the
audit in the least time necessary, without compromisin g its quality. It is
therefore important that in planning and scoping audits, audit effort and
resources are directed to the key issues that matter most.
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PLANNING [ What to Audit )

( 1. Understanding the program and \
project, system and processes

2. Determine the audit objective,
scope, criteria and evidence

3. Develop the audit plan

4. Determine the Key Performance
Indicators (KPls)

5. Determine the resources required
for the audit

EXECUTION [ How fo Audit )
REPORTING (. What to Report )
FOLLOW-UP [ What to Follow-up )

Figure 26 T Audit Engagement Planning Diagram
1.1.1 Creation of an Audit Team for the Conduct of the Audit

In the conduct of a compliance audit, management audit, and/or
operations audit, an Audit Team, which is composed of select
personnel from the IAS/IAU, is organized by the IAS/IAU head. Its
creation could be formalized through the issuance of an Office
Order.

After the issuance of an office order, a consultation within the
audit team must be undertaken to distribute or delineate the
responsibilities of each team member.

1.1.2 Document ation of the Understanding of the Agency
Program/Project/System/Process

Audit engagement planning starts from an understanding of the
organizational mandate and focusing on what areas will be
audited. It involves the selection of specific internal controls and
focusing on the degree of compliance with laws, regulations and
policies applicable to the specific program/project/system/process
for evaluation; evaluation of the control effectiveness; and
determination of whether or not operations are conducted
economically, efficiently, ethically and effectively.
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Specifically, for management audit, engagement planning starts
from an understanding of the management controls to be audited.

This is important considering that the main objective of

management audit is to evaluate the effectiveness of
management controls, which are regarded as internal controls.
They consist of the controls interwoven into and made an integral

part of each operating and support system that management uses
to regulate and guide its operatio ns.

The audit plan should be based on a sound understanding of the
internal control system, operating and support systems and
processes.

For operations audit, engagement planning starts from an
understanding of the organizational mandate. The IAS/IAU should
understand the objective of the organization and focus on wha't
output or outcome will be audited. It involves the selection of a

specific activity and focusing only on a specific program/project/
process for evaluation, being concerned with the economy,
efficiency, ethicality and effectiveness of operations. The audit
plan should be based on a sound understanding of the objectives,
accountability, internal control system, and operating and support
processes.

In operations audit, there are drawbacks th at may often be
encountered. The IAS/IAU should then come up with
recommendations. The common drawbacks may be as follows:

a. Program objectives are not clear enough, then a policy review
has to be recommended,;

b. Measurement systems are inadequate (effectiveness measures
are often subjective, e.g., surveys, feedback and very scientific
bases should not be expected), then a restudy of the system
may be recommended;

c. Subject matter is difficult to measure (e.g., effectiveness of an
anti-alcoholism program is very difficult to measure merely by
using the number of patients whos e consumption is reduced;
many social factors blur the evaluation of such a program like
degree of family support), then the IAS/IAU may focus its audit
on measurable subject matters;

d. Purely systematic review may not be adequate (e.g.,
effectiveness of a vocational training program may be
measured by the auditee through % of trainees gaining
employment; but the auditor may have to review what % of
the trainees gained employment related to the training and
what % retained their employment), then the IAS/IAU should
identify appropriate audit procedures; and
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e. Time constraints restrict the auditor, then the IAS/IAU should
prioritize audit activities.

In understanding a certain process/system, key steps must be
documented to ensure that the internal auditor under stands how
the process actually operates. The use of flowcharts and narrative
notes are the most common ways of documenting system/process
flows that help the internal au ditor to document all of the key
controls indicating which ones will be relied upon and which ones
are absent but should be in place.?®’

1.1.3 Determin ation of the Audit Objective s, Scope, Criteria and
Evidence for an Individual Audit

Individual audits within a particular audit plan should be based on
defined audit objectives, scope and criteria. These should be
consistent with the overall audit plan objectives.

a. Audit Objectives

Based on the information gathered and analyzed during the
understanding of the agency program/project, the objective
and scope of the audit can be defined. An audit objective is
what the audit aims to accomplish. This is critical in
establishing the scope, criteria, evidence and approach of the
audit. It is normally expressed in terms of what questions the
audit is expected to answer about the performance of an
activity. Ideally, an audit objective would be consistent with

the achievement of the objectives of the organization/
program/project.

One of the objectives of a management audit is to ascertain if
the operations has its measurement and evaluation system
which will be used to review and improve performance, and
assess compliance with laws, rules, methods and procedures.

If the IAS/IAU verifies that such a self -assessment is inplace,
it evaluates the components of the performance evaluation
system for adequacy, appropriateness of the measures and
reliability of the reporting, as well as the evaluati on result.

If the IAS/IAU verifies that such self -assessment is not in place,
then it assesses the internal control system built in the
operating and support system under audit to determine if there
are compensating controls. The IAS/IAU makes a report on the
matter.

7 Audit Manual, Internal Audit Division, Office of Internal Oversight Services, United Nations, March 2017, p. 21.
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Audit objectives also relate to why the audit is being conducted.
If controls are weak, the IAS/IAU traces the root cause and
recommends to the DS/HoA or GB/AuditCom courses of action
to address the deficiency. The IAS/IAU can also recommend
further examination of the underlying issues, or the legal action
to take, if co nditions so warrant.

For operations audit, the IAS/IAU may choose from any of the
following objectives, or may formulate more which are
appropriate to the results of the audit planning:

i. To determine if the agency program or project is achieving
its target

The IAS/IAU compares the identified performance
accomplishments with the corresponding targets to
determine variances, if any. Variances may be positive/
favorable, or negative which means that targets have not
been achieved.

ii. To validate the reported accomplishments of the program or
project as of a certain period from the data source to the
consolidation and preparation of the final report

iii. Toassess andgauge the level of achievement of the program
or project objective

For example, in the case of the program of the DepEd, the
audit objective may be: to determine if the expected passing
rate of graduating pupils of 75% is achieved from the given
inputs (such as school buildings and classrooms, textbooks,
curriculum, and number of teachers) using the pr escribed
teaching methodologies to attain the desired level of literacy,
function and life skills.

b. Audit Scope

The audit scope, which is the framework or limits of the audit, is
determined after the audit objectives have been identified. It
should be consistent with the audit plan and audit objectives.

The audit scope includes the timeframe, locations and the major
processes/operating systems/support systems or key controls
that will be covered by the audit to achieve audit objectives. The

scope should be able to define what are the systems/processes
or controls included in the audit, and what is/are not included i f
there are relevant areas that have been excluded in the audit
scope.
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I. In operations audit, for example, audit scope includes the
determination of which phase of the program or project will
be examined. What will be the duration of the program or
project? What portion of the program or project will be
covered in the audit? What will be the sources of information
for examination?

To continue the example for the DepEd program, the scope
for the given audit objective may be to: validate the rate of

graduating students (information on graduation) covering a
schools division in each city in Metro Manila (coverage) for
the school year 2018-2019 (timeframe) to determine if the
expected level of graduating students was attained. This
scope can be reduced or expandal depending on the
sampling requirement and the resources allocated for the
audit.

ii. For management audit, the scope includes the review and
appraisal of the systems (operating and support) and
procedures/processes, organizational structure, asset
management practices, financial and management records,
reports and performance standards of the agencies/units
covered.

An appraisal of the operating and support systems is
conducted to determine whether or not the five (5) different
components, i.e., control environment, risk assessment,
control activities, information and communication, and
monitoring and evaluation, accomplish each of the five (5)
control objectives. Every component should individually
achieve the control objectives.

For example, in the procurement system (as a support
system), the control component can be evaluated for the
presence of the control activities such as, but not limite d to:

x The existence of a Bids and Awards Committee (BAC),
BAC secretariat, procurement unit/s and technical
working group/s;

x The separation of duties of the above entities in
procurement;

x Participation of observers in all stages of the
procurement process,

x Compliance with the rules and regulations on the
preparation of the bids, the invitati on to bid, advertising,
receipt and opening of bids, bid evaluation, and award,
implementation and termination of the contract.
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Moreover, the IAS/IAU does not only check on the presence
of these control components. More importantly, it assesses
whether or not these activities achieve the control objectives
of the organization.

Thus, the IAS/IAU could look for the answers to these
guestions:

x Are the control components sufficient to safeguard the
assets?

Do they provide accurate and reliable accounting data?
Do they adhere to managerial policies?

Are they in compliance with laws, rules and regulations?
Do they ensure effectiveness, efficiency, economy and
ethicality of operations?

X X X X

The IAS/IAU can conclude on the effectiveness of the controls
only when the internal control components achieve all the
control objectives.

c. Audit Criteria and Evidence

Audit criteria are reasonable standards against which existing
conditions are assessed. They reflect a normative condition for
the subject of the audit. These are expectations of the program
or project as to what should be. Audit criteria should be reliable,
objective, useful and complete standards of performance against
which the achievement of control objectives can be assessed?38

It includes statutory and/or managerial requirements; process

requirement s; and citizenséo req:
expectations. To be able to come up with sound criteria, auditors
must:

i. Gather/identify the standards (laws, regulatory policies) for
audit evaluation;

ii. Set reasonable and attainable standards of performance,
statutory or managerial policies for evaluation; and

iii. Identify pieces of audit evidence required by law and
standards and the approaches to be utilized in obtaining
them.

28 Audit Manual, Internal Audit Division, Office of Internal Ovéght Services, United Nations, March 2017
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1.1.4 Selection and Determination of the Audit Methodology

Audit methodology depends on the defined audit objectives,
scope, criteria, and audit evidence, as well as duration and
location of the audit. It is a gener al statement describing the
activities that will be undertaken in conducting the audit.

It generally involves on-site audit methods and remote audit
methods which take into account the extent of involvement
between the auditor and the auditee.

Table 12 7 Examples of Audit Activities under the Two Audit Methods

Extent of ) _
Involvement Location of the Auditor
between the
the Auditee
Interaction U Conducting interviews Via interactive communication
Involvement Ui Completing checklists and | means:
with the guestionnaires with | i Conducting interviews;
Auditee auditee participation 0 Observing work performed/
U Conducting document test of controls with remote
review  with auditee guide;
participation i Completing checklists and
U Sampling guestionnaires
U Conducting document review
with auditee participation

a. Audit Sampling

Audit sampling is a scientific method of selecting the
transactions to be subjected to audit. It promotes efficiency

and economy in the audit process. It is used when it is not
practical or cost effective to examine all available information
during an audit, e.g., voluminous records/transactions or too
dispersed geographically to justify the examination of all items
in the population?®*. Sampling of a large population is the
process of selecting or testing less than 100% of the items
within the total available data set (population) to obtain and

evaluate evidence about some characteristics of that
population, in order to form audit findings 24°. The assumption
Is that the sample selected is representative of the population.

Audit sampling involves the following activities:
I.  Establishing the objectives of the sampling;

li. Selecting the extent and composition of the population to
be sampled;

29 18t paragraph, A.6.T General, A.6i Sampling, Annex A, PN§ SO 19 0 1@u i2d0ell8i,neis for auditing mana
240 3stparagraph, Id.
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lii. Selecting a sampling method;

Ilv. Determining the sample size to be taken;

v. Conducting the sampling activity; and

vi. Compiling, evaluating, reporting and documenting
results.?4!

When sampling, consideration should be given to the quality
of the available data, as sampling insufficient and inaccurate
data will not provide a useful result. When sampling is used,
the method of selecting the appropriate sample size depends
on the audit objectives. When a representative sample is
needed, statistical sampling approaches generally provide the
auditor robust evide nce than that obtained from non -statistical
sampling technique. On the other hand, if a representative
sample is not needed based on the audit objectives, a targeted
selection may be effective.

The objective of audit sampling is to provi de a reasonable basis
to the auditor to draw conclusions about the population from

which the sample is selected. However, a sampling error may
arise in the event that the samples selected are not a good
representative of the population. Even if the sample is
randomly selected, some samples will be a better
representative of the population than the others. The larger

the sample size, the more likely it is that a better sample is
drawn from the population. Hence, sampling error is minimized
by increasing the sample size.

Audit sampling can use either a statistical or a non -statistical
sampling technique when designing and selecting the audit
sample, performing tests of controls and evaluating the results
from the sample.

241 gt paragraphA.6.1 i General, A.6i Sampling, Annex A, PN§ SO 19 0 1Au i2d0ell8i,nefis for auditing mana
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I. Statistical Sampling

Statistical sampling involves the objective determination of
the sample size, random selection of the samples from the
population and evaluation of the sample results
mathematically to draw conclusion about the population.
Statistical sampling approach must be used if the auditor
wishes to extrapolate sample results to draw conclusion
about the entire population.

In a statistical sampling, auditors deal with a certain level
of sampling error or the sampling risk which reflects the
acceptable confidence level. It is noted that different sets
of samples or sample size randomly selected from the same
popul ati on gener at e di fferent
example, a sampling risk of 5% corresponds to an
acceptable confidence level of 95%. A sampling risk of 5%
means the auditor is willing to accept the risk that 5 out of
100 (or 1 in 20) of the samples examined will not reflect
the actual values that would be seen if the entire population
was exaffi ned. o

Refer to Appendix F: Types of Samplin g for a detailed
discussion on statistical sampling.

Some methods/strategies in undertaking statistical
sampling are in Table 13.

22General, A.6.1i General, A.6i Sampling, Annex A, PN§ SO 190 1@u i200€ell8i,neis f or auditing manage.!
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Strategy

Table 13

Description

T Statistical/Probability Sampling

Some Strengths

Methods

Some Limitations

Simple It is the simplest method | Allows you to select Does not ensure that
random of drawing a statistical cases/items while specific types of cases
sampling sample. Itis the basis of | ensuring there is no are selected and, thus,
all other sampling selection bias. Useful if does not allow you to
designs. you have no say anything about cases
characteristics or basison | with particular
There is moderate which to choose another | characteristics. Requires
variation among the approach and have no you to have a list of the
values/characteristics of | time to screen cases to population from which to
the items in the identify others better select cases.
population and can be suited to your job.
sampled from a single
list of sampling units.
Every case/item in the
population has an equal
chance of being
selected.
Stratified Population is divided into | A stratified sample can be | Internal auditors should
Sampling two or more subgroups used to: be able to identify every

(strata or subpopulation)
and use simple random
sampling to select for
each part (stratum). An
estimate is determined
separately for each
stratum, and these are
combined to form an
estimate for the entire
population. A stratum is
a sub-population from
the total population.

When defining strata and
setting boundaries, internal
auditor should keep
certain rules:

A Each sampling unit
can be included in
one and only one
stratum;

A The strata must not
overlap; and

A The sampling unit in
each stratum should
be as much alike as
possible in relation to
the characteristic
being measured.

A Obtain equal precision
with smaller sample
or tighter precision with
the same sample size;

A Reduce the cost of a
sample for a given
precision;

A Obtain separate
estimates for the
groups in the
individual strata, if
such estimates would
be useful for
comparison purposes;
and

A Give special emphasis
to certain groups
within the population,
say, with th ose with
great error potential.

case/ item of the
population and classify
each into one, and only
one, strata. Hence,
stratified sampling is
challenging when
internal auditors cannot
confidently classify every
item of the population
into a strata. Also,
finding an exhaustive
and definitive list of an
entire population can be
challenging.

Overlapping of item/s
within stratum can be an
issue if there are items
that fall into multiple
strata. Consequently,
those that are in multiple
strata are more likely to
be chosen and as a
result, would be a
misrepresentation or
inaccurate reflection of
the population.
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Strategy

Description

Some Strengths

Some Limitations

Systematic Cases/items in the Ensures selection from May result in a biased
Sampling population are chosen the range of possible sample if systematic
according to a pre- cases throughout the patterns correspond to
determined strategy population. Can be used | your selection strategy.
(e.q., every X case), when you have no list of
which include cases from the
stratification. population.
Cluster Cluster sampling is the Easy and convenient There is a possibility that
Sampling selection of groups of caselitems are different

from one another,
decreasing its
effectiveness.

sampling units (or
clusters) rather than
selection of individual
sampling units directly.
If clusters are large, the
internal auditor may
select a random sample
of units within the
selected cluster. This is
referred to as two -stage
cluster sampling.
Sources: 1SO 24153:2009,iRandom sampl i ng and r anJé Goeerrmmeartt Acoonntapiltyoc edur es
Office (U.S. GAO), GAO internal guidance/resourcei 7/ 17/ 17, iSel ecting a Sample of N
for Review in GAO Engagement®

ii. Non-Statistical Sampling/Judgment-Based Sampling

This approach relies solely ontheaudi t or 0 s
judgment, and the auditor uses his/her own experience and
knowledge to determine the sample size and the method
for selecting the samples from the population. Non-
statistical sampling (e.g., judgmental samples) may not be
objective and the results of such sampling normally pertain
only to the sampled items, and cannot be extrapolated over
the population. A drawback to judgment -based sampling is
that there can be no statistical estimate of the effect of
uncertainty in the findings of t he audit and the conclusions
reached?*3,

prof es

Refer to Appendix F: Types of Sampling _ for a detailed

discussion on statistical sampling.

Some methods/strategies in undertaking non-statistical or
non-probability sampling are indicated in Table 14.

23General, 6.1 i Gereral, A.67 Sampling, Annex A, PN§ SO 190 1@u i200€ell8i,neis for auditing manage.!
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Table 14 i

Strategy

Description

Non - Statistical/Non

Some Strengths

-Probability Sampling

Methods

Some Limitations

within major sub -groups,
or strata, of the
population, to capture
major variations,
although commonalities
may emerge when data
are analyzed.

groups of a population
and to discuss issues
each subgroup faces;
need not have a
complete population list

Purposeful A relatively small Can help in interpreting Data collected are
Sampling number of cases are other data; can provide anecdotal and firmer
selected to be illustrative | anecdotes and conclusions could only
of program operations illustrations about be drawn through the
under a variety of program operations use of more rigorous
conditions under a variety of data collection/sampling
conditions; does not methods. Moreover, it
require a complete cannot provide many
population list insights into the effects
of any one set of
conditions.
Convenience | Cases are selected that | Often requires fewer The sample represents
sampling are most easily and resources since little only one segment of the
quickly accessed preparation is required,; population.
does not require a
complete population list
Stratified This is a specific type of | Allows you to make The increase in the
purposeful purposeful sampling. qualified comparisons number of criteria/strata
sampling Cases are selected from | between different sub- will require more

number of cases for
sampling.

Intense case
sampling, or
heterogeneity
or maximum
variation
sampling

As in stratified
purposeful sampling,
cases are chosen that
have the greatest
variation on key factors
in order to describe
central themes that
emerge across cases
with great variation.
Developing a matrix of
cases and their
characteristics can be
useful for identifying
how they differ and
selecting which to
include in the sample.

Heterogeneity in small
samples can be difficult
for other sampling
approaches; maximum
variation; sampling
overcomes this limitation
since themes emerging
across cases capture the
core experiences of a
phenomenon

Allows the internal
auditor to describe the
context of the issues and
interactions of multiple
factors; may be less
resource intensive and it
is like a one-stop shop
for information; does not
require a complete
population list

Does not allow you to
know whether factors
individually have the
same effect as they do
when combined

Source: US Government Accountability Office (U.S. GAO), GAO internal guidance/resorce i

iSel ecting a Nongeneralizabl e

Sample of
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b. Substantive Tests on the Samples

Performing substantive tests on the samples selected is a
comprehensive analysis by using ratios, analytical procedures,
inquiries, confirmation, and other tools and techniques. It is
the execution of the audit procedures enumerated in the audit
engagement plan on samples selected. The proceadures seek
to provide evidence as to the various control
attributes/features established during the planning stage of
the audit, e.g., existence, occurrence, completeness, validity,
adequacy, efficiency, effectiveness, economy, etc. Where
necessary and possible, this process fully quantifies the audit
elements such as criteria, cause, and condtions, which include
the effects or consequences, of transactions covered in audit.

The IAS/IAU may use these concepts or procedures in
determining the degree of compliance and in performing
management or operations audit of a sample population.

1.1.5 Determi nation of the Resources Required for the Audit
and the Target Milestones/Dates

Careful planning involves the determination of the overall resource
requirements to accomplish the planned audits. This involves
assessing the current staff capability/capacity; technological
resources (e.g., computers, software); financial resources (budget
requirements), among others.

Target milestones/dates for the com pletion or accomplishment of
critical elements during the audit process should be established to
keep track of the progress of the engagement and check on the
quality of the outputs.

1.1.6 Develop ment of the Audit Engagement Plan

An audit engagement plan must be developed and documented
for each audit engagement. The audit plan summarizes the
background information collected from the auditee, such as the
organi zationods mandat e, objectives
support systems, manual of operations, flowcharts, narrative
notes, relevant laws, rules and regulations, together with
organizational performance and previous audit. The audit plan
outlines the objectives, scope, criteria and methodology to be
adopted. It also indicates the timing and resource alloc ation.

The audit plan will document the results of all the planning tools

which would necessarily contain elements as contained in
Table 15.
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Table 15 T Contents of an Audit Engagement Plan

Introduction A brief description of the management controls, i.e., the plan of
organization and all the methods and measures adopted within an
agency to ensure that resources are used consistent with laws,
regulations and managerial policies; resources are safeguarded
against loss, wastage and misuse; financial and non-financial
information are reliable, accurate and timely; and operation s are
economical, efficient, ethical and effective.

Audit What the audit aims to accomplish. Audit objective must be consistent
Objectives with the objectives of the organization/program/projects.
Audit Scope Framework or limits of the audit. Audit Scope is the extent and

boundaries of an audit. It must be consistent with the audit objectives.
Audit scope includes timeframe, locations and major
processes/operating systems/support systems or key controls that will
be covered by the audit to achieve audit objectives.

Audit Criteria Set of reasonable and attainable standards of performance, statutory
or managerial policies, laws and regulations, etc.; Criteria are
standards against which adequacy of performance and conditions can
be assessed.

Audit Statement of activities describing the activities that will be undertaken
Metho dology in conducting the audit.

Resources/ Statutory policies, mandates, managerial policies, government
Inputs regulations, established objectives, systems and procedures/

processes human resources, materials, equipment, timelines, etc.

A suggested template of said report is in Appendix A T
Suggested Templates .

1.1.7 Determin ation of the KPIs of the Audit Engagement

KPIs are performance measures that are utilized to assess the
outputs/outcomes contributing to the overall organizational
efficiency and effectiveness. In evaluating performance, KPIs are

empl oyed to gauge the | AS6s/ 1 AUb s

determine whether or not:

a. Audit objectives are met as reflected in the audit findings and
recommendations;

b. Findingsand recommendations are based on facts, substantial
evidence and in compliance with relevant laws, rules and
regulations;

c. There is compliance with NGICS, PGIAM and other releant
standards under DBM rules and regulations;

d. Findings and recommendations promote the adequacy of

internal control under NGICS and relevant rules and
regulations; and

Revised Philippine Government Internal Audit Man(24120) Page158 of 349



e. High standards of ethics and efficiency of public officials and
employees are being observed under Office of the Ombudsman
and CSC rules andregulations.

It is important that the KPIs for internal audit are aligned with the
Strategic Plan and the Annual Work Plan, and help drive the
performance that the organization expects from the IAS/I AU.
These are incorporated in the audit plan to guide th e auditors
during the execution of the audit engagement.

1.1.8 Approval of the Audit Engagement Plan and KPIs

The audit engagement plan and KPIs are submitted by the internal
audit team leader to the IAS/IAU head for review and approval
prior to the commencement of the audit execution. The IAS/IAU

head will evaluate the documents to assess the relevance,
significance, auditability and other factors aff ecting the conduct of
the audit.

After the documents have been approved, management should be
informed about the approved audit engagement plan and the
KPlIs.

1.2 Audit Execution

Audit execution involves performing the audit techniques and procedures
enumerated in the audit engagement plan to gather data and pieces of
evidence to achieve the stated audit objective/s. During audit execution, if
the auditor finds a need to revise the audit engagement plan, the revision
should be submitted to the IAS/IAU head for approval. The IAS/IAU head
uses the audit engagement plan to supervise and monitor the progress of
the audit and to check whether or not the team is generating sufficient and
appropriate pieces of (substantial) evidence.

At any point during the audit, as well as during the conduct of t he BAICS,
when significant risks/issues arise, the IAS/IAU will prepare an interim

report to the DS/HoA or GB/AuditCom to communicate findings, issues,
and problems that may affect the conduct of the audit and expose the

organization to considerable risks. A summary of the interim report will be

included in the audit report.
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b. Compare conditions with criteria
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[ What and How to Report

[ What to Follow -up

Figure 27 1 Audit Execution Flow Diagram

Entry Conference

Execution of the audit is initiate d with an entry conference to:
a) confirm the agreement of all participants to the audit plan;
b) introduce the audit team and their roles; and c) ensure that all
planned audit activities included in the audit plan can be
performed.?**

The entry conference sets the tone of the audit. The initial meeting
with the auditee aims to discuss the plans for the conduct of the
audit, as well as to obtain their views and expectations on the
overall framework of the audit. Matters arising from the entry

conference must be recorded (Entry Conference Notes) and

should be considered as inputs during the conduct of the
succeeding engagement planning.

An agenda and entry conference briefing paper should be sent to

the auditee ahead of the scheduled date of conference. The main

content of the briefing paper includes background of the selection
of the audit area, preliminary audit objectives and scope, audit
methodology and criteria, planned timing, previous audit
recommendations, milestones and deliverables of different audit

phases.

24pNSI SO 19011: 2018,

(G©Si0d @luibh é s hfedr 20UWdi) ¢t i g
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1.2.2 Conduct of Compliance Audit

Compliance audit is the evaluation of the degree of compliance of
control with laws, regulations, managerial policies systems and
processes of government, including compliance with
accountability measures, ethical standards and contractual
obligations.

It also covers the determination of whether or not all other internal
control components are well designed and properly implemented.

It is a necessary first step to, and part of, management and
operations audits.

The approach in management audit is to first conduct compliance
audit. Only when there is compliance that control effectiveness is
determined. If there is no n-compliance, the probable cause
thereof is determined.

The first approach to operations audit is also to conduct a
compliance audit to determine whether or not government

operations are in accordance with t
explicit objectives. The IAS/IAU identifies the standards as
specified i n t he 0 r anch ohbjeetiges ioo N 0 s m

laws/rules/regulations and compares whether or not the
operations conform to the identified standards.

For instance, the auditor will determine whether or not the

procurement process has resulted in the best value being

obtained. Areas to be considered may include verification if a BAC

exists in the procuring entity, if the procurement entity has an

annual procurement plan, and the BAC has a mechanism in the

selection of observers in conformity with RA No. 9184, otherwise

known a vetnhent Pfocirement ReformActo it s | RR an
relevant resolutions of the Government Procurement Policy Board.

The steps in the conduct of compliance audit are as follows:
a. Gather and analyze evidence to establish the condition
This refers to findings of facts which is defined as a fact,

supported by substantial evidence (includes consequence,
effects or impact).
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b. Compare conditions with criteria to draw conclusion

This refers to conclusion of facts which is defined as an
inference drawn from the s ubordinate or evidentiary fact. 24°

c. Determine the probable cause(s)

In the context of public accountability, this refers to the act/s
or omission/s of the person responsible, which more likely than
not,?*¢ could have caused the non-compliance with laws,
regulations and managerial policies and operating procedures
in the agency, including compliance with accountability
measures, ethical standards and contractual obligations, which
may warrant the conduct of administrative proceeding by the
disciplining authority. It must be noted th at to come up with
the determination of probable cause/s, the IAS/IAU must be
able to establish, not only the facts and circumstances, but also
the whyos, the wHafttheson&aomgliartch e h o w

d. Prepare the working papers

The IAS/IAU should record relevant information to support the
audit results. The working papers should contain sufficient
information to allow an experienced auditor having no previous
connection with the audit to ascertain from them the evidence
thatsuppor t s t he amgsi t orsdé fin

e. Integrate audit findings and prepare the highlights of the audit
findings in terms of the 4Cs i Criteria, Condition, Conclusion
and Cause

Refer to the discussion on the development of audit findings
under audit reporting for the definition of 4Cs.

1.2.3 Conduct of System/Process Audit

Operations audit is designed to evaluate the effectiveness,
efficiency, ethicality and economy of operating systems selected
for audit. On the other hand, m anagement audit aims to evaluate
control effectiveness. This step involves the documentation of the
process or system under audit, identification of the control
procedures, verification and validation on whether or not such
control procedures are complied with and are working effectively.

%sixth Edition (1990), Blackés Law Dictionary, p. 290
248 villarosa v Ombudsman, G.R. No. 221418, 23 January 2019
247 Albert v. Gangan, G.R.No. 126557 March 2001
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The steps in the conduct of system/process audit are as follows:

a.

Gather and analyze evidence to establish the condition

This refers to findings of facts which is defined as a fact,
supported by substantial evidence.

Compare conditions with criteria to draw conclusion

This refers to conclusion of facts which is defined as an
inference drawn from the subordinate or evident iary fact. 248

Determine the root cause(s)

Root cause analysis is a structured investigation that aims to
identify the true cause of a problem and the actions necessary
to eliminate it.2*° The determination of root cause through
varying techniques is an essential audit methodology that will
assist auditors in analyzing pieces of audit evidence to come
up with appropriate recommendations.

PNS I EC 62740:2016 (1 CE publishe
analysis (RCA)O provides for

conduct of root cause analysis. The standard identifies root
cause analysis techniques and its attributes which can assist in
the selection of appropriate technique. Please see 1.24, c (iv),
Chapter II, Part Il for a detailed discussion on root cause
analysis.

Prepare the working papers

The IAS/IAU should record relevant information to support the
audit results. The working papers should contain sufficient
information to allow an experienced auditor having no previous
connection with the audit to ascertain from them the evidence
that supports the auditorsbo

Integrate audit findings and prepare the h ighlights of the audit
findings in terms of the 4Cs i Criteria, Condition, Conclusion
and Cause

Refer to the discussion on the development of audit findings
under audit reporting for the definition of 4Cs.

2835i xth

Edition (1990), Bl ackés Law Dictionary, p. 290

2% Root Cause Analysis, Second Edition, Bjorn Anderson and Tom Fagerhaug p. 12
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1.2.4  Gathering and Analysis of Evidence

Under the execution phase of the audit, the audit engagement
plan is executed to gather more evidence and draw the audit
findings. Audit evidence covers all the information used by the
auditor in arriving at the audit find ings and audit report.

The sources of information selected may vary according to the
scope and complexity of the audit and may include the following:

interviews with employees and other individuals;
observations of activites and the surrounding work
environment and conditions;

x documented information such as policies, objectives, plans,
procedures, standards, instructions, licenses and permits,
specifications, drawings, contracts and orders;

x records, such as inspection of records, minutes of meetings,
audit reports, records of monitoring program and the results
of measurements;
data summaries, analyses and performance indicators;

i nformation on the auditeeos sam
procedures for the control of sampling and measurement
process;

x reports from other sources, e.g., other re levant information
from external parties;
databases and websites;

x  simulation and modelling.?%°

Sources of information include sampling results of accounting
records (books of entry, checks, invoices, contracts, ledgers,
journal entries, etc.); minutes of m eetings; analyst reports;
controls manual; information obtained from such audit procedures
as inquiry, observation, and inspection; and other information
developed by, or available to, the auditor that permits him to reach
conclusions through valid reasoning.

In executing the annual work program developed during the
planning stage, gathering of evidence will be completed to form
the audit findings. The process therefore involves the following:

Identify the control tested;

Consider the evidenceavailable to support or contradict;
Select the method of obtaining the necessary evidence; and
Collect and evaluate that evidence to form the audit findings.

X X X X

20 Item A.14, AnnexA (Additional guidance for auditors planning and conducting audits), PNS ISO 19011:2018 (ISO published 2018)
Guidelines for auditing management systems
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a. Sufficiency and Appropriateness of Audit Evidence

In the test of controls , the internal auditor obtains sufficient
and appropriate evidence to support the initial findings.

What is sufficient and appropriat e
sound evaluation and is dependent on:

Nature of the control deficiency;
Materiality;

Saurce of information and evidence;
Prior audit experience; and

Results of other audit procedures.

[ e e I e i

The sufficiency and appropriateness of audit evidence are

interrelated. Sufficiency is the measure of the quantity of audit

evidence. The quantity of audit evidence needed is affected by

the auditordés assessment of the i/
(the higher the impact, the more audit evidence is likely to be

required) and also by the quality of such audit evidence (the

higher the quality, the less may be re quired). If no evidence is

obtainable for certain deficiencies, the particular area/topic is

not auditable.

Appropriateness of audit evidence is the measure of the quality
of audit evidence; that is, its relevance and reliability in
providing support for the audit findings. It should assist in
meeting the audit objectives and is credible.

Sufficient and appropriate means that the audit evidence must
be substantial enough to influence or convince the DS/HOA or
GB/AuditCom to implement the recommended courses of
action. Substantial evidence is that amount of relevant
evidence which a reasonable mind might accept as adequate
to justify a conclusion. 251

Evidence could be any of the following four (4) types:

I.  Relevant evidence is having value in reason as tendirg to
prove any matter provable in an action.

ii. Direct evidence is that which proves the fact in dispute
without the aid of any inference or presumption.

iii. Circumstantial evidence is the proof of a fact or facts from
which, taken either singly or collectively, the existence of
the particular fact in dispute may be inferred as a
necessary or probable consequence.

iv. Corroborative evidence is additional evidence of a different
character to the same point.

Slgyprene Court AM. No. 10815SC, 2019 Proposed Amendment s tober2009e Revi sed Rul
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The reliability of evidence is influenced by its source and
nature, and is dependent on the individual circumstances
under which it is obtained, including the controls over its
preparation and maintenance where relevant. The reliability of
audit evidence that is generated internally is increased when
the related controls, including those over its preparation and
maintenance imposed by the entity, are effective. The
reliability of audit evidence is increased when it is obtained
from independent sources outside the entity and it has been
validated.

Materiality relates to the degree of audit evidence required to
obtain a certain level of confidence that the information is

reliable and not misstated. Audit evidence is credible if there is
consistency of information obtained from two or more sources.

This may be the case when, for example, responses to inquiries
of management and external sources are consistent, or when
responses to inquiries of those in-charge of governance
corroborate the responses to inquiries of beneficiaries and
other stakeholders.

Admissible evidence is any testimonial, documentary, or
tangible evidence that may be introduced in order to establish

or bolster a point. In order for a piece of evidence to be

admissible, it must be relevant, without being prejudicial, and

it must have some signs of reliability. An evidence, whose
probative value is outweighed by the risk of confusing the
issues to be decided, may be excluded as it may be
inadmissible.

b. Types of Audit Evidence

Overreliance on any one form of evidence may impact on the
validity of the findings. One should gather a wide variety of
evidence for purposes of triangulation of multiple forms of
diverse and corroborating types of evidence. This is to check
the validity and reliability of the findings. Thus, more cross-
checks on the accuracy of the decision should be undertaken.
Pieces of evidence in support of the findings should be
corroborative as a result of triangulation of evidence gathered
in at least three approaches.

Triangulation involves employing multiple forms of
corroborating diverse types and sources of evidence and
perspectives. By using multiple forms of evidence and
perspectives, a veritable portrait of the facts and conditions
can be developed.
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I. Physical evidence

Physicd evidence is obtained by direct observation.
Examples are physical verification of cash, site visits to
projects and verification of in ventory. This type of evidence
can be obtained from the following sources: observation of
processes and procedures; site visits to gain personal
knowledge of the practicality and the physical state of work
as they are at a point in time; and physical verif ication of
assets, etc. Said evidence may require proof of another
evidence thus, documentary or photographic evidence can
become handy in this situation.

ii. Testimonial Evidence

Testimonial evidence is obtained from others through oral
or written statement s in response to inquiries or through
interview. Testimonial evidence comes from interviews with
interested parties. It can be documented in the form of
interview notes, recorded conversations, or corroborated
evidence or testimonies from other people that have
knowledge of the issue at hand.

lii. Documentary Evidence

Documentary evidence consists of writings, recordings,
photographs or any material containing letters, words,
sounds, numbers, figures, symbols, or their equivalent, or
other modes of written expression offered as proof of their
contents. Photographs include still pictures, drawings,
stored images, x-ray films, motion pictures or videos. 22
This is the most commonly used source of evidence. In the
final analysis, most pieces of evidence gathered are
processed into documentary evidence. This type of
evidence can also come in various forms and names.

Documentary evidence may be obtained through
solicitation or elicitation. Independent external (third party

confirmation) evidence may be more reliable than internally
provided evidence. Evidence obtained by the auditor
directly (third party confirmation direct to/from auditor) is
more reliable than internally provided evidence.
Documentary evidence is more reliable than oral
representations; internal evidence is more reliable when
related internal controls are satisfactory, e.g., elicit i draw,
extract, obtain; and solicit i ask for or request.

%2gypreme Court AM.No.10815SC, fA2019 Proposed Amendments to the Revised Rul
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iv. Analytical Evidence

Analytical evidence is built up by analyzing the information
obtained from other sources. The most common is cost-
benefit analysis. This type of evidence may not be easily
available in a ready-made format. Most of this type of
evidence is developed by the auditor.

v. Electronic Evidence

There are many different types of electronic evidence and
these may include: hardware and network diagrams;

operating systems software; network and communications
software; journal and activity logs; application programs;

and flow diagrams. Collecting electronic evidence requires
careful planning and execution, preferably by experts.

Electronic evidence may be challenged on the basis of
unreliability. Such challenges may be countered if it can be

shown that controls are in place. Thus, the auditor should

exercise due care to document such controls if electronic
evidence is going to be used.

AFor the Court to consider an
evidence, it must pass the test of admissibility. According

to Section 2, Rule 3 of the Rules on Electronic Evidence,

6[lal]n electronic docevidercaifiti s ad
complies with the rules on admissibility prescribed by the

Rules of Court and related laws and is authenticated in the

manner prescribed by these Rules@?>?

c. Audit Approaches and Techniques in Gathering Audit Evidence

In selecting the audit techniques to be used, the IAS/IAU
should first determine what needs to be done and what pieces
of evidence to obtain. There are a num ber of audit approaches
and techniques that can be adopted in gathering audit
evidence. These include conducting interviews, conducting
document reviews, sampling, testing of controls, policy study,
review of management information, review of processes, and
output-input evaluation.

Generally, an audit will involve a combination of such
approaches. The audit approach selected should be the most
time and cost-effective given the objectives and scope of the
audit. It should aim to collect sufficient and appr opriate
evidence that will enable the auditor to come to well -founded

%3RCBC Bankard Services CorporatienOracion, Jr., G.R. No. 2232749 June 2019
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audit findings about the prog ram or activity under review and
make appropriate recommendations.

Decisions will have to be made at each stage of the audit about
the need for specific testing, data collection and analysis by
the internal audit and the extent that reliance can be placed
on the work of other internal or external reviewers.

I.  Inquiries and Interviews

An inquiry/interview is basically a question and answer
session to elicit specific information. A great deal of audit
work is based on inquiries/interviews, and different kin ds
of interviews are carried out at different stages of the

audit.

The entire spectrum of inquiries is used, from fact -finding
conversations and discussions through unstructured
interviews (t haendied,06 wiutelst Gope
structured interviews that follow a list of closed questions:

U Preparatory interviews;

U Interviews to collect or validate material information;
and

U Interviews to generate and assess facts and pieces of
evidence.

It is a way of gathering facts and information and gaining
support for a variety of arguments. However, one cannot
rely solely on interviews.

The results of the interviews must be compiled and
documented in a way that fa cilitates analysis and reliability
of information. For example, materials such as problems,
causes, consequences, and proposals can be in a separate
group. These can be sources of conditions, causes and
potential recommendations for the development of audit
findings and recommendations.

ii. Sampling

Sampling is a scientific method of selecting the
transactions to be subjected to audit. Please refer to the
topic on audit sampling in 1.1.4 (a), Chapter 2, Part I
above.
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lii. Techniques inthe Analysis of Evidence

All audit findings must therefore be based on appropriate
analyses and evaluation of the information and/or
evidence.

Some of the techniques to be used in the analysis of

evidence include: Structured or semi-structured

interviews, Delphi Technique, Root Cause Analysis, Fault
Tree Analysis (FTA), CauseConsequence Analysis, Cause
and Effect Analysis, Bow Tie Analysis, and Cost/Benefit
Analysis. IEC/ISO 31010, Risk management i Risk

assessment techniques, may be usd as reference on

these techniques, although caution should be observed as

the discussion is centered on risk assessment.

iv. Root Cause Analysis (RCA)

RCA is a systematic process that is used to address a
deficiency to determine cdahe Ar o
event of interest or focus event. It is used to correct or
eliminate the cause and prevent the problem from
recurring. It attempts to identify the root or original causes,
instead of dealing with the immediately obvious symptoms.
Itis a structured review and evaluation that aims to identify
the true cause of a deficiency and the courses of action
necessary to address it. RCA is continuing to ask why the
control deficiency occurred, until the fundamental process
element that failed is identified.

It aims to reveal root cause/s of a deficiency/focus event
so that either the likelihood of them occurring, or their
impact if they do occur, can be changed. By addressing the
root cause or causes of a particular deficiency/focus event,
internal auditors make decisions regarding appropriate
actions that will generate better outcomes in the future. In
this regard, implementation of appropriate actions based
on the conduct of RCA are more effective at preventing the
same or similar events with negative outcomes occurring
or increasing the probability of repeating events with
positive outcomes, when comparing with just addressing
the immediately obvious symptoms?2°4,

254 |tem 4, 29 paragraph, PNS IEC 62740:2016 I b1 i shed 2015) fARoot cause analysis (RCA)

Revised Philippine Government Internal Audit Man(24120) Page170 of 349



RCA may identify the following:

a. Single root cause;

b. Multiple root causes in which the elimination of any
cause will prevent the focus event from occurring;

c. Root causes which are contributory factors where
elimination will change the likelihood of the focus event
from occurring but may not directly prevent it; and

d. Root causes of successes.

The basic steps in conducting the RCA rehting to non-
compliance of management controls are:

a. Initiation. Establish the need, purpose and scope of the
RCA.

b. Establishing Facts. Collect data and establish the facts
of what happened, where, when and by whom.

C. Analysis. The use of RCA tools and techniques to
ascertain how and why the focus event/deficiency
occurred.

d. Validation. Distinguish and resolve the different
possibilities as to how and why the focus
event/deficiency was caused.

Establish What, How and Why Potential
need, Where, (identify causes
purpose & When & By potential distinguished
scope Whom causes) and resolved
; N s (N N [N SO B |
Current Data Application Further data
Knowledge Collection of specific and testing
tools
Step 1: Initiation Step 2: Establishing Facts Step 3: Analysis Step 4: Validation

t |
Figure 28 1 RCA Process 2%

5Figure 1i RCA Process, ltem5.1™p ar agraph, PNS I EC 62740:2016 (1EX) ublished 20

Revised Philippine Government Internal Audit Man(24120) Pagel171 of 349



A list of commonly used RCA techniqueg®® is in Table 16.

Table 16 T Commonly Used RCA Techniques

Events and causal ECF analysis identifies the time sequence of a series of tasks and/or
factors (ECF) charting | actions and the surrounding conditions leading to a focus
event/deficiency. These are displayed in causeeffect diagrams.

Multilinear events MES and STEP are methods of datagathering and tracking for the analysis
sequencing (MES) and | of complex focus events/deficiencies. The results are displayed as a time-
sequentially timed actor matrix of events.

events plotting (STEP)
The fAwhyo The Awhyo method guides the analy
the qguestion fiwhyo a number of ti

Cause tree method CTM is a systematic technique for analyzing and graphically depicting the
(CTM™M) events and conditions that contributed to a focus event/deficiency. CTM
is similar to the Awhyo method in

and explicity considers technical, organizational, human and
environmental causes.
Why-because analysis | WBA establishes the network of causal factors responsible for a focus
(WBA) event/deficiency using a two-factor comparison, the counter-factual test.
The network offactors i s di spl ay-bedcansaofiwhagp
Fault tree and success | Fault and success tree is a graphic display of information to aid the user
tree method in conducting a deductive analysis to determine critical paths to success
or failure, which are displayed graphically in a logic tree diagram.
Fishbone or Ishikawa | The Fishbone or Ishikawa diagram is a technique that helps identify,
diagram analyze and present the possible causes of a focus event/deficiency. The
technique illustrates the relationship between the focus event/deficiency
and all the factors that may influence it.

The possible contributory factors are organized into broad categories to
cover human, technical and organizational causes. The steps in
performing the analysis are as follows:

A establish the effect to be analyzed and placed it in a box as the head
of the fishbone diagram. The effect can either be positive (an
objective) or negative (a problem)

A agree on the main categories of causes;

A ask fwhyo and fAhow might xplora the
causes and influencing factors in each category, adding each to the
bones of the fishbone diagram;

A review all branches to verify consistency and completeness and
ensure that the causes apply to the main effect; and

A identify the most important fa ctors based on the opinion of the team
and available evidence®®’.

®Table A.1, Annex A, PNS IEC 62740:2016 (1 EC published 2015) AR«
257B.3.3.1, Annex B, IEC 31010, Edition 2.0, 260% A Ri s ki Rmasrka gaesrseersts ment techni queso
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Technique

Description

Environment Materials Suppliers

D Factor leading to
failure

intended outcome

Or success

D Factor leading to
SuCCess

Personnel Process Infrastructure

Figure 29: Example of Ishikawa (Fishbone) Diagram 258

Management oversight
and risk tree (MORT)

The MORT chart is a pre-populated fault tree with events, usually faults

of oversights, expressed in generic terms. The MORT tree contains two
main branches and many sub-branches giving a high level of detail. One
main branch identifies about 130 specific control factors, while the other

main branch identifies over 100 management system factors. The chart
also contains a further 30 information system factors common to both

main branches of the tree.

AcciMaps

AcciMapsis primarily a technique for displaying the results of a causal
analysis. It requires an organizational model to separate factors into
layers and to elicit factors in the layers; applies a version of the
counterfactual test (see WBA) to determine the causal relations amongst
the factors.

Tripod Beta

Tripod Beta is a tree diagram representation of the causal network,
focusing on human and looking for failures in the organization that can
cause human errors.

Causal analysis for
systems theoretic
accident model and
process (STAMP)
(CAST)

CAST is a technique that examines the entire sociotechnical process
involved in a focus event/deficiency. CAST documents the dynamic
process leading to the focus event/deficiency, including the socio-
technical control structure as well as the constraints that were violated at

each level of the control structure.

258 Annex B, IEC 31010, Edition 2.0, 20196 , A Ri s ki Rmasrka gaesnseersts ment techni quesao
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1.2.5 Exit conference

The purpose of the exit conference is to discuss the highlights of

the audit findings with the auditee and/or the responsible official

who has sufficient knowledge about the audit area. It also

provi des an opportunity t o get t
(management comments) and insights about the significant audit

issues as a way of validating the audit findings. Management 6 s
comments should be taken into consideration so as to arrive at

wor kabl e recommendati ons and obtain
towards performing remedial actions i as a manifestation of
progressive attitude towards the a
comments/responses are recorded in the audit findings sheet and

integrated into the draft report.

1.3 Audit Reporting

Audit reporting represents the culmination of the au dit execution and the
associated analysis and considerations made during the audit. The audit
report sets out the findings in appropriate format; provides the pieces of
evidence gathered to arrive at the audit findings; and the
recommendations.

PLANNING [ What to Audit ]

EXECUTION [ How to Audit ]

REPORTING

What and How to Report ]

1. Develop audit findings
a. Criteria (laws and standards)
b. Condition (findings of facts)

c¢. Conclusion (conclusion of
facts)

d. Cause (root cause(s) or
probable cause(s))

2. Develop audit recommendations

FOLLOW-UP [ What to Follow -up ]

Figure 30 1 Audit Reporting Flow Diagram
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1.3.1 Develop ment of Audit Findings

The audit findings can be developed by analyzing the pieces of
evidence gathered for each of the audit elements. Evidence may
be categorized as physical, documentary, testimonial, analytical or
electronic. Evidence should be sufficient and appropriate
(substantial), competent, and relevant. Audit findings provide
answers to the audit objectives.

Audit findings compare the conditions (factual and evidentiary
conditions such asthe current state/practices or what is obtaining,
and their effects) with the audit criteria, and determine the causes
of non-compliance. Once an audit finding has been identified,
two complementary forms of assessment take place,
(1) the assessment of the significance of the findings, and
(2) the determination of the probable cause/s and the root
cause/s. In fine, all audit findings should be formulated based on
the 4Cs (criteria, condition, conclusion, cause) defined as follows:

a. Criterial the standards against which a condition is compared,
l.e., laws, rules and regulations, policies, orders, guidelines
procedures, plans, targets and contractual obligations.

b. Condition i a fact, supported by substantial evidence. The
condition refers to what is currently being done or the current
situation. This is also referred to as the finding of facts.

Condition is what the auditor actually finds out as a result of
the review. It is a situation that exists. Th e auditor may find
out that the actual condition of an event is not in accordance
with the criteria. For example, under the program of the
DepEd, the actual cost of school building is more than the
estimated cost; the ratio of book distribution per pupil o f 1:1
was not followed despite the sufficiency of budget for books;
the actual passing rate of pupils went down to 66% from the
expected or acceptable passing rae of 75%.

The condition should be compared with the criteria to assess
if the condition falls short of the criteria or it is beyond
acceptable levels.

c. Conclusioni the evaluation of the criteria and the conditions
to determine: (1) the degree of compliance or non-compliance
of control with laws, regulations and policies; (2) the control
effectiveness or ineffectiveness; and (3) the efficiency,
effectiveness, ethicality, and economy of agency operations.
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d. Cause i the immediate and proximate reason/s for the
condition for which substantial evidence will be used as basis
of the audit recommendation. It may also refer to the probable
cause which needs only to rest on evidence showing that more
likely than not?° the act/s or omission/s of the person
responsible had caused the non-compliance which may
warrant the conduct of administrative proceeding by t he
disciplining authority 7 in case of compliance audit; and
root cause i in case of management/operations audit.

The audit findings should align with the au dit objectives and
should be rational and based on specific standards and criteria.
Audit findings on the probable cause of the illegality of a
transaction constitute a violation of law, while irregularity
constitutes a violation of regulations.

1.3.2 Develop ment of Audit Recommendations

Much of the work of internal audit is judged on the quality of the
final audit report, including its analyses, findings, and
recommendations. The recommendations, in particular, provide
courses of action as the basis for improving internal controls.

Workable recommendations are clear, based on science of facts,
conditions and evidence and on practicable, incontestable, and
workable solutions that can stand alone and address the issue(s)
at hand.

Audit recommendations are management/legal remedies to avoid
occurrence (preventive action) or avoid recurrence (corrective
action) of control weaknesses and incidences.

The issues to consider in developing recommendations are as
follows:

a. Recommendations are submitted to the DS/HOA or the
GB/AuditCom as the official primarily responsible for the
installation, implementation and monitoring of a sound internal
control system. The recommendations should identify the
probable/root cause of the gaps or deficiencies/breakdowns.
The IAS/IAU should not address the probable/root cause;
instead, it should recommend courses of action wherein the
responsible units will take preventive (avoid occurrence) and
corrective (avoid recurrence) measures.

29 Villarosa v. Ombudsman, G.R. No. 221428 January 2019
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b. Recommended courses of action indicate what needs to be
done, but not how to do it. The Ah
of the unit and/or management concerned.

c. The circumstances that aid or hinder the organization in
achieving the criteria should be identified.

d. The feasibility and cost of adopting a recommendation, with
the benefit of a recommendation outweighing the costs.

e. Alternative courses for remedial actions.
f. Effects of the recommendation (positive and negative).
1.3.3 Prepar ation of the Draft Audit Report

The draft audit report is prepared by laying out and analyzing the
pieces of evidence gathered to arrive at preliminary audit findings
and recommendations. It should provide a complete, accurate,
concise and clear record of the audit.

When preparing a draft audit report, the auditor should:

a. Delineate the objectives and scope and report within that
scope, unless other issues of substance are identified;

b. Identify all criteria;

c. Report significant matters i positive or negative;

d. Describe the context and background of the reported matte r
only as far as is necessary to provide an understanding of the
issue;

e. State initial findings, mapd 8 g e men
rejoinder, if any;

f. Present the audit findings in a manner that is concise, fair and
objective; and

g. State the recommendations so that they indicate what needs
to be done but not how to do it.

1.3.4 Updating of the DS/HoA or GB/AuditCom

The DS/HoA or GB/AuditCom should be updated on the results of
the audit engagement.
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1.3.5 Preparation of the Final Audit Report

The draft report may then be finalized integrating the following as
parts of the final report:

Table of Contents;

Executive Summary;

Detailed Audit Findings;

Management Comments and Teamds
Moni toring and Feedback on Pri
Recommendations and

Appendices.

@~ooo0oTy

A suggested template of said report is in Appendix A T
Suggested Templates .

The final audit report should be presented to the DS/HOA or
GB/AuditComwho decides on the distribution of the audit report
based on the recommendation of the IAS/IAU Head.

In case the DS/HoA or GB/AuditCom decides not to act on the
findings of the IAS/IAU ( e.g., non-distribution of report or non -
implementation of recommendations) based on his/her sound
discretion, the latter should abide by the decision of its principal.

Subsequently, if the IAS/IAU opts to notify authorities outside the
agency of its findings which may involve fraud, dishonesty, or
misuse of agency resources, the doctrine of exhaustion of
administrative remedies must be adopted.

In particular, resort must first be made with the appropriat e
administrative authorities in the resolution of a controversy falling
under their jurisdiction before the same may be elevated to the

courts for review. If a remedy within the administrative machinery

is still available, with a procedure pursuant to law for an
administrative officer to decide a controversy, a party should first
exhaust such remedy before going to court. 260

For national government agencies in the Executive Branch, the
IAS/IAU should report to the OP.2%1 Consistent with the
Administrative Code of 1987, as amended, it is the function of the
Exeautive Secretary to exercise supervision and to conduct
management audit in behalf of the President. 262

260 Republic of the Philippines v. O.G. Holdings Corporation, G.R. No. 189290November 2017
BIRFSECTI ON 17. The cBntraof alldhe executisehdapartmertisabureaus, and officesle shallensure that the
laws be faithfully executed ¢ A VIt iiEgekutive Department, 1987 Philippine Constitution
262 SECTION 27. Functions of the Executive Secretaryx X
X X X
(5) Exercise supervision, in behalf of the President, over the vagmries under the Office of the President
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1.4 Audit Follow -up

Follow-up is a monitoring and feedback activity undertaken to ensure the

extent and adequacy of preventive/corrective actions taken by the
management to address the inadequacies identified during the audit.
Auditors should be informed of the status of implementation of approved

audit findings and recommendations. The completion and the e ffectiveness
of these actions should be verified and may be part of a subsequent audit.
It aims to increase the probability that recommendations will be

implemented.

Figure 31 illustrates the Audit Follow-up Flow Diagram

PLANNING [ What to Audit ]
EXECUTION ( How to Audit )
REPORTING [ What and How to Report ]
FOLLOW-UP [ What to Follow Up ]
1. Monitor implementation of ap -
proved audit findings and recom -
mendations

2. Resolve non -implementation/in -
adequate  implementation  of
audit recommendations

3. Prepare audit follow -up report

Figure 31 7 Audit Follow -Up Flow Diagram

1.4.1 Monitor ing of the Implementation of Approved Audit
Findings and Recommendations

It is sound practice to monitor the implementation of approved

recommendations (management/legal remedies) to avoid the
occurrence (preventive measures) and recurrence (corrective
measures) of control weaknesses/incidences after a reasonable
period from the report submission date. The benefits of internal

audit report recommendations are reduced, and deficiencies
remain, if recommendations are not implemented within the

specified timeframe.

Itis managementdé s responsibility to implem
and recommendations, but the internal audit is in a good position
to monitor the progress of implementation of the

X X X. 0
(emphasis supplied) [Chaptei Functions of the Different Offices in the Office of the President Proper, TifleRlinctons Book Ill
i Office of the President, Executive Order No. 292 (Administrative Code of 1887uly 1987, as amended]
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recommendations. Likewise, the timeline for the implementation
of each audit recommendation should be subject to the approval
of the HOA/DS or GB/AuditCom.

1.4.2 Resolution of the Non-Implementation or Inadequate
Implementation of Audit Recommendations

In the event of non-implementation of recommendation/
inadequate action by auditees/process owners, the IAS/IAU
recommends appropriate legal and/or management remedies for
non-implementation of recommendations and inadequate
preventive/corrective actions.

1.4.3 Preparation of the  Audit Follow -up Report

Results of the audit follow-up should be recorded and reported in
order to apprise the DS/HoA or GB/AuditCom of the status of
actions on the approved recommendations. The reasons for the
lack of action or non-completion of action on any
recommendation, and further action considered on significant
recommendations that have not been acted upon, should be
documented. Where possible, the report should:

a. Describe the results of the audit
projected benefits for the period under review;

b. Summarize the extent of implementation of t he approved
recommendations;

c. Highl i ght cases wherfermancehen audi t
implementing recommendations have been particularly
inadequate; and

d. Describe the actions, if any, that the auditor intends to take in
relation to inadesguate auditeeds

The IAS/IAU head should establish and maintain a system to
monitor the disposition of the audit results, and a follow -up
process for the effective implementation of the approved audit
recommendations. The procedure should include an assessment
of the actions taken on the report a nd the status thereof.

Follow-up of audit recommendations serves four (4) main
purposes:

a. Increase the effectiveness of audits T the prime reason for
following up audit reports is to increase the probability that
recommendations will be implemented;
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b. Assid the government 1 following up may be valuable in
proposing some necessary actions to the DS/HOA or
GB/AuditCom and other officials;

c. Evaluate the IAS/IAU performance i follow-up activity provides
a basis for assessing and evaluating the IAS/IAU performance;
and

d. Create incentives for learning and development i follow-up
activities may contribute to better knowledge and improved

practice.
2. Compliance Audit of the SALN, DBIFC, and Identificatio n and
Disclosure of Relatives (IDR) in Government Service of Pub lic Officials

and Employees

In line with its functions, the IAS/IAU may conduct compliance audit of the
submission of the SALN, DBIFC, and IDR in government service of public officials
and employees to determine whether or not such documents have been
properly accomplished pursuant to RA No. 6713 and its IRR, as amended,
RA No. 3019, and other related laws and jurisprudence.

2.1 Audit Engagement Planning

The IAS/IAU, when assigned by the DS/HoA or GB/AuditCom to conduct
an independent evaluation and/or fact -finding of the SALN, DBIFC and IDR
of public officials and employees, shall gather from the Human Resource
Management Office (HRMO), or its equivalent, all submitted documents to
determine whether or not said documents are in proper form, 263 complete
and accomplished in detaiP®4.

SAINs, DBIFCs and IDRs that are not in proper form, incomplete, and/or
not accomplished in detail shall be subject to further fact -finding by the

IAS/IAU.
®ZfFFurthermore, the only concern of the Review and Compsdreance Pr
complete and in proper form. This means that the SALN contains all the required data, i.e., the public official alisheqdeations and
filled in all the bl anks iGmaft GommissiBnAand\the fOfficerf tibe PfedtderdSahiadbre/ Pleym,| Ant i

G.R. No. 1760583 March 2011]

%fHBot h Sect i Grmftahd GofrupRractiees Achand Section 8 of the Code of Conduct and Ethical Standards for Public Officials

and Employees require the accompligminand submission of a true, detailed and sworn statement of assets and liabilities. Petitioner was
negligentforfailing o comply with his duty to provide a detailed I|-Gratt of hi
Commission and the Office of the President v. Salvador A. Pleyto, G.R. No. 178B58&rch 2011, citing Pleyto v. Philippine Matal Police

Criminal Investigation and Detection Group, G.R. No. 169282 November 2007) . AThe | aaecomplsied i res t
as truthfully, as detailed and as accurately RBASCp AttysAntbniog=. 6 ( Hor
Montemayor, G.R. No. 1701485 August 2010). AThe SALN | aws cherandBemfpnilydststatentett h t h-
of assets, liabilities and net worth and (2) filingtnfe, genuine and accura®A L N . nders¢oring supplied) [Republic v. Sereno, G.R.

No. 23742811 May 2018]
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To facilitate the conduct of fact -finding of the SALNs, DBIFCs and IDRs of
public officials and employees, the IAS/IAU may require additional
documentation relative to the following:

~0o0oTp

R

Assets and liabilities;

Amounts and sources of income;

Amounts of personal and family expenses;?%°
Amounts of income taxes paid;?2%6

Business interests and financialconnections; and/or

elatives in the government.267

During the fact-finding, the IAS/IAU may also request for documents

readi

ly available from other government offices.

Upon receipt of the SALNs, DBIFCs and IDRs and additional documents,
the IAS/IAU shall perform the following:

a.
b.
C.

Identification of SALNs, DBIFCs and IDRs with incomplete data;
Identification of mathematical errors;

Identification of: (1) palpable omission, understat ement and/or
overstatement of assets, liabilities and net worth; and (2) erroneous
disclosure or palpable non-disclosure of business interests, financial
connections, and relatives in the government service within the fourth
degree of consanguinity;

Identification of property manifestly out of proportion to the
employeed s s al ary, d?®andincometdxes pdiduandd s
Identification of personal and family expenses?%® manifestly out of

proportion to the employeebs sal

taxes paid.

®FSECTI ON

266 Id

ary,

7. St at e me n ti Every publis dffieet, withia thirty ddys aftey assumingioffice and, thereafter, x x x shall
prepae and fie x x x a true, detailed and sworn statement of assets and liabilities, including a statement of the amounts and s®urces of h
income, the amounts of his personal and family expenses and the amount of income taxes paid for the next preceaingas!
[Republic Act No. 3019 (AntGraft and Corrupt Practices Act), 17 August 1960, 17 August 1960]

X

%' (B) Ildentificati oniltahaltlbe the duty of everypuleic offidial ar emiplayeei toviderstifgt discloseo the best
of his knowledge and information, his relatives in the Government in the form, manner and frequency prescribed by teeviGivil S
n.o (Rosalio S. Gal eos v-37, 9Feboupry 2011 deig Sectore8 (B) bfiRépubficpActn e s G

Commi ssi o
No. 6713).

268 Republic of the Philippines v. Sandiganbayan, Third Division, and Jolly R. Bugarin, GR No. 18@3@@#uary 2002
7. St at e me n ti Everypublis dfieet, withia thirty ddyafter Bsanhing officeasd, thereafter, x x x shall
prepare and file x x x a true, detailed and sworn statement of assets and liabilities, including a statement of thendnsountesaof his
income, the amounts of his personal and family expensesharahtouno f i ncome taxes paid for
[Republic Act No. 3019 (AntGraft and Corrupt Practices Act), 17 August 1960].

®FSECTI ON
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2.2 Audit Execution

The IAS/IAU determines whether or not the submitted SALN, DBIFC and

IDR of the public officials and employees are compliant with the provisions

of RA Nos. 3019, 6713, and 1379 and with the internal auditing methods

in the identification of assets and/or expenses manifestly out of proportion

to the public officialds or employeeds
taxes paid such as:

a. Assets to Income Analysig’® - This method is used to compare the
property and business interests and financial connections acquired
against the salary and disposable funds. Where the total value of the
property acquired during dayfreperipdubl i c
under review is greater than his/her salary and disposable funds during
the said period, the difference may give rise to findings for further
investigation.

Computation:
Real and personal property P Xxxx
Business interests andfinancial XXX
connections
Total Assets acquired by the public P xxx
officer during the year
Less: Salay P xxx
Other lawful income XXX
Income from legitimately
acquired property XXX
Other cash/fund inflows XXX
Disposable funds XXX
Discrepancy P Xxxx

%[ Se ct Priona fadk.evidence of and dismissal due to unexplained wéalfhin accordane with the provisions of Republic Act

Numbered One thousand three hundred seweinty, a public official has been found to have acquired during his incumbency, whether in his

name or in the name of other persons, an amount of property and/ey manifetly out of proportion to his salary and to his other lawful

income, that fact shall be a ground for dismissal or removal. Properties in the name of the spouse and dependentdiofdiicialpaby

be taken into consideration, when their astjionthr ough | egi ti mate means can not be satisfact
ASection 3é(c) The approximate amount of property hemploynentsacqui r e
(d) A description of said property, or sucleteof as bs been identified by the Solicitor General,

(e) The total amount of his government salary and other proper earnings and incomes from legitimately acquired property, and

(f) Such other information as may enable the court to determine whethet tire espondent has unlawfully acquired property during his
incumbency. o0 [Republic Act No . 1379 (An Act Declaring Hkilyrfeitur
Acquired by any Public Officer or Employee and Providing fier Procedre Therefor), 18 June 1955].
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b. Expenses to Income Analysi€’! - Under this method, the personal and
family expenses, reduction in liabilities, and cash and bank deposits of
the public official during the year is compared with his/her salary and
disposable funds during the same year. Where the total expenses
incurred, reduction in liabilities and cash and bank deposits during the
year is greater than his/her salary and disposable funds during the said
period, the difference may give ris e to findings for further investigation.

Computation:
Personal and family expenses P xxx
Reduction in liabilities XXX
Total P xxx
Less: Salary P xxx

Other lawful income XXX

Income from legitimately

acquired property XXX

Other cash/fund inflows XXX
Disposable funds XXX
Discrepancy P Xxxx

c. Net Worth to Income Discrepancy Analysis?’? - This is a method of
reconstructing the net worth based on the theory that if the net worth
has increased in a givenyear in an amount larger than his reported salary
and disposable funds, the difference may give rise to findings for further
investigation of the official or employee.

Computation:
Assets (Real, personal and other
properties) P xxx
Less: Liabilities XXX
Net Worth for the Current Year P xxx
Less: Net Worth over Previous Year XXX
Increase(Decrease) in Net Worth P Xxxx
Less: Salay P Xxx

Other lawful income XXX

Income from legitimately

acquired property XXX

Other cash/fund inflows XXX
Disposable funds XXX
Discrepancy P Xxxx

A Section 8 x x X Bank deposits in the name of or meariafyefstl y e:

their dependents including but not limited to activities in any club or ¢®wcorany ostentatious display of wealth including frequent travels

abroad of a notwfficial character by any public official when such activities entail expenses evidently out of proportion to legitintate inco

shall likewise be taken into consideaatiin thee nf or cement of this section notwithstanding
[Republic Act No. 3019 (AntGraft and Corrupt Practices Act), 17 August 1960).

2721n the case of Salvador Pleyto v. Philippine NadibPoliceCriminal Investigation and Detection Group, G.R. No. 169982, 23 November
2007, t he c ourmorthioéntothedti hsactr etphaen cfiyn eatnal ysi s, 0 may be effective as
bells as to possible unlauifaccumudition of wealth by a public officer or employee, but it is far from being conclusive proof of the same.
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d. Cash/Funds Flow Analysis Method” - Proceeds from the theory that
where the amount of money spent during a given year exceeds the
reported salary and disposable funds, and the sources of such funds are
otherwise unexplained, the difference may give rise to findings for further
investigation of the official or employee.

Computation:
Sourcesof Funds
Declared compensation income per P xxx
SALN
Business income (add back nonrcash
expenses, e.g., depreciation, bad XXX
debts)
Income of spouse XXX
Non-taxable receipts such as prizes, XXX
royalties
Receipts subject to final tax such as
dividends, donations, inheritance XXX
and interest on deposit
Loans or credits XXX
Cash at the beginning of the period XXX
Total Funds P xxx
Less: Application of Funds

Personal and family expenses P xxx

declared

Payments of debts, payables, XXX

accruals, and other liabilities

Payments of taxes XXX

Acquisition of assets T real,

personal and other assets XXX XXX
Discrepancy P Xxxx

e. Business Interests and Financial Connection to Assets Analysis Proceeds
from the theory that when th e public officer or employee has declared
business assets, he/she should have likewise declared the corresponding
business interest or financial connection he/she has on said asset; or
when he/she has declared a business interest or financial connection,
he/she must likewise indicate the corresponding business or financial
asset in his/her SALN?74

f. Analysis of the IDR - For purposes of determining compliance on the filing
of the IDR, the IAS/IAU should also look into the veracity and/or
inconsistency of the entries in the IDR declared by the public official or
employee. To substantiate the same, the IAS/IAU may require from the
public official or employee concerned other documents wherein
information on relationship, as required by law to be disclosed, may be
contained.

278 This is a modification of the Expenditure Method provided by RM&@35as amended, where cash outlays, other than expenses, are
included in the Compation to arrive at the total sources of funds and cash receipts, other than those from incomedeadetinatave at the

total application of funds.

274 Nieto A. Racho v. Hom. Primo C. Miro, in his capacity as Deputy Ombudsman for the Visayas, Hamia\RajanceSantiago, in her
capacity as Ombudsman Director, and Hon. Antonio T. Echavez, in his gapadiresiding Judge of the Regional Trial Calebu City,
Branch 8, G.R. Nos. 168578, 30 September 2008
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2.3 Audit Reporting
Audit findings should be reported following the 4Cs:

a. Criteria. The IAS/IAU will determine whether or not the submitted
SALN, DBIFC and IDR of the public officials and employees are
compliant with the provisions of RA Nos. 3019, 6713 and 1379 and with
the internal auditing methods in the identification of ass ets and/or
expenses mani festly out of proportio
empl oyeebs salary, disposable funds al

b. Conditions. These conditions may arise in the course of the evaluation
of the SALN, DBIFC or IDR of the public officials or employees.

i. The SALN, DBIFC and IDR submitted by the public officials and
employees are in proper form, complete and detailed.

ii. The SALN, DBIFC and IDR sbmitted by the public officials and
employees are not in proper form, incomplete and/ or not detailed
but after being given the opportunity to correct said documents, the
public official or employee concerned complied and corrected the
same to be in proper form, complete and detailed.

iii. The SALN, DBIFC and IDR submitted by the public oficials and
employees are not in proper form, incomplete and/or not detailed
and after being given the opportunity to correct said documents,
the public official or employee concerned failed to comply and
correct the same to be in proper form, complete and detailed.

c. Conclusion. The evaluation and/or fact-finding by the IAS/IAU of the
criteria and conditions in the compliance of the SALN, DBIFC or IDR of
the public officials or employees could either result in compliance or
non-compliance by said officials and employees in the filing of said
documents pursuant to RA No. 6713 and its IRR, as amended,
RANo. 3019 and other related laws.

d. Cause. The IAS/IAU shall determine the probable cause/s of the
difference between the criteria and conditions which resulted in non-
compliance by the public official or employee to accomplish and file
his/her SALN, DBIFC and IDR in proper form, complete and in detalil,
i.e., more likely than not 27 the public official or employee concerned
has unexplained wealth which may warrant the conduct of
administrative proceeding by the disc
matter nor mal | y -driesscullotssu rfementwf Vitatoonn c e
facts.?’® To come up with the determination of probable cause/s, the
IAS/IAU must be able to establish, not only the facts and
circumstances, but also the?whheds, th
non-disclosure or concealment of vital facts.

25 Villarosa v. Ombudsman, G.R. No. 221428 January 2019

276 Carabeo v. Court of Appeals, et. al., G.R. Nos. 178000 and 178003, 4 Decemberig@@@nstiudsman v. Valeroso, G.R. No. 167828
2 April 2007

277 Albert v. Gangan, G.R. No. 1265% March 2001
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2.4 Audit Follow -Up

The IAS/IAU shall render assistance to the disciplining body in the conduct
of the investigation in the event that there is a finding of probable cause

against the public officials and employees who have failed to comply after
being given the opportunity to correct, or have failed to justify the property

acquired and/or their personal and family expenses are manifestly out of
proportion to their salary, disposable funds and income taxes paid.

3. Use of Work of Other Experts

When there is a need to make use of other experts & wor k t o corr ob:
substantiate the facts/evidence gathered by the internal auditors, they remain

responsible for its use. Experts are those who have acquired special knowledge,

skill, experience or training in a partic ular field other than auditing . The auditor

may use the work of an expert as evidence but the auditor retains full

responsibility for the contents of the audit report.

Expert task in auditing is expertise gained in the course of audit activities. Expert
tasks are performed in a way that does not endanger the impatrtiality of audit
activities. Expert tasks include participating in working groups or projects,
presenting initiatives to correct observed deficiencies in administration, issuing
statements and arranging trainings.

The steps the auditor should take are:

a. Obtain information on the qualifications, competence or specialization of the
experts and the context of their assignment, e.g., in certifying an opinion on
hospital operations, a doctor should not just be a general practiti oner but a
recognized hospital administrator who is able to demonstrate a profound
level of expertise; opinions on information technology (IT) process should
not just be from a computer science graduate but from a recognized and
reputable IT practitioner d emonstrating a profound level of expertise;

b. Consider the nature, complexity and materiality of the matter, assumptions
used, and corroborative evidence available;

c. Consider the objectivity of the expert; and

d. Advise the expert on what the work is being us ed for and the purpose.
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4. Integration and Preparation of the Highlights of Audit Findings

In the preparation of audit findings, the conditions, conclusions and the causes
must be supported by sufficient audit evidence. The quantum of evidence
required to support an audit finding is substantial evidence. Such substantial
evidence would lead to the determination/finding of a probable cause or a prima
facie case and would draw a reasonable conclusion that more likely than not, a
non-compliance or failure of control/supervision was established, and that an
offense may have been committed.

a. A finding of probable cause for non-compliance needs only to rest on
evidence showing that more likely than not 278 the act/s or omission/s of the
person responsible had caused the noncompliance with laws, regulations
and managerial policies and operating procedures in the agency, including
compliance with accountability measures, ethical standards and contractual
obligations, which may warrant the conduct of administrative proceeding by
the disciplining authority. It must be noted that to come up with the
determination of probable cause/s, the IAS/IAU must be able to establish,
not only the facts and circumstathees, bu
h o W@ sf the non-compliance.

b. AiPrima facie requires a degree or qgquant

cause. o[i ]t denotes evidence, whi ch, i
sufficient to sustain a prosecution or establish the facts as to counter balance
the presumption of innocenc® and warrant

This could also give rise to a disputable presumption of non-compliance with
a regulation or rule. Disputable presumptions are satisfactory if
uncontradicted, but may be contradicted and overcome by other evidence.?!

The audit findings supported by substantial evidence are deemed admitted
by the auditee if not controverted by any evidence to overcome the same.

In this case, the burden of proof now lies with the auditee. Burden of proof
is the duty of a party to present evidence on the facts in issue necessary to
establish his or her claim or defense by the amount of evidence required by
law. Burden of proof never shifts. 282

28Typaz v. The Officefthe Deputy Ombudsman for the Visayas, G.R. Nos. 21:829March 06, 2019; Galario v. Office of the Qualsman,

et.al, G.R. No. 166797L0 July 2007; Webb v. De Leon, G.R. N@1234 23 August1995; and Boiser v. People of the Philippines, G.R. No.

180299, 31 January 2008

279 Albert v. Gangan, G.R.No. 126557, 6 March 2001

280 Cometa v. Court of Appeals, G.RoN12600521 January 1999; De Lima v. Guerero, et. al., G.R. No. 229182ctober 2017
21Supreme Court AM. No. 10815SC, 12019 Propesed Amen&mensed Rules on Evidence
282gypreme Court AM. No. 108-15SC, @P2XmIpsed Amendments to the Revised Rules on
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CHAPTER 3

INTERNAL AUDIT
PERFORMANCE MONIT ORING
AND EVALUATION

Revised Philippine Government Internal Audit Man(24120) Page189 of 349



1. Performance Monitoring and Evaluation

Periodically assessing performance &d addressing opportunities for
improvement can help maximize the efficiency and effectiveness of the internal

audit function. Measuring performance is also the means whereby the internal
auditdéds own performance i s judgai@edorisnd i nt
functions and use of resources. By adopting appropriate indicators,
implementing a rigorous performance measurement regime and acting on the
results, internal audit can de moros ttrhaitse t
encourage acceptane of its role within the o rganization.

The DS/HoOA or GB/AuditCom is responsible for periodically reviewing the
performance of the internal audit. They would normally approve the
performance indicators used.

2. Steps in Performance Evaluation
2.1 Determina tion of KPIs

Itis important that the KPIs for internal audit are aligned with  the Strategic
Plan and the Annual Work Plan, and help drive the performance that the
organization expects from the 1AS/IAU.

It is also important that performance is measured o ver time in order to
identify trends, and that performance is measured against both qualitative
and quantitative factors.

KPIs include measurements of the IAS/IAU accomplishment per audit
engagement, such as:

Timely completion of each audit engagement;

Benefits exceed the cost of audit;

Cost of audit is within the approved budget;

Number of audit findings approved by the Ds/HoOA or GB/AuditCom,;
Number of recommendations implemented by the auditee;

Number of audit support activities undertaken;

Internal a udit staff satisfaction; and

Overall contribution made by the IAS/IAU.

e R

2.2 Design of the Performance Monitoring Reports

The IAS/IAU should design performance report forms to collect data in
between and during each audit engagement and audit support activitie s,
aligned with the KPIs. The report forms should provide for the relevant
information regarding the IAS/IAU performance outputs on a per
engagement basis summarized on a periodic basis.

Revised Philippine Government Internal Audit Man(24120) Page190 of 349



2.3 Preparati on of the Evaluation Report
It is good for the IAS/IAU to prepare an evaluation report on its
performance after an audit engagement for the information and advice of
the DS/HoOA or GB/AuditCom.
. Performance Monitoring by the IAS/IAU Head
The IAS/IAU head shall have primary responsibility over the work performance
and discipline of the staff. He/She shall direct the conduct of audit progress
assessment based on a monitoring plan utilizing KPIs, and conduct two types of
performance monitoring, as follows: (1) review of Progress Assessment Report;
and (2) review of Completion Assessment Report.
3.1 Review of Progress Assessment Report

The Progress Assessment Report focuses on whether or not:

b. Audit objectives are met as reflected in the audit findings and
recommendations;

c. Findings and recommendations are based on facts and substantial
evidence and in compliance with relevant laws, rules and regulations;

d. Internal auditing standards (NGICS, PGIAM and other relevant
standards) pursuant to DBMrules and regulations are applied;

e. Findings and recommendations promote the adequacy of internal
control pursuant to DBM rules and regulations; and

f. High standards of ethics and efficiency of public officials and employees
are observed pursuant to CSCrules and regulations.

The Progress Assessment Report shall be subject to the approval by the
IAS/IAU head. Audit team leaders shall ensure that audit engagements are
assessed at the stage before the exit conference.

3.2 Review of Completion  Assessment Report

The Completion Assessment Report focuses on the:

a. Overall effectiveness and efficiency of the IAS/IAU in accordance with
DBM rules and regulations and the age:l

b. Findings and recommendations which are based on facts and

substantial evidence and in compliance with relevant laws, rules and
regulations;
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c. Application of internal auditing standards (NGICS, PGIAM and other
relevant standards) pursuant to DBM rules and regulations;

d. Findings andrecommendations which promote the adequacy of internal
control pursuant to DBM rules and regulations; and

e. High standards of ethics and efficiency of public officials and employees
are observed pursuant to CSC rules and regulations.

The Completion Assessnent Report shall be subject to the appro val of the
IAS/IAU Head. Audit team leaders shall ensure that audit engagements are
assessed at the conclusion of the activity.

4. Performance Evaluation by the DS/HoA or GB/AuditCom

Pursuant to the Administrative Code of 1987, as amended, the authority and
responsibility for the exercise of the mandate of the Department and for the

discharge of its powers and functions shall be vested in the Secretary, who shall
have supervision and control of the Department.

The IAS/IAU is an integral part of the Departm ent which provides assistance to
the DS/HoOA or GB/AuditCom and performs functions delegated by the DS/HoOA
or GB/AuditCom 283

Work performance of the IAS/IAU is evaluated by the DS/HoA or GB/AuditCom
as part of supervision and control.?84 They shall monitor and evaluate the
performance of the IAS/IAU either through: (1) review and approval of the
Internal Audit Report, or (2) review and approval of the IAS/IAU Performance
Report.

4.1 Review of the Intern  al Audit Report

At the conclusion of each audit engagement, the IAS/IAU submits to the

DS/HoA or GB/AuditCom an Internal Audit Memorandum and the Internal
Audit Report - prepared in conformity with the PGIAM, NGICS, and relevant
issuances of the DBM.

In the review of the Internal Audit Report, the DS/HOA or GB/A uditCom
shall also consider adherence of the IAS/IAU on the following:

a. The hierarchy of applicable internal auditing standards and practices as
discussed in Chapter 1 of PGIAMi Part | are adhered to;

283 Section 1,Administrative Order No. 70 (Strengthening of the Internal Control Systé@®wernment Offices, Agencies, Government
Owned and/or Controlled Corporations, Including Gowant Financial Institutions, State Universities and Colleges and Local Government
Units), 14 April 2003

284 Section 38(1) Chapteri7 Administrative RelationshipBook IVi The Executive Branctgxecutive Order No. 292 (Administrative Code

of 1987) 25 July1987, as amended
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b. All audit findings are formulated and synthesized based on the 4Cs
(criteria, condition, conclusion, probable/root cause);

c. Findings are supported by sufficient audit evidence and the quantum
of evidence required to support an audit finding is substantial evidence.

d. The recommendations are feasible, costeffective and cost-efficient,
find sufficient basis in law, evidence-based and classified according to
the following:

i. Preventive actionsi refer to determined actions of the organization
to eliminate the causes of potential noncompliance in order to avoid
their occurrence;?® and

ii. Corrective actionsi refertoan or gani zati onés acti on:
the causes of noncompliance in order to avoid recurrence;?8®

e. At any point during the audit, when significant risks/issues arise, the
IAS/IAU will prepare an Interim Report to the DS/HoA or GB/AuditCom
to communicate findings, issues, and problems that may affect the
conduct of the audit and may expose the organization to considerable
risks. The Interim Report contains the following:

i. Gaps or control deficiencies/breakdowns noted during the
documentation of the components of the internal control system
and the key processes in the operating and supports systems;

ii. Gaps or control deficiencies/breakdowns found out after the
conduct of the review and evaluation of the flow chart and narrative
notes or conduct of the walkthroug h; and

ii. Gaps or control deficiencies/breakdowns after the conduct of the
test of controls.

4.2 Review of the IAS/IAU Performance Report

At the close of every fiscal year, the DS/HOA or GB/AuditCom shall review
the performance of the IAS/IAU through the various reports/outputs

(i.e., baseline assessment report, assessment of internal audit risk report,
annual audit plan, audit engagement report, audit follow -up report and
performance monitoring evaluation report) that are submitted to their

office.

25 |tem 8.5.2, Government Quality Management Systems Standards (GQMSS)
20 g,
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The DS/HoA or GB/AuditCom being the head of the agency, as directly
responsible for the installation, implementation and monitoring of internal
control system,?8’ shall review the adequacy of the internal audit as part
of the internal control system.

5. Oversight Function of the DBM Over IAS/IAU

In addition to the performance monitoring and evaluation conducted by the
IAS/IAU head and the DS/HOA or GB/AuditCom, the DBM also performs
oversight functions over the IAS/IAU.

The DBM is responsible for the efficient and sound utilization of funds and
revenues. Pursuant t o dsiktithe Presadend ia tthe , it
preparation of a national resources and expenditures budget, preparation,

execution and control of the National Budget, preparation and maintenance

of accounting systems essential to the budgetary process, achievement

of more economy and efficiency in the management of government

operations, administration of compensation and position classification

systems, assessment of organizational effectivenessand review and evaluation

of legislative proposals having budget ary or organi Z%ti onal
(underscoring supplied)

The Administrative Code of 1987, as amended, also empowers the DBM to
evaluate agency performance and to monitor budget performance and assess
the effectiveness of,intludiagthe ¢AS/IAD,itoevg:0 oper at

fiSection 51. Evaluation of Agency Performance i The President,
through the Secretary shall evaluate on a continuing basis the quantitative
and qualitative measures of agency performance as reflected in the units of
work measurement and other indicators of agency performance, including
the standard and actual costs per unit of work .

fiSection 52 . Budget Monitoring and Information System i The

Secretary of Budget shall determine accounting and other items of

information, fina ncial, or otherwise, needed to monitor budget performance

andt o assess effectivene arsshalfprescripetheci es 6
forms, schedule of submission, and other components of reporting systems,

including the maintenance of subsidiary and other recording which will

enable agencies to accomplish and submit said information requirements:

X X X8 (@nderscaring suppliead)

287 Section 124, Presidential Decree No. 1445 (Government Auditiag Gf the Philippinesi1 June 1978, as amended

288 Section 3, Chapter . General Provisions, Title XVIi Budget and Management, Book 1VThe Executive Branchsxecutive Order
No. 292 (Administrative Code of 19825 July 1987, asamended

289 Chapter @ Budget Accountability, BookI i National Government Budgetingxecutive Order No. 292 (Administrative Code of 1987)
25 July 1987, as amended
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The DBM reviews the performance of the IAS/IAU by focusing on the evaluation
of its effectiveness and efficiency as part of the internal control system. They
may request the 1AS/IAU, through the DS/HoA or GB/Auditcom, for relevant
documents that will aid them in the process, such as:

i. Internal Audit Memorandum;

ii. Baseline Assessment Report;

iii. Annual Internal Audit Plan;

iv. Internal Audit Report;

v. Internal Audit Follow-up Report; and

vi. Performance Monitoring Evaluation Report.

6. Rule-Making Power of the DBM

The DBM is vested with rule-making powers necessary for the proper discharge
and management of its mandated functions. Apart from the rules and
regulations being issued by the DBM to carry into effect the provisions of a
particular law, it is also authorized to promulgate its own rules on matters
coming under its special and technical expertise, to wit:

a. Under the Administrative Code of 1987, as amended,t he DBM fishal |
responsible for the efficient and sound utilization of government funds and
revenues to effectively achieve 2 ur col
Itis emp owered, among, others, to assist the President in the preparation,
execution and control of the National Budget and the achievement of more
economy and efficiency in the management of government operations. 2°*

b. It is a declared policy of the State that the budget shall be A
towards the achievement of explicit objectives and e xpected results, to
ensure that funds are utilized and operations are conducted effectively,
economically and efficiently.?®? To ensure and implement the same, the
DBM issues rules and regulations through circulars and other issuances on
budget and management matters.

c. Pursuant to its mandate and the provisions of OP AO No. 119 dated
29 March 1989,2°3 as amended, the DBM issued Budget Circular No. 2004
04 dated 22 March 2004 which ©provides for
Organization and Staffing of Internal Audit Units (IAUs) .6 and Circul
Letter No. 2008-5 dated 14 April 2008 which pro
in the Organization and Staffing of an Internal Audit Service/Unit [IAS/IAU]
and Management Division/Unit [MD/MU] in Departments/ Agencies/
GOCCs/ GFl's Concernedo and the function:
On 19 May 2011, the DBM, through Circular Letter No. 2011-05, issued the
PGIAM.

2% gection 2, Chapter . General Provisions, Title XVIi Budget and Management, Botk i The Executive Branchxecutive Order

No. 292 (Administrative Code of 19825 July 1987, as amended

21 gection 3, Id.

292 3ection 3, Chapteri2Budget Policy and Approach, Book WVINational Government Budgeting, Executive Order RE2 (Administrative

Code of 1987)25 July 1987, aamended

®RiDirecting the Strengthening of the Internal -Ownedor&ontrofeg st e ms
Corporations and Local Government Units in Their Fiscal Operatic
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7. Request for DBM Opinions/Rulings/Interpretations

Audit findings and recommendations resulting from the audit conducted by the
IAS/IAU shall be submitted to the DS/HoA or GB/AuditCom for approval,
pursuant to its authority and responsibility to exercise supervision and control
of the Department?®4/Board/Commission/Corporation. Once approved, the
same shall be subject for implementation.

Approved audit findings and recommendations for implementation may be
appealed to the DS/HoA or GB/AuditCom by the auditee who has been adversely
affected.

In the conduct of compliance audit, the IAS/IAU may find some v iolations by
the auditee of compliance with rules and regulations and/or DBM circulars and
other issuances. In case of dispute on issues concerning budget and
management matters, the same may be elevated to the DBM. Vested with the
power to promulgate their own rules and regulations, the DBM is in the best
position to determine and interpret if a violation of their own rules has been
committed by an agency.

AThe Cour't has consistently yi el ded and
interpretation by administrati ve agencies of their own rules  unless there is an
error of law, abuse of power, lack of jurisdiction or grave abuse of discretion
clearly conflicting wit h?»t(dmphadisestpplied) and s

AMore specifically, teiconcemsatiseenterpratatienrbgant he di

agency of its own rules, we should apply on
delegation of power was valid; whether the regulation was within that

delegation; and if so, whether it was a reasonable regulation under a due

process test. An affirmative answer in each of these questions should caution

us from discarding the agency®s interpret

As recognized by the Suple-makieag ieopuactital Al d]
necessity in modern governance because of the increasing complexity and

variety of public functions. Congress has endowed administrative agencies like

respondent DBM with the power to make rules and regulations to implement a

given legislation and effectuate its policies.?" (underscoring supplied)

®fASection 6. Authority retary.d ThR awhpriyrasdi réspohsibitity for thé exerdise of Bi@ mandate of the
Department and for the discharge of its powers and functions shall be vested in the Secretary, who shall have sungecdstionl of the
Depart ment .i ecretlels, dpdersecretaies, Assistant Secretaries, Bodk Tie Executive BranchExecutive Order No. 292
(Administrative Code of 1987), 25 July 1987, as amended]

2% Commission on Appointments v. Celso Mlé&?aG.R. No. 172623 March 2010 citing Eastern leBeEommunications Philippines, Inc. and
Telecommunications Technologies, Inc. v. International Communication Corporation, G.R. No., B35382uary 2006

2% Eastern Telecommunications Philippines, Inc. @rtecommunications Technologies, Inc. v. International Communication Corporation,
G.R. No. 13599231 January 2006

297 Gutierrez v. Department of Budget and Management, G.R.No.1532@8arch 2010
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1.

PGIAM AMENDMENT PROTOCOL
Introduction

The Philippine Government Internal Audit Manual i Guidelines and Practices
(PGIAM I and II)  are the definitive policy resource guiding the operations of
internal audit in the Philippine public sector.

Both documents reflect the policy, legal and institutional arrangements
governing internal audit in the Philippine public sector. The PGIAM I and Il shall
be reviewed regularly to ensure they are still current.

The need to amend any or both documents may be prompted by feedback from
Departments and Agencies on the implementation of the PGIAM; Department-
specific and sector-based internal audit implementation insights; changes in
laws, policies, guidelines and regulations; and requisites for enhancing work
practices.

A proposal for amendment of any provision, standard, procedure and/or policy
in PGIAM | and Il needs to be submitted to the Department of Budget and
Management (DBM) for evaluation and appropriate action, in coordination with
the Office of the President-Internal Audit Office.

New Policy/Major Revisions
The DBM is the main policy approval body.

When submitting a new or significantly revised policy statement to the DBM, it
must be accompanied by a statement outlining:

a. The rationale for the preparation or review of the policy;

b. Impact of implementation (including obvious resource implications, effects
on staffing and other issues, changes to delegations for decision-making);
and

c. Policies or provisias to be rescinded.

Minor Amendments
Minor amendments (e.g., to reflect changes in position titles or nomenclature

of organizational units) which do not otherwise affect the policy content can be
incorporated in another amendment to the document in the n ear future.
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4. Periodic Review of Policies

In order to enhance the Philippine Government internal audit management
standards, including policies, procedures and ethical pronouncements, a
periodic review of policies and practices will be undertaken. In addition to
requiring new policy statements or major revisions to include a specified date
of the next review, routine alerts to review a certain policy will be sent
periodically and as appropriate to all Departments and Agencies.

Notification that a certain policy is due for periodic review will be sent three
months prior to the review date. The expectation is that a timely review of the
policy will be undertaken, generally within three to six months following
notification.

Where review will result in a major overhaul of a policy, development of a brief
review and approval plan may be advisable. The plan should outline relevant
steps associated with the review, including consultation, review by relevant
committees, and target dates for final approval by the designated fiapproving
authority .0
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Appendix A: Suggested Templates

The templates provided are meant to serve as a guide. These are generic and may
be modified/customized by the Internal Audit Service/Unit (IAS/IAU) of an agency
based on its needs and conditions.

TEMPLATE 1 7 OFFICIAL COMMUNICATION TO THE IAS/IAU PRINCIPAL
ON THE CONDUCT OF NON-INTERNAL AUDIT TASKS

[Official Agency Letterhead]

[Date]
MEMORANDUM
For : [Agency Principal]
From :  [Head of Internal Audit]
Subject : CONDUCT OF NON-INTERNAL AUDIT TASKS

Pursuanttoitem 5.7, Chapter 1, Part | of the revised Philippine Government Internal
Audit Manual (PGIAM), which was issued by the Department of Budget and
Management (DBM) through Circular Letter No. 2020-__, an internal audit unit
(IAU) of a government agency should refrain from participating in the operations
and processes of another unit as this is in conflict with the post -audit function of
the internal audit. Further, the IAU is not responsible for or required to participate
in activities which are essentially part of the regular operating functions or the
primary responsibility of another unit in the organization.

May we highlight that among the non-internal audit tasks being referred to is/are
the [cite here the non -internal audit task(s) being instructed to be undertaken].

Relative thereto and in compliance with said DBM issuance, we are constrained
from undertaking the foregoing ta Sk(s) being assigned to our office.

The undersigned is ready to further discuss the matter more should the [Agency
Principal] have questions or items for clarification on the same.

For consideration and/or further instruction. Thank you.

Head of Intern al Audit
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TEMPLATE 2 1 OFFICE ORDER ON THE CREATION OF A PLANNING TEAM

[Official Agency Letterhead]

Internal Audit [Nomenclature, e.g., Service] Order No. __, s. [Year]
Date:
Subject . ESTABLISHMENT OF A PLANNING TEAM FOR TH E

CONDUCT OF THE BASELINE ASSESSMENT OF THE
INTERNAL CONTROL SYSTEM (BAICS), [YEAR]

As part of the strategic planning activities of the IAS for [indicate the three -year
period], a Planning Team is hereby created to lead in the conduct of the BAICS of
the [agency].

Relative thereto, the following IAS personnel are hereby assigned to constitute the
Planning Team:

Team Leader:
Alternate Team Leader:
Members:

The Planning Team shall perform planning activities, including, but not limited to
the following:

a. Evaluation and analysis of information/documents that are relevant in the
documentation of the five (5) components of th e internal control system;

b. Preparation and administration of an Internal Control Questionnaire on key

processes of critical operating and support systems of OPS support to

operations (STO), and general administration and support (GAS) of all agency

programs and projects;

Review of key processes and controls in the OPS STO and GAS;

Evaluation of controls using flowcharts and narrative notes;

Conduct of walkthrough;

Testing of controls;

Conduct of interim analysis; and

Preparation of various reports and plans, including the Interim Report, Baseline

Assessment Report,Strategic Plan and Annual Work Plans.

S@ "o a0

For compliance.

Head o f Internal Audit
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TEMPLATE 3 1 BASELINE ASSESSMENT REPORT

[Official Agency Letterhead]

BASELINE ASSESSMENT REPORT
As of [Date]

Executive Summary

Objectives, Scope and Methodology

Findings and Recommendations

Provide the detailed findings and recommendations on each internal control component
from the conducted BAICS

Overall Findings

A

A

Include the summary of the following:

Interim report, which enumerates significant and material gaps or contro/
deficiencies/breakdowns that require immedjate action

Control universe, which provides a list of all controls on key processes of operations,
support to operations, and general administration and support, including contro/
gaps/deficiencies/breakdowns

Control gaps/deficiency/breakdowns as a result of the review of oversight bodies and
local/international development partners

Attachments

Revised Philippine Government Internal Audit Man(24120)

Prepared by: Reviewed by:

Name(s) of Planning Team Member(s) Name of Planning Team Leader
Date

Date

Approved by:

Head of Internal Audit
Date
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TEMPLATE 4 1 AUDIT ENGAGEMENT PLAN

[Official Agency Letterhead]

AUDIT ENGAGEMENT PLAN
As of [Date]

Agency Program/Project/System/Process:

Type of Audit:

l. Introduction

Contains a brief description of the management controls, i.e., the plan of organization and
all the methods and measures adopted within an agency to ensure that resources are used
consistent with laws, regulations and managerial policies; resources are safeguarded
against loss, wastage and misuse; financial and non-financial information are reliable,
accurate and timely; and operations are economical, efficient, ethical and effective

Il.  Audit Objectives

Ideally, an audit objective would be consistent with the achievement of the objectives of
the organization/program/project.

Examples:

U Compliance auditi to assess compliance of controls with laws, rules, methods and
procedures

U Management auditi to ascertain if the operations has its measurement and evaluation
system which will be used to review and improve performance

U Operations audit 7 to determine if the agency program/project/system/process is
achieving its target

. Audit Scope

Framework or limits of the audit. Audit scope is the extent and boundaries of an audit. It
must be consistent with the audit objectives. Audit sco pe includes timeframe, locations
and major processes/operating systems/support systems or key controls that will be
covered by the audit to achieve audit objectives.
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IV. Audit Criteria

Set of reasonable and attainable standards of performance, statutory or managerial
policies, laws and regulations, etc.; Criteria are standards against which adequacy of
performance and conditions can be assessed.

V. Audit Methodology

| Statements that describe the activities that will be undertaken in conducting the audit |

VI. Resources/Inputs

Statutory policies, mandates, managerial policies, government regulations, established
objectives, systems and procedures/processes, human resources, materials, equipment,

timelines etc.
Prepared by: Reviewed by:
Name(s) of Team Member(s) Name of Team Leader
Date Date

Approved by:

Head of Internal Audit
Date
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TEMPLATE 517 AUDIT REPORT

VI.

VII.

[Official Agency Letterhead]

AUDIT REPORT

Table of Contents

Executive Summary

Audit Findings

a. Criteria

Standards against which a condition is compared with (i.e., laws, rules and regulations,

policies, orders, guidelines, procedures, plans, targets and contractual obligations.

b. Condition

C.

d.

A fact, supported by substantial evidence. The condition refers to what is curr ently

being done or the current situation. This is also referred to as the findings of facts.

Conclusion

The evaluation of the criteria and the conditions to determine: (1) the degree of
compliance or non-compliance of control with laws, regulations and policies; (2) the
control effectiveness or ineffectiveness; and (3) the efficiency, effectiveness, ethicality,

and economy of agency operations.

Cause

The immediate and proximate reason/s for the condition for which sub stantial evidence
will be used as basis of the audit recommendation. It may also refer to the probable
cause which needs only to rest on evidence showing that more likely than not the act/s
or omission/s of the person responsible had caused the non-compliance which may
warrant the conduct of administrative proceeding by the disciplining authority - in case

of compliance audit; and root cause 1 in case of management/operations audit.

Management Comments and Teamb6s Rejoinder

Monitoring and FeedbackonPr i or Year 6 s Recommendat.

Audit Recommendations

Appendices
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Prepared by: Reviewed by:

Name(s) of Internal Auditor(s) Name of Audit Team Leader
Date Date

Approved by:

Head of Internal Audit
Date
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Appendix B: Qualification

Standards and Functions of the Head and

Staff of the Internal Audit Service/Unit (IAS/IAU)

The table hereunder provides for the qualification standards and functions of each
position in the IAS/IAU. It reflects the minimum competency required in the areas
of education, experience, training, and eligibil ity that will enable auditors to perform
in a competent manner, the functions so desired by the IAS/IAU.

Position

Qualification Standards 2%

Functions 29

he/she may be assigned;
Bachel or ds
be an advantage

Degr ¢

Director IV Education Administrative Functions
(Head of
Internal Audit) Masteros Degree 1. Submits work and financial
Public Administration, Criminology, plan;
Information Technology/Computer | 2- Submits annual procurement
Science, and other related report; ,
disciplines relevant to the 3. Submits accomplishment
Department/ Agency where reports; and
4. Submits performance

evaluation, targets and ratings
of staff.

Operational Functions

Experience
1. Establishes the annual goals,
Four (4) years of relevant objectives and performance
EXperience In one or a targets of the internal auditing
combination of the following: unit:
Public Administration, Internal 2. Establishes guidelines and
Auditing, Administrative or procedures for the guidance of
Criminal Investigation, Forensics the internal audit staff:
(e.g., Accounting, Information 3. Ensures supportof
Technology, International management in the conduct of
Organization for Standardization internal audit:
[1SO] Management_ Syst_ems, and | 4 Responsible for work
other related disciplines) performance and discipline of
the staff;
5. Reviews and approves internal

Training

40 hours of training in one or a
combination of the following:
Public Administration, Internal

Auditing, Administrative or

Criminal Investigation, Forensics
(e.g., Accounting, Information
Technology, ISO Management

Systems, and other related
disciplines)

audit plans;

2%8 CSC Memorandum Circular No. 12, s. 2006
2% DBM Budget Ciralar No. 20044 [Guidelines on the Organization and Staffing of Internal Auditing Units (IAUs)], 22 March 2004
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Position Qualification Standards 298

Eligibility

CESO lll, CESO Ill and Lawyer or
CESO Ill and CPALawyer would
be an advantage

10.

11.

12.

13.

Functions 29

Discusses internd audit scope
and objectives with
agency/unit or personnel to be
covered prior to the conduct
of audit;

Reviews and approves internal
audit reports;

Discusses audit results with
auditee/s before the report is
finalized;

If necessary, discusses the
conclusions and
recommendations in the audit
report with the appropria te
level of management;

Follows up actions to
determine if audit
recommendations have been
carried out or not and inquires
for the reasons for non-
implementation;

Investigates anomalies
discovered in audit and
submits reports and
recommendations on
investigations completed;
Reviews and approves
recommendations for
enhancement of the internal
audit functions; and

Does related work.
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Position

Qualification Standards 298

Functions 29

Internal
Auditor V

Education

Master 6s Degree
Public Administration, Criminology,
Information Technology/Computer

Science and other disciplines
related to the abovementioned,
preferably Bach

Law

Experience

Four (4) years in position/s
involving Internal Auditing,
Administrative or Criminal
Investigation and/or Forensics
(e.g., Accounting, Information
Technology, ISO Management
Systems and other related
disciplines); Management and
Supervisory experience

Training

24 hours of training in Internal
Auditing, Administrative or
Criminal Investigation, Forensics
(e.g., Accounting, Information
Technology, ISO Management
Systems and other related
disciplines); Management and
Supervision
Career Service (Professional)/

Eligibility

Seconcary Level Eligibility,
preferably Bar/CPA,
(RA 1080 or both Lawyer and
CPA)

Under direction, supervises a
division tasked with internal
audit functions;

Establishes the annual
goals, objectives and
performance targets;
Establishes, guidelines and
procedures for the guidance of
the internal audit staff;

Does final review of internal
audit plans;

Recommends approval of
internal audit plans;

Reviews internal audit report;
Determines training needs of
internal audit staff;
Responsible for work
performance and discipline of
audit staff; and

Does related work.
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Position

Functions 29

Internal
Auditor IV

Qualification Standards 298

Educatio n

Bachel ords degre
job (Law, Accounting, Public
Administration, Criminology,

Information Technology/Computer
Science and other disciplines

related to the abovementioned)

Experience

Three (3) years of relevant
experience involving Internal
Auditing, Administrative or
Criminal Investigation and/or
Forensics (e.g., Accounting,
Information Technology, ISO
Managemernt Systems and
other related disciplines)

Experience

16 hours of training in Internal
Auditing, Administrative or
Criminal Investigation and/or
Forensics (e.g., Accounting,
Information Technology, ISO
Management Systems and other
related disciplines)

Eligibility

Career Service Professional)/
Secondary Level Eligibility or Bar/
Board passer on disciplines related

to the abovementioned

wn

. Under direct supervision,

assists in supervising a division
tasked with internal audit
functions;

Reviews internal audit plans;
Discusses internal audit plans
with the concerned staff;
Reviews written internal audit
reports;
Trains new
auditors;
Rates performance of audit
staff; and

Does related work.

internal
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Position | Qualification Standards 298 Functions 2%

Internal . 1. Under general supervision,
. Education . N

Auditor 11l reviews agency organizational
structure, staffing,
administrative systems and
procedures;

2. Drafts audit plans for review
of immediate supervisor,

3. Followsup actions to
determine if audit
recommendations have been

Bachel ords degr ¢
job (Law, Accounting, Public
Administration, Criminology,

Information Technology/Computer
Science and other disciplines
related to the abovementioned)

Experience carried out;
_ — 4. Performs comprehensive
Two (2) years in position/s auditing work; and
involving Internal Auditing, 5. Does related work.

Administrative or Criminal
Investigation and/or Forensics
(e.g., Accounting, Information
Technology, ISO Management

Systems and other related

disciplines)

Training

Eight (8) hours of training in
Internal Auditing, Administrative
or Criminal Investigation and/or

Forensics(e.g., Accounting,

Information Technology, ISO
Management Systems and other

related disciplines)

Eligibility

Career Service (Professional)/
Secondary Level Eligibility
Board passer on disciplines

related to the abovementioned
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Position | Qualification Standards 298 Functions 2%

Internal Education 1. Under general supervision,
Auditor Il conducts researches to obtain
Bachel oros degr ¢ background information on the
job (Law, Accounting, Public activities to be audited;
Administration, Criminology, 2. D!scusses rgsearch findings
Information Technology/Computer with the audit team leader;
Science and other disciplines | 3 Performs standard auditing
related to the abovementioned) work;
4. Drafts report on the results of
audit; and
Experience 5. Does related work.

One (1) year in position/s
involving Internal Auditing,
Administrative or Criminal
Investigation and/ or Forensics
(e.g., Accounting, Information
Technology, ISO Management
Systems and other related
disciplines)

Training

Four (4) hours of training in
Internal Auditing, Administrative
or Criminal Investigation and/or

Forensics (e.g., Accounting,

Information Technology, ISO
Management Systems and other

related disciplines)

Eligibility

Career Service (Professional)/
Secondary Level Eligibility
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Position | Qualification Standards 298 Functions 2%

| nternal Education 1. Under general supervision,
Auditor | conducts researches to obtain
Bachel oros degr ¢ background information on the
job (Law, Accounting, Public activities to be audited;
Administration, Criminology, 2. D!scusses rgsearch findings
Information Technology/Computer with the audit team leader,
Science and other disciplines | 3 Performs standard auditing
related to the abovementioned) work;
4. Drafts report on the results of
audit; and
Experience 5. Does related work.

One (1) year in position/s
involving Internal Auditing,
Administrative or Criminal
Investigation and/ or Forensics
(e.g., Accounting, Information
Technology, ISO Management
Systems and other related
disciplines)

Training

Four (4) hours of training in
Internal Auditing, Administrative
or Criminal Investigation and/or

Forensics (e.g., Accounting,

Information Technology, ISO
Management Systems and other

related disciplines)

Eligibility

Career Service (Professional)/
Secondary Level Eligibility
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Position

Internal
Auditing
Assistant

298

Quialification Standards

Education

Completion of 2 years of study in
college

Experience

One (1) year in position/s
involving Internal Auditing,
Administrative or Criminal
Investigation and/or Forensics
(e.g., Accounting, Information
Technology, ISO Management
Systems and other related
disciplines)

Training

Four (4) hours of training in
Internal Auditing, Administrative
or Criminal Investigation and/or

Forensics (e.g., Accounting,

Information Technology, ISO
Management Systems and other

related disciplines)

Eligibility

Career Service (Subprofessional)/
First level eligibility

Functions 29

Under immediate supervision,
assists internal auditors in the
conduct of internal audit; and
Does related work.
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Appendix C: Good Internal Audit Practices in Government

In August 2018 to June 2019, the Internal Control and Internal Audit Task Team3®
under the Budget Reform Program, with technical assistance under the Philippines
Australia Public Financial Management for Infrastructure Program, implemented a
project entitled, Assessment of Internal Control/internal Audit in National
Government Agencies™-.

During the stage 1392 (2018) of the project wherein facilitated discussions were
conducted with the departments covered by the project, the following good
practices of their respective Internal Audit Services (IAS) were noted, which could
be replicated or custom-fitted by the government agencies concerned:

Organization

U The IAS has a defined reporting structure (i.e., directly reporting to the
Department Secretary [DS]) that is communicated to all IAS personnel and the
officials and employees in the department through various means.

Communicating the reporting structure ensures that officials and employees of
the agency have a clear understanding of the position of the IAS/internal audit
unit (IAU), especially that the same maintains objectivity and impartiality, in the
organization.

U The IAS directly reports to and discusses the audit results with the DS on a
regular basis (i.e., monthly or quarterly).

Communicating the results of the audit to the DS/Head of Agency (HoA) or
Governing Board/Audt Committee (GB/AuditCom), especially through face-to-
face meetings, allows the latter to understand completely the audit findings and
recommendations, and take the necessary actions (e.g., approval of the audit
findings and recommendations, distribution of the audit report, and
implementation of the recommended courses of action) to perform its primary
responsibility for the installation, implementation and maintenance of a sound
internal control system that will assist management in achieving organizatio nal
objectives efficiently and effectively.

300 Composed of the &partment of Budget and ManagemenBE)-Systems androductivity Improvement Burealead), Office of

the Presidentnternal Audit Office, and thenternal Audit Serviceof the DBM, Department of Educatiorgnd Department of Social
Welfare and Development

301 Aimed to assess the current status of the inteararol system and internal audit in select departments in the ExeBugéimeh and
analyze related issues, after which policies and action plans may be developed by the DBM to further improve the inglesfientati
internal control and internal audit fhe government

302 Constituteda brief snapshot of the internal control feamork and rapid baseline assessment of the internal audit capacity and
performance of the 10 Departments with the largest FY 2018 budget
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Leadership

U The IAS has the trust and confidence of the DS. It is able to meet the high

expectations of its principal.

The trust of the DS/HoA or GB/AuditCom enables the IAS/IAU to effectively
perform its role and mandate i n the Department. On the other hand, the DS/HoA
or GB/AuditCom has the authority to direct the offices in the organization in
implementing audit recommendations.

Management Support/Strateqi c Relationships

U The IAS has frequent interactions with the senior management and other key

stakeholders of the department.

The | AS/ 1 AUG s ability to implement
influenced by the support of its stakeholders. Thus, frequent interactions with
senior management and other key stakeholders may lead to an effective
stakeholder relationship. As indicated in the Philippine Government Internal
Audit Manual (PGIAM), the IAS/IAU should build a relationship with the senior
management team that is based on cooperation, mutual respect and adherence
to the highest degree of professionalism.

Eunctions _

i

The IAS has crafted its own internal audit operations manual that is consistent
with the PGIAM.

A separate manual documents the specific procedures that would facilitate the
consistent implementation of the internal audit process and guide the operations
and activities of the IAS/IAU in cases where the PGIAM does not provide for
specific procedures. Regular revew and maintenance of the manual ensures
that the latest standard, methodology and approach applicable to internal audit
in the government are adopted relative to the performance of internal audit.

Staffing

i

The IAS uses other human resourcesexternal to it to help cover key audit areas.

Temporary movement of officials and staff to the IAS/IAU can be a useful way
in augmenting internal audit resources, acquiring the right skills and
competencies to perform the audits, and gaining training and experience for the
IAS/IAU staff.
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Competency

O The I AS annually reviews aetdncyunpdtlaande s t he
profile for its personnel.

The establishment of the specific compete
auditors defines the knowledge, skills and other competencies required from

them to satisfactorily perform their roles, duties and re sponsibilities. Likewise,

maintaining a competency profile of the IAS/IAU personnel would help in

addressing and monitoring competency gaps.

Training

U The IAS reviews and updates its training and development plan, and monitors
the progress of its personnel against said plan semi-annually.

Training and development programs must be reviewed and updated in a timely
manner to address the identified competency gaps of the internal auditors.
Moreover, monitoring the development of IAS/IAU personnel ensures that they
remain competent in carrying out their functions by acquiring the right skills and

knowledge through various development interventions.

Budget

U The budget of the IAS is primarily based on the strategic and annual audit plan
and includes training costs.

When preparing the budget, the IAS/IAU must at least consider the cost of
completing its planned audit engagements so as not to compromise the quality
of the same. This is to ensure that the budget is sufficient to implement the role
expected of the IAS/IAU and, in particular, responds to the priorities and
requirements of the approved strategic and annual work plan.

Planning

i Thel AS aligns its prioritized audit areas

The IAS/IAU must remain relevant, adapt to changing expectations and

mai ntain alignment with the agencyds obj e
the internal audit plan should be up dated iteratively for the changes occurring

in the internal control components of the agency. With an aligned plan, the

|AS/IAU would be able to assess controls that would address the most important

and relevant risks identified by the agency, and therefor e remain a valuable

contributor thereto.
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i The IAS reviews its annual work plan within the year (i.e., semi -
annually/quarterly).

A review of the annual work plan allows the IAS/IAU to remain current and
relevant in responding to the changes in the agency (e.g., environment, risks,
operations, programs, and processes).

Procedures

U The IAS is developing an in-house audit software that would facilitate the
documentation and review of audit procedures even at multi -locations, and
capture the end-to-end audit process, i.e., planning, execution, reporting, and
follow-up.

Enabling the internal audit procedures with technology-based tools may help
the IAS/IAU to remain efficient and productive in carrying out its audit activities,
especially during audit engagements in the field. Having an audit software can
also assist IAS/IAU in terms of managing and monitoring its findings and the
implementation by the auditees of the audit recommendations.

Implementation of IA recommendations

U The IAS links the implementation of approved audit recommendations to the
auditeesd6 key performance indicators (KPI

Linking the approved audit recommendations to KPIs of the auditees may

increase the agencyodos compliance to the
internal audit recommendations.

Revised Philippine Government Internal Audit Man(24120) Page218 of 349



Appendix

D: Diagram s and Flowcharts of Internal Audit Key Processes

D.1 Internal Audit Key Processes Diagram
Strategic and Annual Types of | N| Audit Process :> Monitoring &
Planning :> Audit —/ Evaluation
BAICS Compliance Audit Planning
Control Risk . .
Audit Execution Performance
Monitoring
Internal Audit Risk Management and
Audit .
Audit Reporting Evaluation
Strategic Plan
Operations Audit Follow-up
Annual Work Plan Audit

D.2 Baseline Assessment of Internal Control Flow Diagram
Components of s ..
Internal Control f}) upgrws;lor
System or Contro
1) Control Control Gaps, Ef) i .
Environment Deficiencies and Interim Repo
Oops I:> Breakdowns
i N
2) Risk Assessment o ﬁ NO ﬁ NO
|:> Test of
3) Control Activities STO Flow Controls
‘Ef Chart, |YES T ves
4) Information and S NGNrr?iive Reviews of | | B
- otes Oversight
Communication I:> and Control .| andintl. [_| A
5) Monitoring and GAS Walk Universe Eed\( t.
Evaluation Through odles R
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D.3

D.3.1

Risk Assessment Flow Diagrams

Internal Audit Risk Assessment

Audit Plans and

Functions/Objectives

Risk Management Process

1A Risks

and Support

Programs

1. Advise the DS/HoA or
GB/AuditCom on all
matters  relating to
management confrol
and operations audit;
1) Operations . Conduct management
2) Support to and operations audit
Operations and determine. the
degree of compliance
3) General with laws, rules and

Administration policies;

. Review and appraise;

Recommend courses
of actions; and

. Perform

other
and

such
related duties
responsibilities.

COMMUNICATION & CONSULTATION J

|

Scope, Context, Criteria

Risk Assessment

<

Risk
Identification

<

MONITORING & REVIEW

Risk
Analysis

4

Risk

Risk Treatment

—

—

RECORDING & REPORTING
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D.3.2 Control Risk Assessment

E> Risk Management Process

Objectives

Scope, Context, Criteria

1) Safeguard

Evaluation

Z
)
Assets R Risk Assessment
-
|
2) Check > \/ =
Risk S
AC.CUI"G.CY & g Identifl“lscation a
Reliability of o \/ o
Accounting : \/ g
Data o} Risk Z
E Analysis 14
3) Adherence to O \/ g
Managerial Z cz)
Policies s Risk s
=
QO
O

<

4) Compliance w/
LRP

Risk Treatment

5) Ensure 4Es of
Operations

RECORDING & REPORTING

D.3.2 Operations Risk Assessment

i L | Risk Management Process
Operations Objectives

Scope, Context, Criteria

Risk Assessment

MONITORING & REVIEW

1) Program Objectives

Risk
dentification,

2) Project Objectives
Risk
Analysis

<

3) Activity Objectives

Risk
valuation

<

Risk Treatment

L COMMUNICATION & CONSULTATION‘|

I RECORDING & REPORTING I
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D.3.3 Support to Operations Risk Assessment

Support to Operations
Objectives

1) Project Objectives

2) Activity Objectives

Risk Management Process

COMMUNICATION & CONSULTATION

<

Scope, Context, Criteria

Risk Assessment

<

Risk
Identification

<

Risk
Analysis

<

Risk
Evaluation

Risk Treatment

MONITORING & REVIEW

[ RecorbING & REPORTING |

D.3.4 General Administration and Support

General Administration and
Support Objectives

1) Project Objectives

2) Activity Objectives
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1. Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.1. Internal Control (IC) Components of Operations (OPS), Support to Operations (STO) and/or General Administration and Supprt (GAS)

b

Process open-source information / document on mandate, cbjectives,
strategies, operating and support systems, manuzal of operations, laws,
rules and regulations, and performance, including reviews of oversight
bodies and local / international development partners

|- e _|—I
' Reference 1,
| Materials !
1 Y _| H

.

Processing Reviewing Approving Recording Safekeeping
Issues  Office Order creating a Records the receipt of Office 1. Encodesin the DTS the receiving copy
Planning Team (PT) for the conduct Order 2. Files receiving copy
of BAICS
1 oo 1
Office | ! Office |
Order | i Order |
P Lot | = ]
Discuss the conduct of BAICS
H
l____l_____I
|
o GOffice Minutes of
! Order | the Meeting
I e

Revised Philippine Government Internal Audit Man(24120)

Page 1

Page 223 of 349




D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1. Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.1. Internal Control (IC) Components of Operations (OPS), Support to Operations (STO) and/or General Administration and Supprt (GAS)

Approving

Recording

Safekeeping

Reviews draft letter/memo

Working
Papers

=T
- —

Processing Reviewing
From pages 1 }--—@
Draft letter / memo request for i
™ information / documents from (1) [T ™ Reviews draft letter/meme
OPS, 5TO / GAS concerned; and (2)
oversight bodies and local f int’l. ; ! . I |
dev't. partners ' Working |1} Draft Letter/
| Papers 1], Memo
N Y ! - e
Working |1} Draft Letter/ T -
Pa::-ers_ :: Memo
o _—_-_"-—F‘ ! — T
T
No __— — — Yes
Revise draft letter/memo ‘ﬂ_"‘__q_ Recommend? ____J—l
T
!
Working }11 Draft Letter!
Fapers "1 Memo
L - ,_'_._'_: _— =
L Revise draft letter/memo +
! ¥
Working |11 Draft Latterf
Fapers 1)1 Memo
il —
el -

.--"'"-- N _'"-...1'
— Approved? P
_H_'--__ __-—"--

¢ Yes

Approves draft letter/memo

Records release of letter/memo

1. Emcodes in the DTS the receiving copy
2_ Files receiving copy

Working ']
Papers "1

Letter/

Letter/
Memao
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.1 Internal Control (IC) Components of Operations (OPS), Support to Operations (STO) and/or General Administration and Support (GAS)

Processing

Reviewing

Approving

Recording

Safekeeping

Process submitted and open-source information/documeants to determine:
1. five Internal Contrel (IC) components of OPS, STO/GAS;
2. key processes of OPS, STO/GAS; and

3. controls on key processes of OPS, STO/GAS

Reviews submitted information

Jfdocuments from variows office/s
concerned

]

1. Performs cursory review on the
checklist of submitted information,’
documents

2. Records receipt of the information
/ documents from: (a) office/s

1. Encodes in the DTS the receiving copy
2. Files receiving copy
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.2 Internal Control Questionnaire (ICQ)

Processing

Reviewing

Approving

Recording

Safekeeping

From page 3:| ------

Process submitted and open-source information/documents to formulate
Internal Control Questionnaire (ICQ) on OPS, STO/GAS

R E

: Reference '
| Materials
1

v

Draft ICQ on OPS, STO J GAS and
transmittal memo

1 Reviews draft 1CO and transmittal

memao

L., & e '
1 1 . 3
| Werking |1 ! Working !
\ Papers 1) | Papers ||
] ]
L ] e o
D .
T —
Revise draft 1ICQ and trans- No __,."; m?--._ﬁ_____“‘f'ES
mittal memo T ecomme o

e

F 9

Reviews draft ICO and transmittal
memao

PR S

No o T

; 1
| Working :
, Papers :
1 -

.h__ Approved?

Yes
—Eﬂ page 5
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.2 Internal Control Questionnaire (ICQ)
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Processing Reviewing Approving Recording Safekeeping

From page 4 - @
Approves draft ICQ and transmittal p-{ Records release of ICQ on OPS, 5TO Ly 1. Encodesin the DTS the receiving copy
memao fGAS and transmittal memo 2_ Files receiving copy
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i e e gted L —

End
Page 5

Page 227 of 349



D.4 STRATEGIC AUDIT PLANNING FLOWCHART

D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)

D.4.1.2 Internal Control Questionnaire (ICQ)

Processing Reviewing

Approving

Recording

Safekeeping

Process the accomplished ICQ with attached documents, submitted and
open-source information/documents to determine the following:

1. "YES" answers with appropriate information/documents;

2. "Yes" answers without or lacks appropriate information/documents

Reviews the accomplished 1CQ
with attached documents from
various officefs concerned

‘__

1
ICQ and n

1. Performs cursory review on the
chedkdist of submitted documents

2. Records receipt of documents
from office/s concerned

1. Encodes in the DTS the receiving copy
2. Files receiving copy

Revised Philippine Government Internal Audit Man(24120)

i -'Tﬁé'aﬁci'r. Pk
1 I I [ |CG and T
- i F:fi:;lnre i 1 Reference 1] Report | Reference | Storage
! | EenER | Materials |1 _ ! Materials |
! CQand N ] I T Seme T T e —
| Reference 1! {Working T
| Materials_|1 X apers
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Process the accomplished ICQ with attached documents, submitted and
open-source information / documents to determine compensating
contrels in the following:
1. "YES™ answers without or lacks appropriate information/documents;
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessnent of Internal Control System (BAICS)
D.4.1.3 Flowchart and Narrative Procedure

Processing Reviewing Approving Recording Safekeeping

Processdocument and process flowcharts as partof manual of operations to
determine identified controls

ToTTTTTn r .

| Reference 1| Working

| Materials ' Papers

L =t e
e e - — T

- Absence P -~ Presence -

—— —
= Controls? —

""" |E0 page 14

Y

Process deocument and process marrative procedures reflecting input-
process-output as part of manual of operations to determine identified

—

""' To page 14

controls
———
[} II
1 Reference 1
| Materials |1

Sk -

Absence " T Prasence
~___ Controls? ——

@'"""[ To page 8
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.4 Walkthrough and Test of Control

Processing

Reviewing

Approving

Recording

Safekeeping

Walkthrough of document and process flow to determine:{a) identified
contrels; (b) if designed based in law, rules and regulations and/or
managerial policies; (c) if can be implemented as designed through
simulation; and (d) if can achieve control objectives

| Reference :—:
| Materials |1
1 -1
H =

Absence

e

1—*&"‘

e

Controls?

S

“' |:TD page 14

e

Fresence

T

—

if achieved control cbjectives

Test of Control of document and process flow in a sample transaction to
determine: (a) identified controls; (b) if implemented as designed; and [c)

-
Reference 1|
Materials ::

Absence

P

T

‘" “Eo page 14

.|

Controls?

S
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D.4 STRATEGIC AU DIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)

D.4.1.5 Interview

Processing

Reviewing

Approving

Recording

Safekeeping

From page 81 """ 6

1.1Cq;

2_Flowcharts;

3. Narrative procedures;
4 Walkthrough; andjor
5. Test of Contral

Process the need to conduct interview on some or all controls:

ricQand T
1 Referance |
H Mateﬁga_l_s__:

T |:TD page 16
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.5 Interview

Processing

Reviewing

Approving

Recording

Safekeeping

Reviews draft letter/memo

R P —

Working
Papers

. Draft letter/memo request for

the conduct of interview > Reviews draft letter/memao

N — I,
N ' ] i 1
”g:g::sﬂ :: Drat ! Working Hh Drsft
" LetterMdemo , Papers o LetterMemo
] ! : !
Mo T T
e e T -
Revise draft letter/memao = Recommend?
-u______:m o
I___L___l- -
! Working |1} Drat
 Fapers : ! LetterMi=mao
O Skt R
] Revise draft letter/memao
1

rTTTT T :l_
: Working ,: Draft
: P 1 LetterMemo
..

NG__J___ —_ --\-H_-""-..__
. Mpproved?
—

Records release of letter [

L

1. Encodes in the DTS the receiving copy
2_ Files receiving copy

- memo
T X | T '

1 1 | N

| Waorking | | ! i ! =

| Papers :: LeterMams ! LetterMemo Report | LetterMama | J Sterage
' et 1 . L — ! | r S

e e =T — (3
Sl — End
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System(BAICS)
D.4.1.6 Interview on ICQ and Flowchart

Processing Reviewing Approving Recording Safekeeping
Conduct interview on the ICQ answers with attached information [ Reviews letter/memo reply from Records receipt of letter / memo 1 Encodes in the DTS th .
documents, submitted and open-source information / documents to office/s concerned for the [ reply from office/s concerned for — 2-F’_;": =sintne 2 MECeving copy
determine identified controls conduct of interview the conduct of interview - FIIEs TECENMINg copy
P GG and ; ! :
an ] ey — | e "
1 1 Working ! o -, !
| Reference Papars ! LetterM™ema ' 1 Letterema 1, ! LetterMemo
| Materials_| pe | Reply ::: Reoly ! Report ' Reply Storage
b e IE . __-_—'_': . ] — i e
L d T )
Absence e Presence
— T—
- Controls? e
—— e
@ - |E'D page 14
Conduct interview on the document and process flowcharts as part of
agency manual of operations to determine identified controls
R S I
Reference 'r: Working
Materials :: Papers
el ]
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- T
— Controls?
l Ry "
—
“"'EO pageld | L 8 T [ To page 12
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART

D.4.1 Conduct of Baseline Assessment of Internal Control System (BACS)

D.4.1.7 Interview on Narrative Procedure and Walkthrough

Processing Reviewing

Approving

Recording

Safekeeping

From page 1Z| ------ &

Conduct interview on the document { process narrative procedures
reflecting input-process-output as part of manual of operations to
determine identified controls

: Working
| Materials |1
It
1 +
-
Absence - -
] Controls?
— L
—

Conduct interview on Walkthrough to determine: (a) identified controls;
(b) if designed based in law, rules and regulations andf/or managerial
policies; (c) if can be implemented as designed through simulation; and
{d) if can achieve control objectives

—_———d
-
Materals !

Absence __— T~ Presence
— Controls?

"""|: To page 13
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)

D.4.1.8 Interview on Test of Control

Processing

Reviewing

Approving

Recording

Safekeeping

From page 1Z| """

objectives

Conduct interview on Test of Control to determine: [a) identified
contrels; (b) if implemented as designed; and (c) if achieved control

T |:To page 14

@""[ To page 16
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)

D.4.1.9 Interim Analysis

Processing

Reviewing

Approving

Recording

Safekeeping

From pages 6-8; 11—E| ______

Process to determineg if control gaps/absence require immediate action

v

11
g R
AV

v

Working

Draft Interim Analysis if comtrol
gaps  absence require immediate

JI
" .
! Working | : Diraft Intf?nm
| Papers : | Analysis
| = J—
i g - | il

action
- A [ L,
N 1 .
Warking .1} Draft Interim| | | Working |1 Draft Interim
Papers | : " Papers ' Analysis
i Analysis ! pe 1 ~
‘e L O —
. _ _ No _— T Yes
Revise draft Interim Analysis = Recommend?

e

@ """ [ To page 16

> Rewviews draft Interim Analysis
QT —-- Ty
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i 1
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—

""'|: To page 15
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)

D.4.1.10 Interim Report

Processing

Reviewing

Approving

Recording

Safekeeping

From page 14]———

transmittal memo

Draft Interim Report and

Reviews draft Interim Repeort and
transmittal memao

"
1
Dr::ﬂ:::;m Working 1} Draft Interim
B Papers 1K Analysis
— |
- _ = o
e — . - _
Revise draft Interim Report No — d:_ Yes _ | Reviews draft Interim Report
and transmittal memo — commends ™ and transmittal memo
T
| |
|_ —otee Ty - ! .I
| Working | ' Draft Interim ! Working ::
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St o : "
e .
T
i . . No _.»'; —
Revise draft Interim Report and transmittal memo =y Approved?
T
S 1 Yes
I Working |1’ Draft Interim
| Papers 1| Analysis
I ' ] Approves draft Interim Report
[ —— e

and transmittal memo

Records release of Interim Report

and transmittal memao

Waorking :
Papers :

1
Interim
Report’
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1. Emcodes in the DTS the receiving copy
2_ Files receiving copy
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D.4 STRATEGI C AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.11 Control Universe Document (CUD)

Processing

Reviewing

Approving

Recording

Safekeeping

From pages 39, 13—15] ---@

Universe Document (CUD)

Prepare all working papers on the absence and presence of controls and
all interim analyses and interim report/s for the preparation of Control

i
Working :
Papers 1

—p=| Draft CUD on the absence and

Working ||
FPapers

_—

presence of controls

Y

Reviews draft CUD
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Draft CUD
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.12 Reports of Oversight Bodies Local/International Development Partners

Processing

Reviewing

Approving

Recording

Safekeeping

Process controls and / or control gaps / deficiencies / breakdowns in
the reports of oversight bodies and localfintarnational development |~

Reports ,:

o h 4

partners
T iy Y -
Owersight 1) Working
' Papers

Draft report on control and
> control gaps [/ deficiencies [
breakdowns in the reports of

Reviews draft report on control
and control gaps / deficiencies

oversight local f international breakdowns
development partners
P E— P T
N I.| ‘l\ 1
Working :, Diraft Working ::
Papers 1 Report Papers z
Rewvise draft report on control No T Yes

and control gaps f deficiencies
/ breakdowns

From page 16] ----- @

Reviews reports of oversight bodies
and local/international develop-
ment partners

[
-
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Reviews draft report on control
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.1 Conduct of Baseline Assessment of Internal Control System (BAICS)
D.4.1.13 Baseline Assessment Report (BAR)
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Processing Reviewing Approving Recording Safekeeping
From page 1?-:| ------ 14
Process (1) Interim Reportfs; (2) Control Universe Document; and (3)
report/s oversight bodies and local/international development partners
for controls and contrel gaps/deficiencies/breakdowns identified to be
considered in the BAR
——————— 1 I
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAS and/or IAS Risk
D.4.2.1 Establishing the External Context

Processing

Reviewing

Approving

Recording

Safekeeping

From page 18 -

15

[

regional or local;

[TE N}

expectations;

[ =)

Define the external context in which the agency operates to achieve its
objectives taking into account the following:

. the sodial, cultural, political, legal, regulatory, financial, technological,
economic and environmental factors, whether international , national,

_key drivers and trends affecting the objectives of the agency;
. external stakeholders’ relationships, perceptions, values, needs and

- contractual relationships and commitments; and
- the complexity of networks and dependencies.

Guides staff and monitor

F 3
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Materials |
—

h

Draft report of external context of
_p{ IZENCY in the conduct of control

Working |]]
FPapers
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assessment

! H—e| Reviews draft report of
risk assessment
external context
_____ T . F 3
Working :: Draft T
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' E Report__ | Working i i Draft
e L , Papers 1, ! Report
1 y— |
L il N | T
Revise draft report of external :“ Yes | | Reviews draft report of external
context Recommend? 7| context
T T —
[ H] |
\ : N Draft r —";Ol_k—“;- 1
!
| d .: Report : Papers
te - — ___,--'__ 1 -
|| Mo .
Revise draft report of external context - -" Approved? ""'__,,.
S [ - 1 | T
| Working ::: Draft Yes
Papers 11
:L _.--_-':: Re ] —‘]:TD page 20
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC ©6ntrol Risk, OPS, STO, GAS and/or IAS Risk
D.4.2.2 Establishing the External Context

Processing

Reviewing

Approving

Recording

Safekeeping

From page 19 ————qr’)

1. vision, mission and values;

3

3. strategy, objectives and policies;
4. the organization's culture;

technologies);

perception and values;

Define the internal context in which the agency operates to achieve
objectives taking into account the following:

2. gowernance, organizational structure, roles and accountabilities;
5. standards, guidelines and models adopted by the organization;
6. capabilities, understood in terms of resources and knowledge (e.g.

capital, time, people, intellectual property, processes, systems and

7. data, information systems and information flows;
8. relationships with internal stakeholders, taking into account their

9. contractual relationships and commitments; and
10. interdependencies and interconnections.

Guides staff and monitor

—_—— - —— =

Reference 1|
Materials ||
1

Working

Papers

Draft report of internal context

control risk assessment

| of agency in the conduct of [

Reviews draft report of internal
COntext

T
Working !} Draft
Papers :: Report
|

I_ -0 l -y

| Working |1} Draft

| Papers 1), Report

1 ! : e
— — —

asseszment

T
= e
Working |

. 1

1
| Papers 1,
; |
. i

Revise draft report of intemnal Mo - e
= = commend? = Yes
context — g
T ; T I

; !
" Working | Drraft
| Papers | Report_|
! ot

Revise draft report of internal context

T
' "
| Papers |:
1 W
. =1

Reviews draft report of internal
context
1

Working

T

M
[}
Papers '

Approved? -

—— -

- e
iYes{
a To page 21
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAS and/or IAS Risk
D.4.2.3 Defining the Risk Criteria

Processing Reviewing Approving Recording Safekeeping

From page 2[]““@

Define the risk criteria which invelves deciding on the following:
1) the nature and type of uncertainties that can affect outcomes and

objectives (both tangible and intangible);
2) how consequences (both positive and negative) and likelihood will be .| Guides staff and monitor
defined and measured; "| assessment
3) time-related factors; T __
4) consistency in the use of measurements; ' Working 'r:-'
5) how the level of risk is to be determined; | Papers ::
i 1

&) how combinations and sequences of multple risks will be taken into account, S
7) the agency's capacity. -

Reference :I
Material "
-1
-
Draft report of risk criteria in | | Reviews draft report of risk
assessing control risk criteria

Reviews draft report of risk

Revise draft report of risk > .
T criteria
criteria
[ P
i R r
1 Working 1}
| Papers "
M
No __— : —
Revise draft report of the risk criteria * S "5"913"0\'”3"1 -

‘\1"
Draft
Report
L — --Eo page 22

Page 21

. I . Page 243 of 349
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Control RiskQPS, STO, GAS and/or IAS Risk
D.4.2.4 Risk Identification

Processing Reviewing Approving Recording Safekeeping

From page 21 |-——_| 19

Perform risk identification by identifying, recognizing and describing the
following elements:

1) sources and drivers of risk

2) potential event and associated likelihood

3) consequences and associated likelihood 1

4) cause | Waorking ::
7 | 1 Papers JI,I

4| Guides staff and monitor
assessment

r Techniques for Identifying Risk: : tﬁ:};‘:f‘f JJ
1) Checklists, Classifications, Taxonomiss; - —
2) FMEA and FMECA
3} HAZOP
4) Scenario Analysis
5) SWIFT

{Detailed discussion in Annex B, B2, IEC
31010:2019)

and Drivers of Risk:

2] Ishikawa analysis (fishbone dizgram)

3] Root Cause Analysis (PNS IEC
62740:2018)

{Detailed discussion in Annex B, B.3, IEC

31010:-2019)

1
1
1
I
|
1
1
Techniques for Determining Sources 1
1
|
|
1
1
1
1

- L 4

[
|
I
|
|
|
[
|
I
|
|
[ ) -
| 1) Cindynic approach
I
I
|
|
|
[
I
I
L

"!‘----_‘-1
20 F-—-| Topage 23

Page 22
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAS and/or IAS Risk

D.4.2.4 Risk Identification

Processing

Reviewing

Approving

Recording

Safekeeping

From page Eﬂ____@

objectives

Identify existing controls /policies /measures to address risks on control -+

| Guides

1
! Techniques for Identifying Risk: 1
: 1) Checklists, Classifications, I
| Tawonomies I
| 2} FMEA and FMECA !
| 3] HAZOP !
| 4 Scenario Analysis :
I 5} SWIFT .
| (Detailed discussion in Annex B, B.2, IEI.'ZI
I 31010:2019) I
I

1

L

Working
Papers

> Draft reports of risk identification

containing list / register of risks
on control objectives

k4

Reviews draft reports of risk
identification

identification

SRR |
Working i Draft
! i Draft
' Papers ,:: Report ] Re;]
‘n.;_-_-_"- — —
. . o
Revise draft reports of risk No ——— T— Yes

ports of risk identification -

staff and

assessment

monitor

Reviews draft reports of ri
identification

5

k

RS -

| Working
FPapers
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART

D.4.2 Assessmentof OSEC Control Risk, OPS, STO, GAS and/or IAS Risk

D.4.2.5 Risk Analysis

Processing Reviewing

Approving

Recording

Safekeeping

From page 2EZ|_ _— @

that can reduce or eliminate control effectiveness induding commaon
cause failures;
7. whether contrels themselves introduce additional risks

I
|
| Techniques for analyzing controls:

1 1) Bow tie analysis;

1 2) Hazard analysis and critical contro

| points {HACCP]

: 3) Layers of protection analysis (LOFA)
1

1

1

L

(Demiled discussion in Annex B, B.4, IEC

31010:2015) k

e - -

- - 22 “‘[ To page 25

Papers

Analyze sources and drivers of risk -+ p Guides staff and monitor
assessment
———_-_-_-_C S ——— , :
| Technigques for Determining Sources andl ------ L-- Ly
| Drivers of Risk: | Rizic :: \
I 1) Cindynic approach i " |
I 2) Ishikawa analysis [fishbene diagram) 1 N
I 3) Root Cause Analysis (PMS IEC |
1 62740:2016) |
| (Detailed discussion in Annex B, B.3, IEC I
1 31010:2013) |
1 [——
e
I__ =" - <+
Investigate effectiveness of identified controls/policies/measures in the
list/register of risk on control objectives. The following are considerad:
1. the mechanism by which the controls are intended to modify risk;
2. whether the controls are in place, are capable of operating as
intended, and are achieving the expected results;
3. whether there are shortcomings in the design of controls or the way
they are applied; -+ p| Guides staff and monitor
4 whether there are gaps in controls; assessment
5. whether controls function independently, or if they need to function
collectively to be effective; !
6. whether there are factors, conditions, vulnerabilities or circumstances Working he

Revised Philippine Government Internal Audit Man(24120)
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAfhd/or IAS Risk

D.4.2.5 Risk Analysis

Processing

Reviewing

Approving

Recording

Safekeeping

From page 24 |_-___

Perform consequence analysis by

timing of consequences of identified controls/policies/measures in the
list/register of risk on control objectives.

analyzing the type, magnitude and

Guides staff and

r The techniques for understanding
| consequences :

I 1. Business Impact Analysis

I 2. Event Tree Analysis

! 3. Cause Consequence Analysis

: 4. Privacy Impact Analysis / Data
1 Protection Impact Analysis

1| [Detailed discussion in Annex B,

1 B.5, IEC31010:2019)

1
1

-""—.___--‘

Perform likelihood amnalysis by analyzing likelihood of an event and
likelihood of a specified consequence of identified control risk in the -
list/register of risk on control objectives.

A J

assessment

monitor

I
[ R
Working |
Fapers 1

Guides staff and

The technigues for Understanding
Likelihcod:

1. Bayesian Analysis

2. Fault Tree Analysis

3. Marcov Analysis

4. Monte Carlo Analysis

[Detailed discussion in Annex B, B.S, 1ecl
31010-2019) 1

— |
-—

|

23 F---| Topage 26

aszessment

monitor

Waorking
Papers
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAS and/or IAS Risk

D.4.2.5 Risk Analysis

Processing

Reviewing

Approving

Recording

Safekeeping

From page 25 |-___

23

have changed;

Conduct uncertainty analysis by analyzing uncertainties and their

implications in the risk analysis outputs considering the following:

1. there is variability in the system being considered;

2_the data is from an unreliable source, inconsistent or insufficient, for
example, the type of data collected or methods of collection might

3. there might be ambiguity, for example in the way that qualitative < Guides  staff  and  monitor
; assessment
descriptors are stated or understood;
4_the analysis method does not adeguately represent the complexity of
the system;
5. there is high reliance on people’s expert opinion or judgement;
6. relevant data might not exist or the organization might not have
collected the data needed;
7. data form the past might not provide a reliable basis from which to
predict the future because something within the context or
circumstances have changed;
8. there are uncertainties or approximations in the assumptions that are
made.
PCTTTT T 'Iu ——
| Working 1) Warking
! Papers iy Papers
L 1
: ! e
Conduct sensitivity analysis and evaluate the significance of uncertainties
in data or the assumptions underlying the analysis:
1. determine the relative change to the results brought about by changes - Guides staff  and manitor

in the individual input parameters;
2. identify data that need to be accurate, and those that are less sensitive
and hence, have less effect upon overall accuracy.

e T To page 27

assessment
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART

D.4.2 Assessment of OSEC Control RiskQPS, STO, GAS and/or IAS Risk

D.4.2.5 Risk Analysis

Processing Reviewing

Approving

Recording

Safekeeping

From page Ztﬂ____®

Analyzing interactions and dependencies between risks:

1) identify links and interactions between risks and themes within a list of
risks;

2) evaluate changes in the probability of the ocourrence of given set of events
conseguent on the actual occurrence of one of them.

Technigues for Analyzing | Waorking
Dependencies and Interactions: 1 Papers
1. Causal Mapping 1

1

1

| 2. Cross impact analysis 1
1 [Detailed discussion in Annex B, B_§,

I |EC 3101002019 = ——
- -

- -

F

Perform verification by checking that the analysis was done correctly.

Verification activities involve the following:

1. checking the validity of mathematical manipulations and calculations;

2. checking that the results are insensitive to the way data or results are
displayed or presented;

3. comparing results with past experience where data exist or by
comparison with outcomes after they occur;

4_establishing whether the results are sensitive to the way data or results
are displayed or presented and to identify input parameters that have a
significant effect on the results of the assessment; and

5. comparing results with past or subsequent experience including
explicitly obtaining feedback as time progresses.

L

Guides staff and monitor
assessment

Working - Warking
1 Papers
! ¥ —

Perform validation by checking that the right analysis was done to

achieve the required cbjectives: Validation activities involve the

following:

1. checking that the scope of the analysis is appropriate for the stated
goals;

2. reviewing all critical assumptions to ensure they are credible in the
light of available information;

3. checking that appreopriate methods, models and data were used,;

4. using multiple methods, approximations and sensitivity analysis to test
and validate conclusions.

k J

Guides staff and monitor
assessment

r 3

——— e
| Warking -ﬁ — Working
1
i

- I_TrJ page 28

Papers

Papers

L 4

Guides staff and monitor
assessment

I Waorking
: Papers 1
-
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D.4 STRATEGIC AUDIT PLANNING FLOW CHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAS and/or IAS Risk

D.4.2.5 Risk Analysis

Recording

Safekeeping

Processing Reviewing Approving
From page 27 -
e Draft report of risk analysis | 1,| Reviews draft report of risk
output / level of risk analysis
| Y I ——
n Draft Bisk . -

: Working :—I an al\:'s-m.:-pu_,f : Wiorking : I Diraft Risk

| Paper ! F - 1 Analysis eutput /

i v | [ f P friseierens

"y —'—:-' T E—— - = — T

Yes
Mo e
Revise draft report of risk o T Reviews draft report of risk
: [———="__  Recommend? o .
analysis —— e analysis
T T .

: Working :—:I A Dﬁ.f R:k . 7 r e _|—l_

I Papes [y nEyEE SuTput | Working I

i ===l Leve Dfijk_ : Papers N :

Lt Tt — e

L
No T T
Revise draft report of risk analysis o < Approved? _,_—"
T T

i [ o =t|R'|c
1 N F ra i
: A'Pork g Analysis cutput Yes
H P Lewel of Risk
[ -

e - |:Tu:- page 29
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Conbl Risk, OPS, STO, GAS and/or IAS Risk

D.4.2.6 Risk Evaluation

Processing

Reviewing

Approving

Recording

Safekeeping

From page 28 ————@

Apply risk analysis results to support decisions by comparing estimated
levels of risk with the established risk criteria

ittt

-
| Risk Analysis |
|
|
L

e

—

@'“‘ To page 30

T— Yes
=" Acceptable? T

I

——

¥

Documentation on the risks considered as acceptable

=
I Working |1
I B 1
| apers )0
- L

o | Draft report on acceptable

Documentation

Report

o | REviews draft repert

risks

v accepiable risks

on

b I
Diraft
REDOI:t_

Revise draft report on

acceptable risks
T
Diraft
F{epcn_

———l
I Working :rl
: Papers i

o

Working :'r
1

Revise draft report on acceptable risks

—

Guides staff and manitor
assessment

"
v

i
Working Papers | i

>

Reviews draft report on
acceptable risks

R
Warking

7 B
_'“'.h__ Approved? e

. i
Yes
e ___Eo page 32
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D.4 STRATEGIC AUDIT P LANNING FLOWCHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAS and/or IAS Risk

D.4.2.6 Risk Evaluation

Processing

Reviewing

Approving

Recording

Safekeeping

From page 29 - -

27

Determinge the comparative significance of risks relative to the objectives
and performance thresholds of the agency and the magnitude of risk by
combining consequence and associated likelihood

Technigues for evalusting the

significance of risk:

1. ALARP/SFAIRP

2. Frequency-number [F-N)
diagrams

3. Pareto charts

4. Reliability centered maintenance
{RCM]

5. Risk indices

[Detailed discussion in Annex B, B.8, IEC

31010:2019)

b -

|
I

treatment

1: To page 31

X

Significance of

| R risk? / I
T —-E-:- page 32

working |
Papers

do nothing further/monitoring

Y

Guides staff and monitor
assessment

|
Working |H
Papers 1|
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAS and/or IAS Risk

D.4.2.6 Risk Evaluation

Processing

Reviewing

Approving

Recording

Safekeeping

From page 31 -

3. the agency’s appetite for risk;

5. the varied values that different
benefits;
&. trade-offs that may need to be

Select between options involves weighing the potential advantages and
disadvantages of each option taking into account:
1. uncertainties associated with the potential outcomes of the aptions
and estimates of costs and benefits;
2. potential events and developments that may affect outcomes;

4. the different attitudes and beliefs of stakeholders;

stakeholders place on costs and

made between competing cbjectives.

7. uncertainty around judgements made from the outputs of risk analysis,
including considerations such as whether objectives and criteria will
continue unchanged into the future.

I

1

! Techniques for selecting betwesn
| Cptions:

| 1 Cost benefit analysis (CBA)

| 2 Decision tree analysis

1 3. Game theory

I 4. Multi-criteria analysis (MCA)

| (Detsiled discussion in Annex B, B.9,
I IEC 31010:20189)

I
1
1

T
Working
Papers
—

Gg}___ To page 32

4

Guides staff and monitor
assessment
I
———e—— .
Working |7
1

Papars
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D.4 STRATEGIC AUDIT PLANNING FLOWCHART
D.4.2 Assessment of OSEC Control Risk, OPS, STO, GAS and/or IAS Risk

D.4.2.6 Risk Evaluation

Yes
——— Eo page 33

Processing Reviewing Approving Recording Safekeeping
From pages 29;30;31 }__
Draft report of risk ewvaluation
containing the following:
1. Acceptable risks / do nothing
further
— 2. Requires treatment N Reviews draft report of risk
2.1. decisions that involve ¥ evaluation
selecting between options I
2.2_how to treat risks [ _' [
Criry,
2.3. priorities for treatment | s Draft Report
]
Fy K —
Draft Report
T
, 4
MNo T T Yes
Revise draft report of risk | il ecommend? - o | Reviews draft report of risk
hl L P -
evaluation ——— o evaluation
T 1
|_ -l _- - : Working Irr
1 Waorking ) Draf: Report | Papers 1
| Papers i | -y
bt R i
o - _— _
No _,_—"' ) T—
— Revise draft report of risk evaluation "' Approved? =

Revised Philippine Government Internal Audit Man(24120)
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D.4 STRATEGIC AUDIT PLANNING FL OWCHART
D.4.3 Formulation of Strategic Plan

Processing Reviewing Approving Recording Safekeeping

From pages 32 __

+

Process result of the assessment of internal audit risks

Internal Audit |
Risk Report :

- - -"
1. Draft Strategic Plan
with following components:
a. Objectives
b. Methodology
c. Organizational Strategic
Environment

> d. Risks and opportunities
assodated with Strategic Plan . R
e. Management Strategies 1 Rewew.s draft Strategic Plan and
f. Work Strategies & Audit transmittal memo
Coverage ; H ;
g. Allocation of Audit Resources : Ref ce .:
h. Performance Measures | Materials N
i. Review of the Strategic Plan ! o
2. Draft transmittal memo T
- ———
] 1
| Reference |, Draft Strategic
I Materials 1} Plan & memo
I ]
I - .-__-_—_I — T
Revise draft Strategic Plan and No __,"_ '-ﬂ-_h__‘fes _ Reviews draft Strategic Plan and
transmittal memo — Recommend? e | transmittal memo
T ___,--"' T
________
I by -
Reference i Diraft Strateqi Draft Strategic
1 ] ra egic
! Materials | ! Flan & memo Flan & memo
- T -_'_._-'_'__-_ - __,_—"__ ----"\-\._ ____/__
4 — Approved?
— Revise draft Strategic Plan and transmittal memo -«__ﬁ_ (__«-— |Ye5
Records release of Strategic Plan . |
I I A draft Strategic Pl d with transmittal memao gto the LE esin the DTS the receiving copy
e ! pproves dra rategic Plan an Y 5 _— L
! Reference || Draft Strategic - ™ Leadofa ¥ 2. Files receiving copy
| Materigls ' Plan & meme transmittal memo ead of Agency
H atenau_: ™ | e — | : —r
! - - r E 15
e — Reference | trategic Plan | Strategic Plan) Report | Srgtegic Plan) + Storage
Materials 1 & memo ! amemo ! . L a4 ———
— | TR —— End
Page 23

. o ) Page 255 of 349
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D.5 ANNUAL AUDIT PLANNING FLOWCHART
D.5.1 The Annual Work Plan (AWP)

Processing

Reviewing

Approving

Recording

Safekeeping

Process (1) the prioritized audit areas from the approwved Strategic Plan, to

Directs

the Planning Team to

Records receipt of the Strategic
Plan approved by the Head of

1. Encodes in the DTS the receiving copy

Revised Philippine Government Internal Audit Man(24120)

determine the e and area of audit and the timeliness of audit; and [2) [ . L
! TP ‘ 12) prepare the AWP T Agency and forwards the same to 2. Files receiving copy
transmittal memo
the HolA
T :
1
Strategic
Strategic = p,ang Report Storage
FPlan _ a
— = e —
® Draft AWP and transmittal Hp Reviews draft AWFP and
memo transmittal memo
Fy
Draft AWP
& memo
- — ——
No — - Yes
Revise draft AWP and Recommend? 4| Reviews draft AWP and
transmittal memo —— e transmittal memo
[ E——
1
"gcr“nﬂ N Draft AWP
aper= & memo
R .—__'__—_- 1 5 o —
Mo ___.--/'--- T
L Revise draft AWP and transmittal memo <} “’ Apprg.,-ed'p '““'_a-
i . ‘r’
Working 1)
Papers n Dg?ﬂ::ﬁp ——|Eo page 35
Page 34

Page 256 of 349



D.5 ANNUAL AUDIT PLANNING FLOWCHART

D.5.1 The Annual Work Plan (AWP)

Processing

Reviewing

Approving

Recording

Safekeeping

From page 34:|———— @

Approves draft AWP and
transmittal memo

1™

Records release of AWP and
transmittal memo to the Head of
Agency (Hod)

1. Encodes in the DTS the receiving copy
2_ Files receiving copy

AWP and
memo

——

1
AWP and !
e : REPO”

End

Revised Philippine Government Internal Audit Man(24120)
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D.5 ANNUAL AUDIT PLANNING FLOWCHART
D.5.2 Prioritize by Process, the Control Methods and Measures in to Potential Audit Areas (2nd year or 3rd year)

Processing Reviewing Approving Recording Safekeeping
Validate the following from the Approved Strategic Plan: Directs the preparation of prioritized
1. Critical assumptions/parameters audit areas and forwards copy of
a. Baseline Assessment Report (2nd or 3rd year); " the validation reports of approved
b. Control Risk Assessment (2nd or 3rd year) recommendations of audit follow-
c. Internal Audit Risk (2nd or 3rd year) up reports to PTL

2. Previous Audit Reports / Follow-up Reports (2nd or 3rd year)

Diraft Validation|
Report [audit
follow-up)
¥ T
Draft wvalidation report for the
g critical assumptions/ parameters - Reviews draft validation report
of the BAR; control risk; and v P
internal audit risk
i I | 4+ | i I |
| Werking |1 Draft Validation | Working |1 DF':"“ “':: F‘a;‘i”
| Papers 1) Report (audit , Papers ': ?:I'D lau
IL . : follow-up) :_ _ c-w-_u_a]_
[l - — e c___—_—__—-:_ - —
i o No o T Yes ) o
Revises draft validation report " Recommend? = Reviews draft validation report
T -----h'--..—-"'---/-
i 1
Draft Validatie| § @ §FTTT==== 1
Report (audit Working :‘I
follow-up) | Papers 1))
—— --_\""—-___
i N o Ll " ——
7 Revises draft validation report -+ e Approved? —
Fo==d== Yes
| Working | ! raft Validation
| Papers o R:f;crt [audit
' L=t ow-up) _
e el . — To page 37

Page 30
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D.5 ANNUAL AUDIT PLANNING FLOWCHART
D.5.2 Prioritize by Process, the Control Methods and Measures in to Potential Audit Areas (2nd year or 3rdyear)

Processing

Reviewing

Approving

Recording

Safekeeping

From page 36 ]——— @

Process (1) validation report to determine the types and areas of audit as
well as the timeliness of audit; and (2) transmittal memo

Walidation
Reports 1)

h

™ Draft AWP (2™ or 3™
transmittal memao

year) and

Reviews draft AWP (2™ or 3™
year) and transmittal memo

Working :
Papers !

Craft AWP &
transmittal
mEme

S

Revise draft AWP (2™ or 3™
year) and transmittal memo

Diraft AWP &
transmittal
M

T

Directs the preparation of the AWP
(2™ or 3 year) to PTL

Reviews draft AWP (2™ or 3™¥year)

I Draft AWP &

| transmittal

i mEmo:
— ——__  Yes
Recommend? =

and transmittal memao

JERNRY H—

Working
Papers

——

[

Draft AWP &
transmitta

No T
- T

e
o Approved?
T .

—
! Yes
‘|}o page 38
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D.5 ANNUAL AUDIT PLANNING FLOWCHART
D.5.2 Prioritize by Process, the Control Methods and Measures in to Potential Audit Areas (2nd year or 3rd year)

Processing

Reviewing

Approving

Recording

Safekeeping

From page 37 |-—- @

Approves draft AWP and

Records release of AWP (2™ gr 3

—» year)and transmittal memo to the

1. Encodes in the DTS the receiving copy

Revised Philippine Government Internal Audit Man(24120)

transmittal memo Head of Azency 2. Files receiving copy
! I — RN NN ey s [
""" B AWP and I AMWPE AWFE
Working 1] tramemittal ! tansmittal | Report transmittal Ctorage
Papers it p—  memo . mema ~rag
r— -.":-f—_-_-__ll — ____,——— '..__ i Sehi — — = -7 o
I'_—_— p — S
End
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D.6 AUDIT PROCESS

D.6.1 Audit Engagement Planning

Processing

Reviewing

Approving

Recording

Safekeeping

Consultation with the audit team, assign each team member audit
responsibilities [ functions

Issue Office Order creating an Audit
Team to conduct Compliance Audit
(CA), Management Audit (MA)
andfor Operations Audit (0A)

Records Office Order creating an
Audit Team to conduct Compliance

9 Audit (CA), Management Audit (MA) [T

and/or Operations Audit (OA)

1. Encodes in the DTS the receiving copy
2. Files receiving copy

_ETD plage 40

| 1 | e _
v L 0 SN N | - | : :
! Office Order, 1)1 | Approved ) Office Office | Reoort i1 Office |
\Audit Program) 1! | APLAAR, 1y Ord Ord | po y Order
i ——aly | Strotesic Plan |1 =r e | !
‘___—-_' .'_-_' g + = L .= ': — =TT S [T —
Process updated documents gathered from auditee such as
organization’s mandate, objectives, strategies, operating and support . | Guides staff and maonitor
systems, manual of operations, flowcharts, narrative notes, relevant | asseszment
laws, rules and regulations together with organizational performance :
and previous audit reperts | | iT"T-== 1
Working 1]
___J____'_ Fapers :|
1 !
Rh'zer?nf :: Working !
tenals :: Fapers
e T
St +
Define the objectives of individual audit 4—|p| Guides staff and  monitor
assessment
'____J___"u [
: Reference b Working [ 1,
 Materals | | Working !
| - = ': | Papess )
L_______.—' - = v 1 - Ni
Define audit scope consistent with the individual audit objectives. Audit
scope includes timeframe, locations and the major processes | operating o] Guides staff and monitor
systems / support systems or key controls that will be covered by the assessment
audit to achieve audit objectives
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D.6 AUDIT PROCESS

D.6.1 Audit Engagement Planning

Processing

Reviewing

Approving

Recording

Safekeeping

From page 39 j———— 1

Determine audit criteria for each individual audit which includes:

1. statutory policies, rules, regulations and procedures;

2. povernment policies, standards, guidelines, and regulatory issuances;
3. process requirements, citizen's requirements, needs and expectations

T P— —
| Reference 1| "g:g:su
i Matenals

Determine audit methods depending on the audit objectives, scope and
criteria as well as duration and location:

1. determine whether audit method is on-site, remote or a combination

2. determine sampling technigue including sample size for detailed sampling
3. determing audit tools and technigues

T TTTTN r
| Reference 1 Warking
| Materials :: Papers
] - ____.II

financial resources, among others

Determine resources reguired for the audit and target milestones/dates by
assessing the current staff capability/capacity; technological resources; [g

] L
| Reference ::
| Materials |

-1
Working ]

Papers

To page 41

> Guides  staff and monitar
assessment
T
—_——— e
1
Working 1}
Papers ::
1
> Guides staff and  monitor
assessment
T
____I___
] :1
! Warking "
y Papers :::
1
n | Guides staff and monitor
assessment
U
1
Working ')
Papers 1}
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D.6 AUDIT PROCESS

D.6.1 Audit Engagement Planning

Processing

Reviewing

Approving

Recording

Safekeeping

From page 40:| i

Determine schedule audit and other activities relevant to the individual

a| Guides staff  and

Materials |
1

audit.
I
r
Reference 1 Working
Papers

e
¥ _

effectiveness of the audit

Determine Key Performance Indicators of the audit engagement to assess

the outputs / outcomes contributing to the owverall efficiency and

assessment

Working
Fapers

o | Guides staff and

- ]
Materials 1

Working

Papars

Develop monitoring and ewvaluation activities and incorporates into the

L -

k J

<3>‘ To page 42

audit plan
_————m e — -
1 F
1 Reference ! Working
| Materials | Papers
i -

assessment

mm—
! Working 1]
| Papers !
1 —_

4—> Guides staff and

assessment

| 0
1 i
y Papers 1
1 Iy
L =1
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D.6 AUDIT PROCESS

D.6.1 Audit Engagement Planning

. _ Y Draft Audit
Waorking : Plan and
Papers |, KPls

I

I

I

i

i

L
©

L] Revise draft audit plan and KPls

Working
Papers

Draft Awdit
Plan and

| Working 1!
| Papers 1),
1 ey I|:
N'D‘ . __-d-"_-- T
=1 ) Approved? =
— ——
l Yes
Approves draft audit plan and Records release of Approved || 1- Encodesinthe DTS the receiving copy
KPls Audit Plan and KPls 2. Files receiving copy
B : —
- ]
Working 1] Audit Plan | Audit Plan |1’
Fapers |1 and KPls | and KPis 1"
[l - L
o - v
End

Processing Reviewing Approving Recording Safekeeping
From page 41 |---- @
i Draft audit plan and KPIs HH- E:riews draft audit plan and

5
[ Dt At |

. " raft Audi
: '.;:'h:sg HE Plan and
| T ' KPIs |
b ! ‘L—L_-_—:f-'—_:_:___
No " T~ Yes

—__ Recommend? = ® Reviews draft audit plan and KPIs

"-\-\_____ __J_.-"
R
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D.6 AUDIT PROCESS
D.6.2 Audit Execution
D.6.2.1 Opening Meeting

Processing

Reviewing

Approving

Recording

Safekeeping

Memorandum [ANM)

Process the identification of all participants [ attendees, location, schedule of
the opening meeting and the preparation of the Audit Notification

-1

Directs the conduct of Opening
Meeting:
H 1. comfirming agreement of all

participants to the audit plan
2. introduce the audit team and

Revised Philippine Government Internal Audit Man(24120)

R their function
Audit 1 Working 3. ensure that all planned activities
Plan H Papers in the audit plan can be
il performed
— "r '___L____I
1
- i Office |
Draft ANM - Reviews draft ANM ' Order E
1 —

____L___, F ) T — b o™

| AuditFlan & |17 Diraft T,

e 5 i Working !

! ref. materials :: ARM Paners ::

i 1 _____,-——_ |: o

, T Yes _
Revise draft ANM = Recommend? = Reviews draft ANM
— T — pp——

1 1

| Working !} Draft Working |1

i Papers 1 AN Papers i

|
I.___ — T ! L e - - :
No _— T
L Revise draft ANM < - Approved? =
— -
I .
L Yes Records release of the ANM and 1. Encodes in the DTS the receiving copy
Draft o | transmittal memo to the auditee [~ 2. Files receiving copy
AMNM Approves draft ANM >
_ . S — | P mp— :
Approved | Approved | Storage
Approved ANM Report IOANM
AMNM == e L Py ¥ T
— T {( End
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D.6 AUDIT PROCESS
D.6.2 Audit Execution
D.6.2.1 Opening Meeting

Recording

Safekeeping

Processing

Reviewing

Approving

Conduct of Opening Meeting with the Head of Internal Audit Office, Audit Team and the Auditee to:

1. confirm agreement of all participants to the audit plan

2. intreduce the audit team and their function
3. ensure that all planned activities in the audit plan can be performed

Take down minutes, notes and
records of the Opening Meeting

kL

Working

Y

Discuss the audit plan and obtain

for the overall framework for the conduct of the audit

the auditee’s views and expectations

L
Reference : : Working
Materials ! Papers
e
=

Conclude the meeting by
summarizing the issues discussed,
in particular, the plans for the
audit, auditee's view and
expectations for the overall
framework

To page 45
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D.6 AUDIT PROCESS
D.6.2 Audit Execution
D.6.2.1 Opening Meeting

Processing Reviewing Approving Recording safekeeping
From page 44 f-—--- @
Draft Minutes of the Opening Review draft Minutes of the
Meeting and transmittal » Opening Meeting and transmittal
memao

Diraft Min

Revises draft Minutes of the Reviews draft Minuets of the

- - p| Opening Meeting and trans-
Opening Meeting and trans- | Ll |:| = £
- mittal Memo
mittal memo
T
JI. I I_____.__II-
‘St ) . Working !
Working 1! raft Minute \ Papers 1
[H & memo 1 N
:I - s
-1 |
Mo - e "-h_________q_
Revise draft Minutes of the Opening Meeting and transmittal memao -l——-‘ii:___q_ Approved? _‘___:I}
———— - Yes
Waorking 1]
Papers 1)
! .
o a Approves draft Minuets of the Records release of Minutes of ) .
ol Opening Meeting and trans- »| the Opening Meeting and - 1. Encodes inthe DTS the receiving copy
i _ ™ 2. Files receiving ol
mittal Memo transmittal memo to the £ copy

auditee Lo _.

Minutes &

Minutes &

Working |
Papers :

Page 45
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D.6 AUDIT PROCESS
D.6.2 Audit Execution
D.6.2.1 Opening Meeting

Revised Philippine Government Internal Audit Man(24120)

Processing Reviewing Approving Recording Safekeeping
Reviews submitted auditee’s reply / Records receipt of auditee’s
Process additional information [ corrections on the minutes of the ] comments on the Minutes of the comments on the Minutes of the 1. Encodes inthe DTS the receiving copy
Opening Meating Opening Meeting and instructs audit (4= Opening Meeting and forwards [} 2. Files receiving copy
Team to revise | incorporate the same to the Head of 1AS
T additicnal information T T I
i ! ; , T,
| Replyl | i ! | Reply !
| Comments | | Reely/ : | Comr‘pnlgnts: Report Storage
N P ,Comments: H _J —
- 1 A L — -
Draft concurred Minutes of the Review draft concurred Minutes
Opening Meeting ™| of the Opening Mesting
_______ T
. ' F Y T Draft
i Reply' | . Replyf concurred
! Comments ! i Comments Minutes
b e L et L
T T
Revise draft concurred Minutes Mo — " Recommend? ves Reviews draft concurred Minutes
of the Opening Meeting ) "““'__q_ _‘___/ of the Opaning Meeting
" ey | Draft | Repy
| Reply | ra | Reply
! " concumed | Comments
! Comments 1 Minutes 1 L
I___,‘--__ _____ﬂ"'-_- I.____.'-
T—
Mo — - T
< " Approved? =
— Revise draft concurred Minutes of the Opening Meeting B o — "
1 Yes
I Drait Approves draft coencurred Minutes Records release of a copy of ; IETG:dE. i oy Ry
I Co?r.'uer?'g'its concuTEd ofp:he Opening Meeting T med Minutes of Opening p| =T e oy
{ . Minutes _ | Meeting to the Auditee || -----_-- . T
' : — i
e " . ——_a___ 1 Comcurred |
! i =
| Replyt ! Concurred Concurred E | Minutes | Storage J
| Comments | Minutes Minutes | Ly —
' o Y R - T End
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D.6 AUDIT PROCESS
D.6.2 Audit Execution
D.6.2.2 Compliance Audit
D.6.2.2.1 Audit Criteria

Processing

Reviewing

Approving

Recording

Safekeeping

| Start )

Discuss the audit plan, objective, scope, methods

Directs the conduct of compliance

A

audit

k 4

1. Identify Standards/Criteria;
2. Establish the Condition; and
3. Identify probablefroot cause

Cetermine essential documents needed that will:

h

Working
Papers

Draft letter / memo for various
~  offices requesting for additional [~ Review draft letter/memo
documents
P — & ——— | - ;
] Waorking Diraft Working :: Diraft
 Fapers Letter/Memo Fapers
1 -

Reviews draft letter/memo

———— -y

R —

" T===

! Working Diraft

1 Papers LetizrMemo

— Revise draft letter/memo
T T
Working !} Draft
FPapers ' Letter/Memof
- ! -
- 1 — I

Approves draft letter/memo

- k= =

Working !
Papers

Records released letter / memo
for various offices requesting for
additional documents

1. Encodes in the DTS the receiving copy

1

Letter 1
" Report
:Men‘:o_:

-
| 2. Files receiving copy
P J— 4L_‘|
. Jli::i; + Storage
P End L —
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D.6 AUDIT PROCESS
D.6.2 Audit Execution
D.6.2.2 Compliance Audit
D.6.2.2.1 Audit Criteria

. o ) Page270 of 349
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