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REPUBLIC OF THE PHILIPPINES

DEPARTMENT OF BUDGET AND MANAGEMENT
GENERAL SOLAND STREET, SAN MIGUEL, MANILA

SUPPLEMENTAL/BID BULLETIN (SBE) NO. 1

This SBE No. | datcd March 10, 2020 for the Project, *Subscription of Advanced Endpoint
Secunty Solution,”™ s issucd to clarify, modify or amend items in the Bidding Documents,
Accordingly, this shall form an integral part of said Documents.
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Attached are the Revised Section V1I. Technical
Specifications and the Revised Annex “A"

{Other mattors:

¥ The “Ne Centact Rule” shall be strictly observed. Bidders arc not allowed to call or
talk to any member of the Rids and Awards Committee, Technical Working Group or,
Scerctariat ettcetive March 17, 2020 right after the opening of bids.

#  Fur guidance and information of all concarned.

ACHIELES GERARD C, BRAVO :
Assistarf Secretavy !
Chairperson, DBM-BAC '




Section VII. Technical Specifications

(Revised)

Bidders must state here either “Comply™ or any equivalent term in the colemn “Bidder’s
Staiement of Compliance”™ against each of the individuat parameters of each “Specification.”

Bidder's
Specifications Statemecnt of
Compliance

I. Objective (see attached Revised Annex A, ifem I}

II. Delivery Period (vee attached Revised Annex A, itest 1)
INl. Specifications (yee atfachied Revived Annex A, ftem IF)
IV. Scope of Work (see antachied Revised Annex A, ifem V)

V. Service Level Agreement {vee attached Revised Annex A, itemn VD
V1. Warranties of the Coniractor {(see attached Revised Annex A, item

VI
VII. Confidentiality of Daia (see attached Revised Annex A, ttem Vi)
VII. Terms of Payment {see artached Reviced Annex A, ttem IX)
IX. Pre-Termination of Contract (see affacied Revived Annex A4, item

X)

I hereby certify to comply with all the above Technical Specifications.

MName of Company/Bidder Signature Over Printed Name of Representative Date



Annex "A"

TECHKICAL SPECIFICATION
{Revised}

1. PROJECT TTLE
Subscription of Advanced Endpoint Security Solution
. ORJECTIVE

To implement a comprehensive and advanced endpoint sesunty platforn based on next generation
eybeesecurity fechnologies, endpoint detection and response, unknown malware analysis and managed
pratection for the DBM users' end davices and application servers.

ill. TURATION OF THE CONTRACGT

The contract duration for the subscriplion shall be t'n'.relve {12) months from the jssuance of Cerificate of
Accaptance. :

IV, SPECIFICATIONS
4.1 Endpoint

411 The proposed solulion must be able to support a wide range of Windows operating systems
including Windows Servers 2016.

412 The proposed sofution most be able to support Mac0S and Linux including Linux Containers.

413 The proposed solulion musk be able to suppurt both Waorkstations, Servers and Android wilh
shigle licensa.

4,14  The proposed sclufion myst be a signature-less solution.

418  The proposed solufion must be Microsoft Windows Security Center Cerlified or recognized.

418 The proposed solufion must able to protect propristary applications stch as in-house
applicaticns.

4.2 Management
4.21  The proposed solufion most be clowd based management
422 The proposed soluion shall have the capabilty to report all securty incidents back fo
management immediately as kng as the eadpoind Is connected to the management.
4.23  The ptoposed solution shall provide Web-based Graphical User Interface (GUI).
4.24  The proposed solution management shall also able o manage policy for mobile {e.g. Android)

in cne single consolz.

4.25  The proposed salution managemenl shall allow user lo upgrade endpaint without third party
software or tool.

426  The proposed solution management shali.pmv]de malware file repart view onling or download
as pdf. !

427 The propgsed =olulion management shall provide capability for administrator o creata
exception directly from security event. ;

428 The praposed sclulion management shail provide 2FA capabilily wilhout need of customer
integration.

429  The proposed solution shall provide gmupmg capability as following but not limited to:
» Static — select from existing cannecied endphints
- Dynamic — by define condition based on Endpoint name, Domain, 1P Addresses, VDI,

agent version, and the Operating System on Endpoints.
4.3  Integration

431  The proposed solulion shall provide Lhe capablllty to gel infelligence feed [ram the exisling Palo

Alto Networks firewall without any addibonal custom integration or configuration.




4.4

4.5

4.6

432 The proposed solutivn shall provide capabilily to integrate with an-premises Active Direclory.

433  The proposed solution shall provide capability to forward logs to SIEM or Syslog server.

434 The pmoposed solutipn must have sandbox capabiliy.

435 The proposed solulion must be compatible wilh the exisling Palp Alto Network Security
Solution in arder to provide full visibility in all netwark traffic {inbound and outhound).

Exploit Prevention

441 The proposed solution shall provide the prevention against exploit kit that do fingemirinling
thraugh browser (e.9. Infemet Explorer and Edge}

442  The proposed solution shall provide prevention against exploit that attack the operating system
kemel through kernel privilege escalation.

44.3 The proposed solution shall prevent atiacks which change the execufion ordar of a process by
redirecting an asynchronous procedure calt (APC) 1o point to the attackers malicious shellcode

444 The proposed solution shafl be able to provide realtime prevention against exploils of
application vulnerabiliies by blocking through core exploit techniques not limited to Soffwate
Logic Flaws, Memory Comuplions, code execufion, DUL Hijacking, etc.

445 The proposed solution must be able {o prolect the systems without knowing the CVE numbers

446 The proposed solulion shall prevent zero-day or undiscovered exploits of any application
vulnerabilifies by blacking through core exploits technigues.

447 The poposed solution should provide the capabiity to perform exploit monitoring and
prevention based an core exploit techninues without eannection to the Management Server
andfor Cloud Service or without relying on signatures.

448  The propesed soluticn shall collect farensic data like process name, file source and path, time
stamp, memory dump, eperating system version, user I, vulnerable applivalion version while
terminate the parlicular process that underiattack.

449  The proposed solution shall utilize core exploit technique to prevent or block. It shall not be
hased on signatures or reputation of the file.

4410 The exploit technigue modules shall be able to apply o knawn and popular applications as well
as authorized unknown or in-house developed applications.

4411 The proposed solution shall provide profection against exploit including MacOS, Windows,
Linux and processes running in Linux Containers.

4412 The propozsed solulion shall provide automated forensic memory dump analysis to allow
administrators to quickly understand exploit events.

44,13 The proposed solution shall also provide Behavior Analytics capability to prevent or block
suspicious activitias whish may or may not-related to exploit.

Malware Frevention

451  The proposed schulion shall provide prulectlun against malicious DLL files

452  The proposed solution shall provide anfi-ransomware capability through creation of decoy file
and not using eustomer live file.

453  The proposad solution shall support pmtechun against the execution of malicious executables.

4.54  The proposed solution shall hava the capability o restrict files and applications execution on of
from local fokder, nelwork folder, extemal media (e.q. USB Drive and Optical Media).

455 The proposed sclution shall have the capability to restrict files and applications from leading
anather process that is unknowa or in the background {2k a child processes)

456  The proposed solufion shall use signature-less type of technology to prevent malware.

457 The proposed zoluion shall use dynamic analysis lechnology (e.g. Sandbox} ko identify
unknown malicious executables ineluding DLL.

458 The proposed solution shall use Machine Leaming technology to prevent malware on
Windows, Mac 05, Linux, Linux Cantainerized processes and Andmid.

459  The propesed solulion shall have multi-fayer prevention kechnology that includes but not limited

to sandbox, machine leaming &nd restrichon.

Unknown Malware Analysiz

4.6.1

The proposed solution shall include cloud sandbox with NO additional cosl.




4.7

462

463

4.6.4

4.68.5

465
467

4.6.5
469

The proposed salulion shall have capability to prevent unknown or 2ero-day malware when the
endpoint is in offling stage {no infernet or managément connection).

The praposed salution shall have Lhe capabahty fo prevent unknown file ar application through
restrickion palicy.

The proposed sclution shall have the t.:r;lr:r::ltrlllt:.r fo pravent unknown file from executing untl the
file is been venfy.

The proposed solution shall have the capabmty fo prevent exscutables file by customer
provided hashes.,

The proposed solution shall have the capablhh_.r to identify and pravent greyware

The praposed solution shalt automatieally submit unknown file to sandbox without the need of
adminisirator intervention.

The propoesed salution shall have the capability fo quaranting unknown and zerg malware,

The propased salution shall ke able to identify and pravent sophisticated atlacks that ulilize
legitmats processes and actions for malicious activity based on nun-time behavior.

Delection and Response

4.7.1

472
473

474
475
476
877
478
479

4710

47.11

4712
4713

4.7.14

4.7.15
4716

The proposed solution shall allow security administratar to hunt using Indicator of Compromise
or Combing of multiple behavior of the Indicator,
The poposed salution shall has eapabilily fo display the atlack timeline.
The proposed solulion shalt has the capability to show the suspicious file was leaded or launch
by which patrenl processes.
The propased solution shall not limit to only endpaint but also able to show and comelate
network data from firewall.
The proposed solution shall provide the behavior reearding capabifity like network and user
behaviar analysis through solution provided sensers and not through Netflow data.
EDR, network user behavior analysis ang Prevention should be single endpoint agent.
The proposed salution shall has the capability to isolate the endpaint.
The proposed solution shall has capability to Blacklist suspicious file from the investigation
console.
The proposed solution shall able to prefile the enviranment for behavier defection basa on but
not fimited bo peer, Ime and enlity.
The proposed solition shall be able 1o detect behavior as following but not limit to.

. Command and Control

. Reconnaissance

. Lateral Movemendt

. Data Exfiltration
The proposed solufion Network and User behaviar analysis shall not be based on Net Flow. It
ghall base on Al or Machine Learning technology with combine ol Endpoint, Logs and
MNetworks.
The proposed solution shall be able 1o detect fle-less aftack and script base attack,
The proposed solution shall provide query builder for threats hunling base on the following but
not limited to:
Frocess
File
Hagh {MD5 and SHA256)
MNetwork (IP addresses, por, protocal, country)
Reqistry
Sigrer

The proposed solution shall be able to provide the visualization flow of the chain of events. It
must include processas int he chain lhal happen before the malicious process.

The proposed solution shatl be able to create behavior indicators to idenfify malicious intent
The proposed solution shall be able to detect threals on unmanaged device or netwark
ancmalies based on peer behavior,



4717 The proposed solulion must have the Gﬂpablll[}’ to ﬂhaln detection from netwark, endpaint and
cloud.

4718 The proposed solufion shall alfow admlnlslratnr to create custom deteclion rules to adapt
based on envircnment.

4.7.19 The propesed solution shall have live remote and remote isclation as response.

47.20  The proposed solution shall have procass termination capahilily.

4721 The proposed solulion shall have the t}apahlhl‘_f to assign and mark the stage of investigation of
specific incident,

48 Reporting
481  The proposed solufion shall have a natively built-in dashboard to moniter the following:
. Urregiplved Sacurily Events in Lhe defined timeframe with differenl severilies.
- The OS5 platfcm and the number of managed agents.
» The endpaint license consumption status and s expiry dafe.

482  The proposed saolution shall be able tﬂ manitor the heaith of the individual endpoints including
but net limited to:

. Endpoint Hoslname
- User

- Stakus

. Unrtedying O5

. Agent Version

- Last Seen Time

483 The pmposed salution shall provide 2 high-favel stmmary of the securily and deployment
status of endpoinls. The report can be scheduled to run on a recurting basis and on-demand.
The report shall be able to optionally send to ane or mare e-mail addresses.

49 Forensics
4031 The proposed salution shall suppert the collection of forensfc data captured by the advanced
endpoint selulion to a centralized tocation,
492  The proposed soluiion shall suppert automatic collaction of the following farensic infermation
for further investigation purposes:
- htemaory Dump
. Accessed Files

- Loaded Madules
- Aecessed URI
» Ancestor Processes

493  The proposed solutivn shall have the capabilily to view high leve system information about the
endpoint after the threat has been defected and also provide the capability to refrieve the
prevention data far further analysis and investigation.

¥. SCOFE OF WORK AND SERVICES

51 The CONTRACTOR shall conduct pre-implementalion meeting with DBM represeatatives and curment
Facilty Management Service provider so Lhat all the necessary preparations, ideal set-up, contraciors
famiarizalion of the compuling enviranment, and ather implementation matters are cleardy discussed
and finalized.

£2 The CONTRACTOR shall deliver, install, configure and make cperational the Advanced Endpoint
Secunly Soluticn and its components for 1,500 devices [servers, worksiations and matile devices)
within sixty (60 calendar days from recsipt of Nokice to Proceed (NTP).

The CONTRACTOR must have lhe following Cerified Professionals for the Advanced Endpoint
Securily Solution installafion, configuration, tesfing, commissioning and integration with Network




Accass Control (NAL) and alignment to the DBM éanterpn’se network [certificates must be subimitted in
* the submission af hid docurments and subject for posl qualification]

- tanulacturer-Certified Advanced :Endpﬂ‘lnt Security Professional or ils equivatend
CISCO Certified Network Professional

5.3 Technical Support

531  The CONTRACTOR musl be able to provide a 3-tiet suppork:
= Local reseller as the first-lavel of support
= Distribufor as the second-evel of support
+ Principal as the thicd-leve) of suppart

5.3.2 The CONTRACTOR shall providefrender twenty-four hows a day, seven days a wesk (24x7)
technical support service that can be delivered in a form of lelephone call, etectranic mail,
andior an-site supparl.

The CONTRACTOR shall resolve every problem within six {3} hours after i was reported by
DEM. It shall refar o a condition whetein lhe repored problem is resolved by Lhe
CONTRACTOR to the satisfaction of the DBM. Problem and resoiution shall be logged in the
DEM Help Desk Facility.

54  The CONTRACTOR shall provide Technology Transfer tased on the following schedube:

Training _ Schedule No. of Patticipants Duration
To be scheduled by the
DBMAICTSS priar to the At lsast five {3)
angagement of the ICTSS persennel, One (1) day
Advanced Endpoint Security ooniract,

To be scheduled by the

Solution installation, DBM-ICTSS priorfothe |  Atleast five {5)

cunﬁg!.lr_aﬁ on and engagement of the ICTSS personnsl, Une (1) day
administration conltract,
To be scheduled by the
DBM-ICTSE priorto the Atleast five {5}
engagement of the ICTSS personnel. One (1} day

conlract,

The CONTRACTOR shall issua individual Lraining certificates and training materials for each of the
participants. :

5.5 The CONTRACTOR shall provide as-huilt documentatinn af the Advanced Endpoint Security Solution
set-upf diagram in both hard and soft copiesiincheding information in the deployment, systsm
resourcefoverhead requirements of the softwareflT equipment employad in the project as well as
procedures for installation, configuration, integration, usage and backup within sixty (€0) calendar
days from the receipt of NTP. '

56 A Cerilicate of Acceptance shall be issued b‘j‘ the Director of Information and Communication
Technology Systems Senvice [JCTSS).

V., SERVICE LEVEL AGREEMENT

5.1 DBM shall maintain a Service Level Agreement (SLA) with the CONTRACTOR, with pravisians for
liquidated damages far their Ron-compliance.




Descriplien

week [24x7) technical suppod servies
that can be delivered in a form of
felephone caif, electronic mail, andfor on-
sile suppart.

The CONTRACTOR shall rescive every
problem within six (6} hours affer it was
reported by DBM. It: shall refer o a
condilion wherein the .reported problem
is resolved by the CONTRACTOR to the
satisfaction of the OBM. Problem and
regolulion shall be logged in the DEM
Help Desk Facility.

- Compenent Liquidated Damanes
6.171 Delivery, The CONTRACTOR sﬁa“ deliver, install, | One {1} % of the total
Installation, configure and make; opesational the | contact prce shall  he
Configuration and | Advanced Endpoint Securty Solution | imposed for everyday of
Operationability and its components for 1,500 devices | delay.
{servers,  workstalions  and  mobile
devices} within sixty (60} calendar days
L from receipt of Notice 10 Proceed (NTP). |
5.1.2 Technical The COMTRACTOR shall providefrender | 1/10% of 1% of the tols!
Support twenty-four hours a day, seven days a | confract  price  shal  be

imposed for svery hour of
delay. Said penalty shall be
deducted from the special
bank guarantas.

8.1.3 Technical Training

The CONTRACTOR shall provide
Technology Transfer based on the
schedule that will be provided by DBW-
|CTSS prior ta the engagament of the
conlracl.

i1Hh of 1% of the total
contract  price  shal  be
imposed for every day of
delay. Said penalty shall be
deducted from the speciai

Endpoint Securty  Solution  setup/
diagram in both hard and soft copies
including informalion in the deployment,
system resourcefoverhead requirements
af the sohwareflt equipment employerd
in the project as well as procedures for
installation, configuraficn, integration,
usage and backup within sixty (G0

| calendar days from the' receipt of NTP, .

VIt WARRANTIES OF THE CONTRACTOR

bank guarantee.
6.1.3 Documantalion The CONTRACTOR shall provide as- | 1/10th of 1% of the lotal
buit documeniation of the Advanced | contract price  shall  be

imposed for every day of
defay. Said penalty shall be
deducted from lhe special
bank guarantee,

7.1 The CONTRACTOR wamants that it shall c:c:nfnrrn: strictly to the terms and conditions of this TOR,

7.2 The CONTRACTOR wairanis, represents and Undertakes reliability of the services and that their
manpower complements are hardworking, qualifiedireliable and dedicated to do the service required
to the satisfaction of the DBM. It shali employ well-behaved and honest employees with 1D displayed
conspicuously while warking wilhin the compound. |t shall not employ DEM employees to work in any
category whatsoever,

7.3 The CONTRACTOR in the performance of its services shall secure, maintain at ils own expense all
registralion, ficenses or pennits required by Nationzl or Local Laws and shall camply with the rules,
regulalions 2nd directives of Regulatory Authorfies and Coramissions.




7.4

7.5

T

7.7

78

7.9

|
The CONTRACTOR's personnel shall take all necessary precautions for the safety of all persens and

properties at or near their area of work and shall: {:ump]y with all the standard and established safefy
tegulations, rules and practices. :

The COMTRACTOR shall coordinate with the ailthuﬁzed andfor designated DEBM parsonnel in the
perarmance of their jobs.

The CONTRACTOR shall be liable far loss, damai;e or injury due directly or indireclly lhrouagh the fault
or negfigence of its personnel. It shall assume full responsibility thereof and the DBM shalt be
specifically released from any and all liabilities an'sing therefrom.

The CONTRACTOR shall neither assign, transfer pledge, nor sub-contract any part or inlerest
therein.

The CONTRACTOR shall idenlify the certified lechnical suppart persoanel that will be given authority
fo access and cperate the specified equipment. .DEM shall be informed thru a formal notice on the
change or eplacement of technical perscnnel ﬁure {5) days prior the acisal rendeding of technical
support services.

The CONTRACTOR shall provide a services wihiich shall include fechnical support and technology
transter which shall be covered by special bank guarantes equivalent to 10% of the tolal copdract
price. The said amount shall be released afler Ihe tapse of lhe subscription period. Provided that all
conditions imposed under the contract have been fully met.

The subseription pedied shall commence on the day Lhe DBM issues the Certificate of Acceplance.

Vitl. CONFIDENTIALITY QF DATA

81

82

All project personnel of CONTRACTOR. shalt be réqu‘lred te sign a Non-Disclosure Agreement (MDA).

The CONTRACTOH agrees fo hold the Pfupﬁetary Information in stict confidence. The
CONTRACTOR furthaermore agrees not to reprodiice, lransiate or disclose the Proprietary Information
to 3rd parties without prior wiitten approval of the DEM.

X, TERMST OF PAYMENT

8.1

92

93

The CONTRACTOR shall be paid upon pravisign of icenses and suppor senvices of this Project
subject lo the required Final Withholding VAT (Services} of five percent {5%) and Expanded
Wilhholding Tax of two percent (2%} .

Payment shall be made within a reasonable’ ime from the submission of Lhe documentary
requirements stich as, but not limited to the fﬂllnwmg, based on existing accounting and auditing laws,
riles and requlations:

821 Sales InvoicefBillings

922 Training Cenfficate and Manug!

923 Documentation

924 Cenriicate of Acceptance issued by ICTSS D:rectur
925 HNon-Disclosure Agresment

Mo advance payment shall be made as provided for in Secton 88 of PB 1445,




X PRE-TERMINATION OF CONTRACT

10.1 The conlract lor the Renewal of Licenses for he Subseriplion of Advanced Endpoinl Security Solulion
may he pre-ferminated by the DBEM for any violation of the terms of the contract.  In case of pre-
fermination, the CONTRACTOR shall be informed by the DBM thirty {30} days priar to such pre-
termination.

10.2 In case of pre-termination, the CONTRACTOR .shall ke lighble to an addiional hquidated damages
equivalent {o one percent (1%} of the contract price as provided by the Govemmeant Agcounting
Manual {GAM) and forfeifure of fhe Performance Securty.

10.3 The BBM shall have the rght to blacklist the CONTRACTOR in case of pre-lemination.

11




