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Section VI. Schedule of Requirements 
 
The delivery schedule stipulates hereafter the date of delivery to the project site.   
 
Item Description Quantity Delivery Schedule 
1 Palo Alto 3260 with serial numbers:  

 016401002571; and 
 016401002749 
 

And with the following features: 
 Wildfire Sandboxing 
 AutoFocus Threat Intelligence 
 Threat Prevention 
 URL Filtering 
 

As detailed in item 4.0 
(Detailed Technical Specifications) 

2 units Not later than April 1, 
2023 

2 Palo Alto Panorama M-200 with serial 
number 017607001052, as detailed in 
item 4.0 
Technical Specifications) 

1 unit 

 
* The period for the performance of the obligations under the Contract shall not be beyond the 
validity of the appropriation for the Project. 

 
 

 
I hereby certify to comply and deliver all the above requirements. 
 

 
 
 
_____________________  _______________________________________  ________ 
Name of Company/Bidder    Signature Over Printed Name of Representative          Date 
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Section VII. Technical Specifications 
 

 
 
 

Specifications  Compliance 
I. Subscription Period  

item 3.0)  
 

 

II. Specifications and Scope of Work  

item 4.0) 
 

III. Service Level Agreement  
(
item 5.0) 

 

IV. Warranties of the Contractor  
(
item 6.0) 

 

V. Confidentiality of Data  
(  [Detailed Technical Specifications], 
item 7.0) 

 

VI. Terms of Payment  
(
item 8.0) 

 

 
I hereby certify to comply with all the above Technical Specifications. 
 
 
_____________________ _______________________________________   _______ 
Name of Company/Bidder    Signature Over Printed Name of Representative       Date 
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Annex A 
 

DETAILED TECHNICAL SPECIFICATIONS 
  
 
 
1.0 PROJECT TITLE 

 
Renewal of ICT Equipment Licenses and Support (Licenses and Support Services for 
Palo Alto Intrusion Detection and Prevention System). 

 
2.0 OBJECTIVE 

 
To continue and maintain the functionality of the Information and Communications 
Technology (ICT) Equipment and Licenses and to ensure the security and reliability of 
Department of Budget and Management (DBM) Application Systems. 

 
The licenses and support services for Palo Alto Intrusion Detection and Prevention 
System shall ensure the maintained performance and functionality of the existing DBM 
Equipment and Application System managed by the Information and Communications 
Technology Systems Service (ICTSS). Hence, reference to brand names is authorized 
under Section 18 
to brand names shall not be allowed except for items or parts that are compatible with 
the existing fleet of equipment of the same make and brand, and to maintain the 
performance, functionality and useful life of the equipment. (emphasis supplied) 

 
3.0 SUBSCRIPTION PERIOD 

 
The Renewal of ICT Equipment Licenses and Support (Licenses and Support Services 
for Palo Alto Intrusion Detection and Prevention System) shall cover the period of April 
1, 2023 to March 31, 2025. 

 
4.0 SPECIFICATIONS AND SCOPE OF WORK 
 

4.1.1 The contractor shall provide licenses and support for the following Palo 
Alto Equipment: 
 
4.1.1.1 Two (2) units of Palo Alto 3260 with serial numbers: 

 016401002571; and 
 016401002749  

And with the following features: 
 Wildfire Sandboxing 
 AutoFocus Threat Intelligence 
 Threat Prevention 
 URL Filtering 
 

4.1.1.2 One (1) unit of Palo Alto Panorama M-200 with serial number 
017607001052 
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4.1.2 During the subscription period, technical support shall be available twenty-
four hours a day, seven days a week (24x7). Technical support may be 
delivered in the form of a telephone call, electronic mail, and/or on-site 
support as requested by the DBM-ICTSS authorized personnel. 

  
Problems on software and hardware components shall be resolved to the 
satisfaction of the DBM within four (4) hours from receipt of the report. 

 
4.1.3 During the subscription period, defective parts/accessories of the subject 

ICT equipment shall be replaced, at no additional cost to the DBM, with the 
same or better brand, model features, quality, and functionalities if the same 
is not repaired within the allowable resolution time of four (4) working 
hours. 

 
4.1.4 During the subscription period, a service unit of at least the same brand, 

model, features, and functionalities or its equivalent in case of equipment 
breakdown, shall be provided, at no additional cost to the DBM. The service 
unit shall be made available and operational within four (4) working hours 
from the time the problem has been reported by the DBM-ICTSS authorized 
personnel . 
 
However, mandatory replacement of defective unit with a brand-new unit 
of the same or better brand or model shall be made, if not repaired beyond 
one (1) month from the time the service unit was provided, at no additional 
cost to the DBM. 

 
4.1.5 During the subscription period, the components (e.g. firmware upgrade, 

software update, patches, etc.) of the Palo Alto equipment shall be kept up 
to date. 

 
4.1.6 During the subscription period, conduct regular preventive maintenance as 

required by the ICTSS. The results of such shall be documented in a report 
(e.g. status report, health check, performance, updates, recommendations, 
etc.) submitted within three (3) calendar days from the conduct of the 
activity. 

 
4.1.7 The contractor must have the following Certified Professionals, with each 

certification represented by a different individual who will handle DBM 
requests and activities:  
 
4.1.7.1 Palo Alto Networks Certified Network Security Administrator 

(PCNSA)  
4.1.7.2 CISCO Certified Network Professional Enterprise 
 
The corresponding certificates will be required during the post-
qualification. 
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5.0 SERVICE LEVEL AGREEMENT  
 

5.1 DBM shall maintain a Service Level Agreement (SLA) with the contractor, with 
provisions for liquidated damages for their non-compliance which shall be 
charged against any money due or which may become due to the contractor, or 
collected from any securities or warranties posted by the contractor. 
 

 
Component Description Liquidated Damages 
Renewal of 
Licenses and 
Support 

The contractor shall provide 
licenses and support for Palo 
Alto Intrusion Detection and 
Prevention System covering 
the period of April 1, 2023 to 
March 31, 2025. 

1/10th of 1% of the 
contract price for the 
undelivered portion shall 
be imposed per day of 
delay.  

Technical Support The contractor shall provide 
24/7 technical support, as 
defined in item 4.1.2 of this 
Detailed Technical 
Specifications (DTS). 

1/10th of 1% of the total 
contract price shall be 
imposed per hour of delay. 

Replacement of 
defective parts 

The contractor shall replace 
defective parts, as defined in 
item 4.1.3 of this DTS. 

1/10th of 1% of the total 
contract price shall be 
imposed per hour of delay. 

Provision of service 
Unit 

The contractor shall provide 
a service unit in case of 
equipment breakdown, as 
defined in item 4.1.4 of this 
DTS. 

1/10th of 1% of the total 
contract price shall be 
imposed per hour of delay. 

 
 
6.0 WARRANTIES OF THE CONTRACTOR 
 

6.1  For the subscription of the licenses and support, the warranties shall be made 
such as but not limited to the following: 
 
6.1.1  The contractor warrants that it shall conform strictly to the terms and 

conditions of this Detailed Technical Specifications. 
 
6.1.2  The contractor warrants that the technical staff assigned are qualified to 

provide the deliverables required to the satisfaction of the DBM. 
 

6.1.3  The contractor shall secure, maintain at its own expense all registration, 
licenses, or permits required by National or Local Laws and shall comply 
with the rules, regulations, and directives of Regulatory Authorities and 
Commissions. The contractor undertakes to pay all fees or charges payable 
to any instrumentality of government or any other duly constituted 
authorities relating to the use or operation of the installation. 
 

6.1.4  
necessary precautions for the safety of all persons and properties at or near 
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their area of work and shall comply with all the standard and established 
safety regulations, rules and practices. 
 

6.1.5  
with the DBM ICTSS in the implementation of this project. 

 
6.1.6  The contractor shall be liable for loss, damage, or injury caused directly or 

indirectly by the fault or negligence of its technical staff assigned. It shall 
assume full responsibility thereof and the DBM shall be fully released from 
any liability arising therefrom. 

 
6.1.7  The contractor shall neither assign, transfer, pledge, nor subcontract any 

part or interest to the contract being bidded out. 
 
6.1.8  The contractor shall identify the certified technical support personnel that 

will be given authority to access and operate the specified equipment in item 
4.0 of the DTS. The DBM shall be informed within five (5) calendar days, 
through a formal notice, of any change or replacement of technical staff 
assigned.  

 
7.0 CONFIDENTIALITY OF DATA 
 

7.1 All technical staff assigned by the contractor shall be required to sign a Non-
Disclosure Agreement (NDA). 

 
7.2 The DBM Enterprise Network System, its component, parts and all products, 

products samples and specifications, data, ideas, technology, and technical/non-
technical materials, all or any which may be derived from any of the foregoing are 
strictly confidential. 

 
7.3 The contractor agrees to hold all the foregoing information in strict confidence. 

The contractor further agrees not to reproduce or disclose any confidential 
information to third parties without the prior written approval of the DBM. 

 
8.0 TERMS OF PAYMENT 
 

8.1  One-time payment, shall be made, subject to  the submission of the following 
documentary requirements, and in with accordance to the budgeting, accounting, 
and auditing laws, rules, and regulations: 

 
8.1.1 Proof of Renewal of Palo Alto Intrusion Detection and Prevention System 
8.1.2 Sales Invoice/Billing Statement 
8.1.3 Certificate of Acceptance issued by the ICTSS Director 
8.1.4 NDA  



` 
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Section IV. General Conditions of Contract 
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1. Scope of Contract 
 
This Contract shall include all such items, although not specifically mentioned, that can 
be reasonably inferred as being required for its completion as if such items were 
expressly mentioned herein. All the provisions of RA No. 9184 and its 2016 Revised 
IRR, including the Generic Procurement Manual, and associated issuances, constitute 
the primary source for the terms and conditions of the Contract, and thus, applicable in 
contract implementation.  Herein clauses shall serve as the secondary source for the 
terms and conditions of the Contract.  
 
This is without prejudice to Sections 74.1 and 74.2 of the 2016 Revised IRR of RA   
No. 9184 allowing the GPPB to amend the IRR, which shall be applied to all 
procurement activities, the advertisement, posting, or invitation of which were issued 
after the effectivity of the said amendment.   
 
Additional requirements for the completion of this Contract shall be provided in the 
Special Conditions of Contract (SCC).   

 
2. Advance Payment and Terms of Payment 

 
2.1. Advance payme

2016 Revised IRR of RA No. 9184. 
 

2.2. The Procuring Entity is allowed to determine the terms of payment on the partial 
or staggered delivery of the Goods procured, provided such partial payment 
shall correspond to the value of the goods delivered and accepted in accordance 
with prevailing accounting and auditing rules and regulations.  The terms of 
payment are indicated in the SCC. 

 
3. Performance Security 
 

Within ten (10) calendar days from receipt of the Notice of Award by the Bidder from 
the Procuring Entity but in no case later than prior to the signing of the Contract by both 
parties, the successful Bidder shall furnish the performance security in any of the forms 
prescribed in Section 39 of the 2016 Revised IRR of RA No. 9184.  
 

4. Inspection and Tests 
 

The Procuring Entity or its representative shall have the right to inspect and/or to test 
the Goods to confirm their conformity to the Project specifications at no extra cost to 
the Procuring Entity in accordance with the Generic Procurement Manual.  In addition 
to tests in the SCC, Section IV (Technical Specifications) shall specify what 
inspections and/or tests the Procuring Entity requires, and where they are to be 
conducted.  The Procuring Entity shall notify the Supplier in writing, in a timely 
manner, of the identity of any representatives retained for these purposes. 
 
All reasonable facilities and assistance for the inspection and testing of Goods, 
including access to drawings and production data, shall be provided by the Supplier to 
the authorized inspectors at no charge to the Procuring Entity.  
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5. Warranty 
 

5.1 In order to assure that manufacturing defects shall be corrected by the Supplier, 
a warranty shall be required from the Supplier as provided under Section 62.1 
of the 2016 Revised IRR of RA No. 9184.  
 

5.2 The Procuring Entity shall promptly notify the Supplier in writing of any claims 
arising under this warranty.  Upon receipt of such notice, the Supplier shall, 
repair or replace the defective Goods or parts thereof without cost to the 
Procuring Entity, pursuant to the Generic Procurement Manual. 

 
6. Liability of the Supplier 
 

Republic of the Philippines.  
 

If the Supplier is a joint venture, all partners to the joint venture shall be jointly and 
severally liable to the Procuring Entity.
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Section V. Special Conditions of Contract 
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Special Conditions of Contract 
GCC 
Clause 

 

1 Delivery and Documents  
 

 
and other trade terms used to describe the obligations of the parties shall have 
the meanings assigned to them by the current edition of INCOTERMS 
published by the International Chamber of Commerce, Paris.  The Delivery 
terms of this Contract shall be as follows: 
 

 
 

 terms applicable to this Contract are to be delivered in Manila.  
Risk and title will pass from the Supplier to the Procuring Entity upon receipt 

 
 

 Delivery of the Goods shall be made by the Supplier in accordance with the 
terms specified in Section VI (Schedule of Requirements).   

 
Site is the Director of the Information and Communications Technology 
Systems Service. 

 Incidental Services  
 

 The Supplier is required to provide all of the following services, including 
additional services, if any, specified in Section VI. Schedule of Requirements: 

  

 a. performance or supervision of on-site assembly and/or start-up of 
the supplied Goods; 

 b. furnishing of tools required for assembly and/or maintenance of the 
supplied Goods; 

 c. furnishing of a detailed operations and maintenance manual for each 
appropriate unit of the supplied Goods; and 

 d. performance or supervision or maintenance and/or repair of the 
supplied Goods, for a period of time agreed by the parties, provided 
that this service shall not relieve the Supplier of any warranty 
obligations under this Contract. 
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 The Contract price for the Goods shall include the prices charged by the 
Supplier for incidental services and shall not exceed the prevailing rates charged 
to other parties by the Supplier for similar services. 

  

 Packaging  
 
The Supplier shall provide such packaging of the Goods as is required to prevent 
their damage or deterioration during transit to their final destination, as 
indicated in this Contract.  The packaging shall be sufficient to withstand, 
without limitation, rough handling during transit and exposure to extreme 
temperatures, salt and precipitation during transit, and open storage.  Packaging 
case size and weights shall take into consideration, where appropriate, the 

ing 
facilities at all points in transit. 
 
The packaging, marking, and documentation within and outside the packages 
shall comply strictly with such special requirements as shall be expressly 
provided for in the Contract, including additional requirements, if any, specified 
below, and in any subsequent instructions ordered by the Procuring Entity. 
 
The outer packaging must be clearly marked on at least four (4) sides as follows: 
 
Name of the Procuring Entity 
Name of the Supplier 
Contract Description 
Final Destination 
Gross weight 
Any special lifting instructions 
Any special handling instructions 
Any relevant HAZCHEM classifications 
 

 A packaging list identifying the contents and quantities of the package is to be 
placed on an accessible point of the outer packaging if practical. If not practical 
the packaging list is to be placed inside the outer packaging but outside the 
secondary packaging. 
 

 Transportation  
 

 Where the Supplier is required under Contract to deliver the Goods CIF, CIP, 
or DDP, transport of the Goods to the port of destination or such other named 
place of destination in the Philippines, as shall be specified in this Contract, 
shall be arranged and paid for by the Supplier, and the cost thereof shall be 
included in the Contract Price. 
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 Where the Supplier is required under this Contract to transport the Goods to a 
specified place of destination within the Philippines, defined as the Project Site, 
transport to such place of destination in the Philippines, including insurance and 
storage, as shall be specified in this Contract, shall be arranged by the Supplier, 
and related costs shall be included in the contract price. 
 

  
Where the Supplier is required under Contract to deliver the Goods CIF, CIP or 
DDP, Goods are to be transported on carriers of Philippine registry.  In the event 
that no carrier of Philippine registry is available, Goods may be shipped by a 
carrier which is not of Philippine registry provided that the Supplier obtains and 
presents to the Procuring Entity certification to this effect from the nearest 
Philippine consulate to the port of dispatch.  In the event that carriers of 
Philippine registry are available but their schedule delays the Supplier in its 
performance of this Contract the period from when the Goods were first ready 
for shipment and the actual date of shipment the period of delay will be 
considered force majeure. 

  
The Procuring Entity accepts no liability for the damage of Goods during transit 
other than those prescribed by INCOTERMS for DDP deliveries.  In the case 
of Goods supplied from within the Philippines or supplied by domestic 
Suppliers risk and title will not be deemed to have passed to the Procuring Entity 
until their receipt and final acceptance at the final destination. 
  

 Intellectual Property Rights 
 

 The Supplier shall indemnify the Procuring Entity against all third-party claims 
of infringement of patent, trademark, or industrial design rights arising from use 
of the Goods or any part thereof. 

2.2 Payment schedule shall be in accordance with item 8.1 (Detailed 
Technical Specifications).  

In order to proceed with the payment process, the bidder must submit the 
following documents in case they were not submitted during the deadline for 
the submission of bidding documents/post-qualification stage/contract signing 
stage, as applicable: 

a. Notarized Omnibus Sworn Statement in lieu of the submitted 
unnotarized Omnibus Sworn Statement; and 

b. Notarized Performance Securing Declaration (PSD) or any form of 
Performance Security, as stated in Section 39 of the 2016 Revised IRR 
of RA No. 9184, in lieu of the unnotarized PSD. 
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3 In accordance with item 6.4 of GPPB Resolution No. 09-2020, a Performance 
Securing Declaration (PSD) shall be accepted in lieu of a performance security 
to guarantee 
contract, subject to the following: 

a.  Similar to the PSD used in Framework Agreement, such declaration shall 
state, among others, that the winning bidder shall be blacklisted from 
being qualified to participate in any government procurement activity for 
one (1) year, in case of first offense or two (2) years, if with prior similar 
offense, in the event it violates any of the conditions stated in the contract; 

b. An unnotarized PSD may be accepted, subject to submission of a notarized 
PSD before payment, unless the same is replaced with a performance 
security in the prescribed form, as stated below; and 

c.  The end-user may require the winning bidder to replace the submitted PSD 
with a performance security in any of the prescribed forms under Section 
39.2 of the 2016 Revised IRR of RA No. 9184 upon lifting of the State of 
the Calamity, or community quarantine or similar restriction, as the case 
may be. 

4 The inspection and approval as to the acceptability of the Goods vis-¨-vis its 
compliance with the technical specifications will be done with prior written 
notice to the authorized representative of the Supplier. The inspection will push 
through as scheduled even in the absence of the Supplie
latter was duly notified. In which case, the result of the inspection conducted by 
the Procuring Entity shall be final and binding upon the Supplier. 




























































